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First Time Installation and 
Configuration

Workstation Requirements
The RMX Web Client and RMX Manager applications can be installed in an 
environment that meets the following requirements:
• Minimum Hardware – Intel® Pentium® III, 1 GHz or higher,

1024 MB RAM, 500 MB free disk space.
• Workstation Operating System – Microsoft® Windows® XP, Vista®.
• Network Card – 10/100 Mbps.
• Web Browser – Microsoft® Internet Explorer® Version 7 only.
• FIPS – Is always enabled in JITC Mode, and when ClickOnce is used 

to install RMX Manager, the workstation must have one of the 
following installed: 
— .NET Framework 3.5 or a later version of the .NET Framework. 

— .NET Framework 2.0 plus Service Pack 1 or later.      

Never insert a USB device into the RMX’s USB port unless 
it is your intention to perform a Comprehensive Restore 
to Factory Defaults.

.Net Framework 2.0 is required and installed automatically.
The RMX must be installed on the intranet or added to the trusted sites list.  In 
both cases, the ActiveX control will install properly.
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RMX Hardware
Version 4.5.0.F requires that MPM+ cards are installed in the RMX.

Installation and Configuration
First Time Installation and Configuration of the Federal Version of the 
RMX 2000 consists of the following procedures:
1 Hardware Installation and Setup

— Mount the RMX in a rack.  
— Connect the necessary cables.

2 Gather Network Equipment and Address Information

— Get the information needed for integrating the RMX into the 
local (Signaling and Management) networks.

3 First Entry Configuration

— Register the RMX.
— Power up the RMX.
— Modify the Default Management Network.
— Configure the Signaling Network Service.
— Configure the ISDN/PSTN Network Service.

4 Enable JITC Mode

5 Enable Secured Communication

— Purchase and Install the SSL/TLS certificate
— Modify the Management Network settings
— Create/Modify the relevant System Flags

6 Set System Configuration Flags

7 Enable Network Separation

8 Configure IVR Settings

9 Modify Default Login Banner Text (if required)

10 Rename the default POLYCOM user

11 Disable Inline AutoComplete Option in Web Browser

12 Configure an Inbound and Outbound Access List
1-2
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Procedure 1: Hardware Installation and Setup
The RMX unit should be mounted in a 19”rack in a well ventilated area. It 
is important to adhere to the Site Requirements as described in the RMX 
2000 Hardware Guide, ”Site Requirements” on page 1-3.

Mounting the RMX in a Rack

There are two methods for installing the RMX in a rack:
• Using rack brackets – Install rack brackets, supplied by the rack 

manufacturer, in the rack. Mount the RMX on top of the rack 
brackets. Fasten the RMX to the rack with screws through the four 
holes in the RMX’s front mounting brackets.
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• Using a shelf – Install the shelf, supplied by the rack manufacturer, 
in the rack. Mount the RMX on the shelf. Fasten the RMX to the rack 
with screws through the four holes in the RMX’s front mounting 
brackets.
1-4
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Connecting Cables

Connect the following cables to the back panel:
• Power cable
• Direct Connection / Signaling and Media LAN cable to LAN 2 Port
• E1/T1 Cables to PRI Ports

     

Do not remove the protective cap from the LAN1 port.

Power
Cable

E1/T1 PRI Connection

LAN 2 Connection

To maximize conferencing performance, especially in high bit rate call 
environments, a 1Gb connection is recommended.
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Procedure 2: Gather Network Equipment and 
Address Information

IP Services

The IP addresses and network parameters which enable communication 
between the RMX, its management application and the conferencing 
devices are contained in two IP services: 
• Management Network (Control Unit)
• Signaling Network (Conferencing Service)
During the First Entry Configuration, the parameters of these two network 
services are modified to comply with your local network settings.

Management Network
The Management Network enables communication between the RMX 
Control Unit and the RMX Web Client and is used to manage the RMX.
The RMX is shipped with default IP addresses as listed in Table 2-1.

Signaling Network
The Signaling Network is used to configure and manage communications 
between the RMX and conferencing devices.

IP Network Services Required Information
When installing an RMX unit, these default IP addresses must be 
modified to your local network settings. It is therefore important to obtain 
the information needed to complete the Local Network Settings section 
of the table from your network administrator before powering up the 
RMX for the first time. The network administrator should allocate four IP 
addresses in the local network for an MCU with one MPM+ card and five 
IP addresses for an MCU with two MPM+ cards.

Hardware
Installation

and
Setup

Gather Network
Equipment

and
Address Info

First Entry
Configuration
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Table 1-1  Network Equipment and Address Information

Parameter Factory Default Local Network Settings

Control Unit 
IP Address 

192.168.1.254

Control Unit
Subnet Mask

255.255.255.0

Default Router IP 
Address

192.168.1.1

Shelf Management 
IP Address

192.168.1.252

Signaling Host IP 
address

–

Media Board IP 
address (MPM 1)

–

Media Board IP 
address (MPM 2)

–

Gatekeeper IP 
address (optional)

–

DNS IP address 
(optional)

–

SIP Server IP 
address (optional)

–

1-7
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ISDN/PSTN Services

The ISDN/PSTN Network Service is used to define the properties of the 
ISDN/PSTN switch and the ISDN lines running from the ISDN/PSTN 
switch to the ISDN card installed in the RMX.
Before configuring the ISDN/PSTN Network Service, obtain the 
following information from your ISDN/PSTN Service Provider:
• Switch Type
• Line Coding and Framing
• Numbering Plan
• Numbering Type
• Dial-in number range

 

• The RMX does not support ISDN connections using restricted line rates 
(56k B channels).

• If the RMX is connected to the public ISDN Network, an external CSU or 
similar equipment is needed.
1-8



Polycom RMX 2000 DoD Deployment Guide
Procedure 3: First Entry Configuration
There are four procedures necessary for setup of the new RMX. It is 
important that they are performed in the following sequence:
1 Product Registration.

2 Modifying the Factory Default Management Network Settings.

3 First-time Power-up and Connection to MCU.

4 Enable Network Separation

5 Modifying the Default IP and ISDN/PSTN Service Settings (Fast 
Configuration Wizard).

Product Registration

Before the RMX can be used, it is necessary to register the product and 
obtain an Activation Key.
During first-time power-up, the Product Activation dialog box is displayed, 
requesting you to enter an Activation Key.

Obtaining the Activation Key
1 Access the Service & Support page of the Polycom website at: 

http://portal.polycom.com

2 Login with your Email Address and Password or register as a new user.

3 Select Product Registration. 

4 Follow the on-screen instructions for Product Registration and Product 
Activation. (The RMX’s serial number is on a sticker on the back of the 
unit, if needed.)

5 When the Product Activation Key is displayed, write it down or copy it 
for later pasting into the Activation Key field of the Product Activation 
dialog box.

Hardware
Installation

and
Setup

Gather Network
Equipment

and
Address Info

First Entry
Configuration
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First-time Power-up and Connection to MCU

Before powering up the RMX for the first time, it is necessary to establish 
a connection between the RMX and the control workstation.
A private network is set up between the RMX and the workstation and  
the Default Management Network parameters are modified using the Fast 
Configuration Wizard in the RMX Web Client.

Configuring the workstation for direct connection
The following procedures show how to modify the workstation’s 
networking parameters using the Windows New Connection Wizard.
For non-Windows operating systems an equivalent procedure must be 
performed by the system administrator.
Before connecting directly, you must modify the IP Address, Subnet Mask 
and Default Gateway settings of the workstation to be compatible with 
either the RMX’s Default Management Network. 

To modify the workstation’s IP addresses:
1 On the Windows Start menu, select Settings > Network 

Connections.

2 In the Network Connections window, double-click the Local Area 
Connection that has Connected status.
1-10
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3 In the Local Area Connection Status dialog box, click the Properties 
button.

4 In the Local Area Connection Properties dialog box, select Internet 
Protocol [TCP/IP] > Properties.

5 In the Internet Protocol (TCP/IP) Properties dialog box, select Use the 
following IP address.
1-11
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6 Enter the IP address, Subnet mask and Default gateway for the 
workstation.

The workstation’s IP address should be in the same network 
neighborhood as the RMX’s Control Unit IP address.
Example: IP address – near 192.168.1.nn   

The Subnet mask and Default gateway addresses should be the same as 
those for the RMX’s Default Management Network.
The addresses needed for connection to the RMX’s Default 
Management Network are listed in Table 1-2.

None of the reserved IP addresses listed in Table 1-2 should be used for 
the IP Address.

Table 1-2  Reserved IP Addresses

Network Entity
Default Management Network 

IP Addresses
(Factory Default)

Control Unit IP Address 192.168.1.254

Control Unit Subnet Mask 255.255.255.0

Default Router IP Address 192.168.1.1
1-12
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7 Click the OK button.

Connecting to the Default Management Network
To connect directly to the RMX:
8 Using a LAN cable, connect the workstation to the LAN 2 Port on the 

RMX’s back panel.

9 Connect the power cable and power the RMX On.

10 Start the RMX Web Client application on the workstation, by entering 
the factory setting Management IP address in the browser’s address 
line and pressing Enter.

11 In the RMX Web Client Login screen, enter the default Username 
(POLYCOM) and Password (POLYCOM) and click the Login button. 

The Fast Configuration Wizard starts. 
If this is the First Time Power-up or the Default IP Service has been 
deleted and the RMX has been reset, the following dialog box is 
displayed:

Shelf Management IP Address 192.168.1.252

Shelf Management Subnet Mask 255.255.255.0

Shelf Management Default Gateway 192.168.1.1

Table 1-2  Reserved IP Addresses

Network Entity
Default Management Network 

IP Addresses
(Factory Default)

LAN 2 Port
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12 Enter the following parameters using the information supplied by 
your network administrator:

— Control Unit IP Address
— Shelf Management IP Address
— Control Unit Subnet Mask
— Default Router IP Address

13 Click the Save & Close button.

The system prompts you to sign in with the new Control Unit IP 
Address.

14 Disconnect the LAN cable between the workstation and the LAN 2 
Port on the RMX’s back panel.

15 Connect LAN 2 Port on the RMX’s back panel to the local network 
using a LAN cable.
1-14
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16 Enter the new Control Unit IP Address in the browser’s address line, 
using a workstation on the local network, and press Enter to start the 
RMX Web Client application.

17 In the RMX Web Client Login screen, enter the default Username 
(POLYCOM) and Password (POLYCOM) and click the Login button.

Product Activation
The RMX Web Client opens and the Product Activation dialog box 
appears with the serial number filled in:

18 In the Activation Key field, enter or paste the Product Activation Key 
obtained earlier.

19 Click OK.

If you do not have an Activation Key, click Polycom Resource Center 
to access the Service & Support page of the Polycom website.
For more information, see ”Obtaining the Activation Key” on page 1-9.
The system prompts with a restart dialog box:

20 In the dialog box, click No. 
1-15
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Modifying the Signaling Network Service and ISDN/PSTN 
Network Service Settings

The Fast Configuration Wizard assists in configuring the Signaling Network 
Service. It starts automatically if no Signaling Network Service is defined. 
This happens during First Time Power-up, before the service has been 
defined or if the Signaling Service has been deleted, followed by an RMX 
restart.
The IP Management Service tab in the Fast Configuration Wizard is enabled 
only if the factory default Management IP addresses were not modified. 

IPv6 Support
Dial in, dial out and RMX management are supported within the 
following IP addressing environments:
• IPv6
• IPv4
• IPv6 & IPv4
When IPv4 is selected, IPv6 fields are not displayed and conversely when 
IPv6 is selected, IPv4 fields are not displayed. When IPv6 & IPv4 is 
selected both IPv6 and IPv4 fields are displayed.
For the purposes of comprehensive documentation, all screen captures in 
this document show the dialog boxes as displayed with IPv6 & IPv4 
selected.

• If the RMX is to be configured to use IPv4 addressing only, proceed with the 
Fast Configuration Wizard.

• If the RMX is to be configured to use IPv6 addressing or IPv4 and IPv6 
addressing:

1 Cancel the Fast Configuration Wizard.

2 Modify the Management Network to use IPv6 addressing or IPv4 and IPv6 
addressing.

3 Restart the RMX.

4 Use the Fast Configuration Wizard which will now include IPv6 addressing 
or IPv4 and IPv6 addressing options to configure the Signaling Network 
Service.
1-16
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Fast Configuration Wizard
1 Enter the required IP Signaling information in the dialog box.

  

Table 1-3  Signaling Network Service – IP Signaling

Field Description

Network Service 
Name

The name Default IP Service is assigned to the 
SIgnaling Network Service by the Fast Configuration 
Wizard. This name can be changed.
Note: This field is displayed in all IP Signaling dialog 
boxes and can contain character sets that use 
Unicode encoding.

Signaling Host IP 
Address

Enter the address to be used by IP endpoints when 
dialing in to the MCU.
Dial out calls from the RMX are initiated from this 
address.
This address is used to register the RMX with a 
Gatekeeper or a SIP Proxy server.
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2 Click the Next button.

3 Enter the required Routers information in the dialog box.

 

MPM 1 IP Address Enter the IP address(es) of the media card (s) 
MPM+ 1 and MPM+ 2 (if installed) as provided by 
the network administrator.Endpoints connect to 
conferences and transmit call media (video, voice 
and content) via these addresses.

MPM 2 IP Address

Subnet Mask Enter the subnet mask of the MCU. 
Default value: 255.255.255.0.

Table 1-3  Signaling Network Service – IP Signaling (Continued)

Field Description

Table 1-4  Signaling Network Service – Routers

Field Description

Default Router 
IP Address

IPv4 Enter the IP address of the default router. 
The default router is used whenever the 
defined static routers are not able to route 
packets to their destination. The default 
router is also used when host access is 
restricted to one default router.

IPv6
1-18
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4 Click the Next button.

5 Enter the required DNS information in the dialog box.

      

Table 1-5  Signaling Network Service – DNS

Field Description

MCU Host Name DNS Enter the name of the MCU on the network.
Default name is RMX

Local Domain Name Enter the name of the domain where the MCU 
is installed.

Primary DNS Server
IP Address

The static IP addresses of the DNS servers. 
A maximum of three servers can be defined.
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6 Click the Next button.

7 Enter the required Network Type information in the dialog box.

  

8 Click the Next button.

Table 1-6  Signaling Network Service – IP

Field Description

IP Network Type Select:

• H.323: For an H.323-only Network Service. 

• SIP: For a SIP-only Network Service.

• H.323 & SIP: For an integrated IP Service. Both 
H.323 and SIP participants can connect to the 
MCU using this service.
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9 Enter the required Gatekeeper information in the dialog box.

 

Table 1-7  Signaling Network Service – Gatekeeper Parameters

Field Description

Gatekeeper Select Specify to enable configuration of the gatekeeper 
IP address.
When Off is selected, all gatekeeper options are 
disabled.

Primary 
Gatekeeper 
IP Address or 
Name

Enter either the gatekeeper’s host name as registered in 
the DNS or IP address.
Note: When in IPv4&IPv6 or in IPv6 mode, it is easier to 
use Names instead of IP Addresses.

MCU Prefix in 
Gatekeeper

Enter the number with which this Network Service 
registers in the gatekeeper. This number is used by 
H.323 endpoints as the first part of their dial-in string 
when dialing the MCU.
When PathNavigator or SE200 is used, this prefix 
automatically registers with the gatekeeper. When 
another gatekeeper is used, this prefix must also be 
defined in the gatekeeper.
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10 Click the Next button.

Aliases:

Alias The alias that identifies the RMX’s Signaling Host within 
the network. Up to five aliases can be defined for each 
RMX.
Note: When a gatekeeper is specified, at least one 
prefix or alias must be entered in the table.

Type The type defines the format in which the card’s alias is 
sent to the gatekeeper. Each alias can be of a different 
type:

• H.323 ID (alphanumeric ID)

• E.164 (digits 0-9, * and #)

• Email ID (email address format, 
e.g. abc@example.com)

• Participant Number (digits 0-9, * and #)

Note: Although all types are supported, the type of alias 
to be used depends on the gatekeeper’s capabilities.

Table 1-7  Signaling Network Service – Gatekeeper Parameters 

Field Description
1-22
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11 Enter the required SIP Servers information in the dialog box.

    

Table 1-8  Signaling Network Service – SIP Servers

Field Description

SIP Server Select:

• Specify – to manually configure SIP servers.

• Off – if SIP servers are not present in the 
network.

Server IP Address
or Name

Enter the IP address of the preferred SIP server.
Note: When in IPv4&IPv6 or in IPv6 mode, it is 
easier to use Names instead of IP Addresses.
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12 Click the Next button.
The IP Network Service is created and confirmed.

13 Click OK.

Server Domain 
Name

Enter the name of the domain that you are using for 
conferences, for example: 
user_name@domain name
The domain name is used for identifying the SIP 
server in the appropriate domain according to the 
host part in the dialed string. 
For example, when a call to EQ1@polycom.com 
reaches its outbound proxy, this proxy looks for the 
SIP server in the polycom.com domain, to which it 
will forward the call.
When this call arrives at the SIP server in 
polycom.com, the server looks for the registered 
user (EQ1) and forwards the call to this Entry Queue 
or conference.

Transport Type Select the protocol that is used for signaling 
between the MCU and the SIP Server or the 
endpoints according to the protocol supported by 
the SIP Server:
UDP – Select this option to use UDP for signaling.
TCP – Select this option to use TCP for signaling.

TLS – The Signaling Host listens on 
secured port 5061 only and all outgoing 
connections are established on secured 
connections. Calls from SIP clients or 
servers to non secured ports are rejected.

The following protocols are supported:TLS 1.0, 
SSL 2.0 and SSL 3.0.

Table 1-8  Signaling Network Service – SIP Servers (Continued)

Field Description
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During the initial RMX setup, if the system detects the presence of the 
RTM ISDN card, the ISDN /PSTN Network Service definition 
screens of the Fast Configuration Wizard are enabled.
If there is no RTM ISDN card in the RMX or if you do not want to 
define an ISDN/PSTN Network Service, go to Step 28.

The Fast Configuration Wizard’s ISDN/PSTN configuration sequence 
begins with the ISDN/PSTN dialog box:

• The RMX does not support ISDN connections using restricted line rates 
(56k B channels).

• A new ISDN/PSTN Network Service can be defined even if no RTM ISDN 
card is installed in the system but only via the ISDN/PSTN Network Service 
->Add New Service dialog box.
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14 Define the following parameters:    

15 Click Next.

Table 1-9  Fast Configuration Wizard – ISDN Service Settings

Field Description

Network Service 
Name

Specify the service provider’s (carrier) name or 
any other name you choose, using up to 20 
characters. The Network Service Name identifies 
the ISDN/PSTN Service to the system.
Default name: ISDN/PSTN Service
Note: This field is displayed in all ISDN/PSTN 
Network Properties tabs and can contain 
character sets that use Unicode encoding.

Span Type Select the type of spans (ISDN/PSTN) lines, 
supplied by the service provider, that are 
connected to the RMX. Each span can be defined 
as a separate Network Service, or all the spans 
from the same carrier can be defined as part of 
the same Network Service. 
Select either:

• T1 (U.S. – 23 B channels + 1 D channel)

• E1 (Europe – 30 B channels + 1 D channel)

Default: T1
Note: Only one Span Type (E1 or T1) is supported 
on the RMX. If you define the first span as type E1 
all other spans that you may later define must also 
be of type E1.

Service Type PRI is the only supported service type. It is 
automatically selected.
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The PRI Settings dialog box opens.

 
16 Define the following parameters: 

Table 1-10  Fast Configuration Wizard – PRI Settings

Field Description

Default Num Type Select the Default Num Type from the list.
The Num Type defines how the system handles the 
dialing digits. For example, if you type eight dialing 
digits, the Num Type defines whether this number is 
national or international. 
If the PRI lines are connected to the RMX via a 
network switch, the selection of the Num Type is 
used to route the call to a specific PRI line. If you 
want the network to interpret the dialing digits for 
routing the call, select Unknown.
Default: Unknown
Note: For E1 spans, this parameter is set by the 
system.
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17 Click Next.

The Span Definition dialog box opens.

Num Plan Select the type of signaling (Number Plan) from the 
list according to information given by the service 
provider.
Default: ISDN
Note: For E1 spans, this parameter is set by the 
system.

Net Specific Select the appropriate service program if one is 
used by your service provider (carrier).
Some service providers may have several service 
programs that can be used. 
Default: None

Dial-out Prefix Enter the prefix that the PBX requires to dial out. 
Leave this field blank if a dial-out prefix is not 
required.
The field can contain be empty (blank) or a numeric 
value between 0 and 9999.
Default: Blank

Table 1-10  Fast Configuration Wizard – PRI Settings (Continued)

Field Description
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18 Define the following parameters:

19 Click Next.

Table 1-11  Fast Configuration Wizard – Spans Definition

Field Description

Framing Select the Framing format used by the carrier for 
the network interface from the list.

• For T1 spans, default is SFSF.

• For E1 spans, default is FEBE.

Side Select one of the following options:

• User side (default)

• Network side

• Symmetric side

Note: If the PBX is configured on the network side, 
then the RMX unit must be configured as the user 
side, and vice versa, or both must be configured 
symmetrically.

Line Coding Select the PRI line coding method from the list.

• For T1 spans, default is B8ZS.

• For E1 spans, default is HDB3.

Switch Type Select the brand and revision level of switch 
equipment installed in the service provider’s central 
office.

• For T1 spans, default is AT&T 4ESS.

• For E1 spans, default is EURO ISDN.
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The Phones dialog box opens.

20 Click Add to define dial-in number ranges.

The Add Phone Number dialog box opens.

21 Define the following parameters: 

22 Click OK.

The new range is added to the Dial-in Phone Numbers table.
23 Optional. Repeat steps 20 to 21 to define additional dial-in ranges.

24 In the Phones tab enter the MCU CLI (Calling Line Identification). 

Table 1-12  Fast Configuration Wizard – Add Phone Numbers

Field Description

First Number The first number in the phone number range.

Last Number The last number in the phone number range.

• A range must include at least two dial-in numbers.

• A range cannot exceed 1000 numbers.
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With dial-in connections, the MCU CLI indicates the MCU’s number 
dialed by the participant. In a dial-out connection, indicates the MCU 
(CLI) number as seen by the participant.

25 Click Save & Continue.

After clicking Save & Continue, you cannot use the Back button to 
return to previous configuration dialog boxes.
The ISDN/PSTN Network Service is created and is added to the ISDN/
PSTN Network Services list.
If the system cannot create the ISDN/PSTN Network Service, an error 
message is displayed indicating the cause and allowing you access 
the appropriate dialog box in the Fast Configuration Wizard for 
corrective action.

26 Click OK to continue the configuration.

The Spans dialog box opens displaying the following read-only fields:

— ID – the connector on the ISDN RTM card (PRI1 to PRI12).
— Slot – the MPM card that the ISDN RTM card is connected to 

(MPM 1 or MPM 2).

Spans
Table

Attached
Spans
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— Service – the ISDN/PSTN Network Service to which the span is 
assigned.

— Clock Source – indicates if ISDN signaling synchronization is 
being supplied by the Primary or Secondary clock source. The first 
span to synchronize becomes the Primary clock source. 

— State – the System Alert level of the span (Major, Minor). If there 
are no span related alerts, this column contains no entries.

27 Click the check boxes in the Attached field to attach spans (E1 or T1 
PRI lines) to the network service named in the Network Service Name 
field.

The Spans Table displays the configuration of all spans and all ISDN 
network services in the system.
When using the Fast Configuration Wizard during First Entry 
Configuration, you are defining the first ISDN/PSTN Network Service in 
the system. Spans can only be attached to this service.

Additional ISDN/PSTN Network Services can be defined by using the 
ISDN/PSTN Network Services > New PSTN Service button in the 
RMX Web Client.
Spans can be attached to, or moved between ISDN network services 
by using the ISDN/PSTN Network Services > ISDN Properties > 
Spans tab in the RMX Web Client.
Each ISDN RTM card can support either 7 E1 or 9 T1 PRI lines (E1 
and T1 connections cannot be used simultaneously).

28 Click Next.
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29 Enter the required System Flags information in the dialog box.

 

Table 1-13  Signaling Network Service – System Flags

Flag Description / Default

Conference 
ID Length 
(MCU)

The number of digits of the 
Conference ID to be assigned 
by the MCU.
Range: 2-16 (Default: 5)

Note: Selecting 2 
digits limits the 
number of 
simultaneous ongoing 
conferences to 99.

Minimum 
Conference  
ID Length 
(User)

The minimum number of digits 
that the user must enter when 
manually assigning a numeric 
ID to a conference. 
Range: 2-16 (Default: 4)

Maximum 
Conference 
ID Length 
(User)

The maximum number of digits 
that the user can enter when 
manually assigning a Numeric 
ID to a conference. 
Range: 2-16 (Default: 8)

Note: Selecting 2 
digits limits the 
number of 
simultaneous ongoing 
conferences to 99.
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30 Click Save & Close.

The RMX confirms successful configuration.
31 In the Success Message box, click OK.

32 In the Reset Confirmation dialog box, click Yes.

33 In the Please wait for system reset message box, click OK.

34 Refresh the browser periodically until the Login screen is displayed.

35 When the Login screen is displayed, enter your Username and 
Password and click Login.

On first entry, the default Username and Password are both POLYCOM.

The system is now fully configured and if there are no System Errors, 
the green RDY LED on the CNTL module on the RMX’s front panel 
turns ON.

MCU Display 
Name

The MCU name is displayed on the endpoint’s screen.
Default name: Polycom RMX 2000

Terminate 
Conference 
when 
Chairperson 
Exits

When Yes is selected (default), the conference ends 
when the chairperson exits even if there are other 
participants connected.
When No is selected, the conference automatically ends 
at the predefined end time, or when all the participants 
have disconnected from the conference.

Auto Extend 
Conferences

When Yes is selected (default), allows conferences 
running on the RMX to be automatically extended as long 
as there are participants connected and there are 
available resources. 
The maximum extension time allowed by the MCU is 30 
minutes.

Table 1-13  Signaling Network Service – System Flags (Continued)

Flag Description / Default

System restart may take up to five minutes.
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Procedure 4: Enable JITC Mode
The JITC mode is disabled by default and can be enabled by changing the 
value of the JITC_MODE System Flag to YES using the Setup > System 
Configuration menu. After modifying the value of the JITC_MODE 
System Flag to YES, all RMX users are forced to change their Login 
passwords.

To enable JITC mode:
1 On the RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.
2 Locate and double-click on the JITC_MODE System Flag entry.

The Update Flag Name dialog box opens.
3 In the New Value field, enter YES.

4 Click the OK button to close the Update Flag Name dialog box.

5 Click the OK button to close the System Flags dialog box.

6 In the Reset Confirmation dialog box, click Yes.

7 In the Please wait for system reset message box, click OK.

8 Refresh the browser periodically until the RMX Web Client – Terms of 
Usage screen is displayed.

System restart may take up to five minutes.
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The RMX Web Client – Terms of Usage screen is displayed.

9 Click the Accept button to agree to the terms and conditions 
displayed in the banner.

The Login - Welcome screen is displayed:

10 Enter POLYCOM in the User Name field.

11 Enter POLYCOM in the Password field.

12 Click Login.

Terms of Usage
Banner

Accept
Button
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The Change Password/Login - Welcome screen is displayed:
— A message: Last disconnection cause: User must change 

password is displayed in red.
— Two additional fields are displayed:

• New Password
• Confirm New Password

13 Re-enter the old password in the Password field

14 Enter a Strong Password in the New Password field.

15 Re-enter the Strong Password in the Confirm New Password field.

16 Click Login.   

If the default POLYCOM user is defined in the RMX Web Client, an active 
alarm is displayed and the MCU status changes to Major until the 
administrator changes the default username and password.
System access is not permitted until the default password is changed. 

If the value of the JITC_MODE System Flag is YES, only TLS mode 
connections are permitted. If the Management Network Service has not yet 
been configured to be secured, an Active Alarm is created and a message 
is displayed stating that Secured Communications Mode must be enabled. 
For more information see the RMX 2000 Administrator’s Guide, F, “Secure 
Communication Mode” on page F-1.
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Procedure 5: Enable Secured Communication
If the JITC_MODE System Flag is set to YES and a valid TLS certificate is 
installed, only secured connections are allowed.
• If the JITC_MODE System Flag is set to YES and the Management 

Network Service has not yet been configured to be secured, an Active 
Alarm is created and a message is displayed stating that Secured 
Communications Mode  must be enabled.

• If the JITC_MODE System Flag is set to YES and a valid TLS 
certificate has not been installed, an Active Alarm is created and a 
message is displayed stating that the system is in JITC Mode but 
Secured Communications Mode is not enabled until the TLS certificate is 
installed.

• If the JITC_MODE System Flag is set to YES and Secured 
Communications Mode is  enabled, the user is not able to disable 
Secured Communications Mode. An error message is displayed stating 
that Secured Communications Mode cannot be disabled while in JITC 
Mode.

• TLS private keys saved by the current version when the JITC_MODE 
System Flag is set to YES are not compatible with TLS private keys 
saved by previous RMX versions. An Active Alarm is created and a 
message is displayed requesting that a new TLS certificate be 
installed.

• TLS private keys saved by the current version will be compatible 
with TLS private keys saved by future RMX versions.
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Switching to Secure Mode

The following operations are required to switch the RMX to Secure Mode:
• Purchase and Install the SSL/TLS certificate
• Modify the Management Network settings

Purchasing a Certificate
Once a certificate is purchased and received it is stored in the RMX and 
used for all subsequent secured connections.

To create/purchase a certificate:
1 In the RMX menu, click Setup > Secured RMX Communications > 

Create certificate request.

The Create Certificate Request dialog box is displayed.

2 Enter information in all the following fields:

Table 1-14 Create Certificate Request

Field Description

Country Name Enter any 2 letter code for the country name.

State or Province Enter the full name of the state or province.
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3 Click Send Details.

The RMX creates a New Certificate Request and returns it to the Create 
Certificate Request dialog box along with the information the user 
submitted.

4 Click Copy Request to copy the New Certificate Request to the 
workstation’s clipboard.

5 Connect to your preferred Certificate Authority’s website using the 
web browser.

Locality Enter the full name of the town/city/location.

Organization Enter the full name of your organization for 
which the certificate will be issued.

Organizational Unit Enter the full name of the unit (group or 
division) for which the certificate will be issued.

Common Name (DNS/
IP)

Enter the DNS MCU Host Name. This MCU 
Host Name must also be configured in the 
Management Network Properties dialog box.

Table 1-14 Create Certificate Request

Field Description
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6 Follow the purchasing instructions at the Certificate Authority’s 
website. 
Paste (Ctrl + V) the New Certificate Request as required by the 
Certificate Authority.

The Certificate Authority issues the TLS/SSL certificate, and sends the 
certificate to you by e-mail.

Installing the Certificate

To install the certificate:
After you have received the certificate from the Certificate Authority:
1 Copy (Ctrl + C) the certificate information from the Certificate 

Authority’s e-mail to the clipboard.

2 In the RMX menu, click Setup > Secured RMX Communications > 
Send Certificate.

3 Click Paste Certificate to paste the clipboard content into the Send 
Certificate dialog box.

4 Click the Send Certificate button to send the certificate to the RMX.

The MCU validates the certificate.
— If the certificate is not valid, an error message is displayed.
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— If the certificate matches the private key, and the task is 
completed, a confirmation message indicating that the certificate 
was created successfully is displayed.

A System Restart is not required at this point.
The certificate expiry date is checked daily. An active alarm is raised 
two weeks before the certificate is due to expire, stating the number 
of days to expiry.
If the certificate expires, the RMX continues to work in secure mode 
and an Active Alarm is raised with Security mode failed – Certificate 
expired in the description field. 

Enabling Secure Communication Mode

After the SSL/TLS Certificate is installed, secure communications are 
enabled by modifying the properties of the Management Network in the 
Management Network properties dialog box.
When Secure Communications Mode is enabled:
• Only https:// commands from the browser to the Control Unit IP 

Address of the RMX are accepted.
• The RMX listens only on secured port 443. 
• All connection attempts on port 80 are rejected.

• A secure communication indicator ( ) is displayed in the browser’s 
status bar.

To enable secure communications mode:
1 In the RMX Management pane, click IP Network Services.

2 In the IP Network Services list pane, double click the Management 
Network entry.

Certificates are deleted when an administrator performs a Restore Factory 
Defaults with the Comprehensive Restore option selected.
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The Management Network Properties dialog box is displayed.

3 Select the Secured RMX Communication check box.

4 Click OK.

5 In the Reset Confirmation dialog box, click Yes.

6 In the Please wait for system reset message box, click OK.

Refresh the browser periodically until the RMX Web Client – Terms of 
Usage screen is displayed

System restart may take up to five minutes.
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Procedure 6: Set System Configuration Flags
Version 4.5.0.F has additional System Flags that control: 
• Network Security
• User Management
• Strong Passwords
• Login and Session Management
• Cyclic File Systems
When JITC Mode is enabled, the enhanced security features afforded by 
these System Flags are enforced.

Table 1-15  System Flags

Flag Description

ALLOW
_NON-ENCRYPT
_PARTY_IN
_ENCRYPT_CONF 

If YES, allows non-encrypted participants to connect to 
encrypted conferences.
Default: No

DISABLE_INACTIVE
_USER

Determines the number of consecutive days a user can 
be inactive before being disabled.

ENABLE_CYCLIC
_FILE_SYSTEM
_ALARMS

When set to YES an Active Alarm is created when a 
Cyclic File (Log, CDR, Audit) reaches a file retention time 
or file storage capacity limit.

FORCE_STRONG
_PASSWORD
_POLICY

Enables or disables all password related flags. This flag 
cannot be set to NO when the RMX is in JITC Mode.

HIDE
_CONFERENCE
_PASSWORD

When set to YES, Conference and Chairman passwords 
are replaced by asterisks in the RMX Web Client, RMX 
Manager, Audit Event and Log files.

LAST_LOGIN
_ATTEMPTS

When set to YES, the system displays a record of the last 
Login of the user in the Main Screen of the RMX Web 
Client or RMX Manager.

MAX_NUMBER_OF
_MANAGEMENT
_SESSIONS_PER
_SYSTEM

Determines the maximum number of management 
sessions per system.
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MAX_NUMBER_OF
_MANAGEMENT
_SESSIONS_PER
_USER

Determines the maximum number of management 
sessions per user.

MIN_PASSWORD
_LENGTH

Determines the minimum length of a user password.

MIN_PWD_CHANGE
_FREQUENCY_IN
_DAYS

Determines the minimum number of days that users must 
retain passwords.

NUMERIC_CHAIR
_PASS_MIN_LEN

Determines the minimum length of a user chairperson 
password.

NUMERIC_CONF
_PASS_MIN_LEN

Determines the minimum length of a conference 
password.

PASSWORD
_EXPIRATION
_DAYS

Determines the number of days that a passwords remain 
valid.

PASSWORD
_EXPIRATION
_WARNING_DAYS

Determines how many days before password expiration a 
warning of pending password expiration will be displayed 
to the users.

PASSWORD
_HISTORY_SIZE

Determines how many previous passwords are recorded 
to prevent users from re-using previous passwords. The 
list is cyclic, with the most recently recorded password 
causing the deletion of the oldest recorded password.

SESSION_TIMOUT
_IN_MINUTES

The number of minutes after which, if there is no input 
from the user, the user’s connection to the RMX is 
terminated.

USER_LOCKOUT When this flag is set to YES, a user is locked out of the 
system after three consecutive Login failures with same 
User Name. The user is disabled and only the 
administrator can enable the user within the system.

USER_LOCKOUT
_DURATION_IN
_MINUTES

Determines the time period during which three 
consecutive Login failures occur that will result in the user 
being locked out.

Table 1-15  System Flags (Continued)

Flag Description
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Modifying Flag Values 

Set the System Flags to the values set out in table Table 1-16.

USER_LOCKOUT
_WINDOW_IN
_MINUTES

Determines the time period for which the user is locked 
out.

Table 1-15  System Flags (Continued)

Flag Description

Table 1-16  System Flags - JITC Mode Values

Flag Value

ALLOW_NON-ENCRYPT_PARTY_IN_ENCRYPT_CONF NO

DISABLE_INACTIVE_USER 30

ENABLE_CYCLIC_FILE_SYSTEM_ALARMS YES

FORCE_STRONG_PASSWORD_POLICY YES

HIDE_CONFERENCE_PASSWORD YES

LAST_LOGIN_ATTEMPTS  YES

MAX_NUMBER_OF_MANAGEMENT_SESSIONS_PER_SYSTEM 80

MAX_NUMBER_OF_MANAGEMENT_SESSIONS_PER_USER 10

MIN_PASSWORD_LENGTH 15

MIN_PWD_CHANGE_FREQUENCY_IN_DAYS 1

NUMERIC_CHAIR_PASS_MIN_LEN 9

NUMERIC_CONF_PASS_MIN_LEN 9

PASSWORD_EXPIRATION_DAYS 60

PASSWORD_EXPIRATION_WARNING_DAYS 7

PASSWORD_HISTORY_SIZE 10

SESSION_TIMOUT_IN_MINUTES 10
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To modify the system configuration flags:
1 On the RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.
2 Locate and double-click on the System Flag to be modified.

The Update Flag Name dialog box opens.
3 In the New Value field, enter the value required for the flag.

4 Click the OK button to close the Update Flag Name dialog box.

5 Repeat steps 2 to 4 for each flag value to be modified.

6 Click the OK button to close the System Flags dialog box.

7 In the Reset Confirmation dialog box, click Yes.

8 In the Please wait for system reset message box, click OK.

9 Refresh the browser periodically until the RMX Web Client – Terms of 
Usage screen is displayed.

USER_LOCKOUT YES

USER_LOCKOUT_DURATION_IN_MINUTES 0

USER_LOCKOUT_WINDOW_IN_MINUTES 60

Table 1-16  System Flags - JITC Mode Values (Continued)

Flag Value

System restart may take up to five minutes.
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The RMX Web Client – Terms of Usage screen is displayed.

10 Click the Accept button to agree to the terms and conditions 
displayed in the banner.

The RMX Web Client – Welcome screen is displayed.
The version number is 4.5.0.F.

11 In the RMX Web Client – Welcome screen, enter the User Name, and 
Strong Password (created in Step  and Step 15  of ”Procedure 4: Enable 
JITC Mode” on page 1-35).

12 Click Login.

Terms of Usage
Banner

Accept
Button
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Procedure 7: Enable Network Separation
Signaling and Management Network Separation
Network Separation is enabled/disabled according to the setting of the 
SEPARATE_MANAGEMENT_NETWORK System Flag. When the 
System Flag is set to YES, all signaling between IP endpoints and the RMX 
is via the LAN 2 port, while all RMX management sessions are hosted via 
the LAN 3 port. 

Figure 1 Signaling and Management Network Separation

To enable network separation:
1 On the RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.
2 Locate and double-click on the 

SEPARATE_MANAGEMENT_NETWORK System Flag entry.

The Update Flag Name dialog box opens.
3 In the New Value field, enter YES.

IP Endpoints RMX Web Client / RMX Manager 
Management Sessions

LAN 2 Port - Signaling LAN 3 Port - Management

RMX
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4 Click the OK button to close the Update Flag Name dialog box.

5 Click the OK button to close the System Flags dialog box.

6 In the Reset Confirmation dialog box, click No.

7 In the RMX Management pane, click the IP Network Services ( ) 
button.

8 In the IP Network Services list pane, right-click the Management 
Network ( ) entry and select Properties.

9 Enter the Control Unit IP, Shelf Management IP and Subnet Mask 
addresses in their respective field boxes.

10 Click the Routers tab.

11 Enter the Default Router IP Address.

12 Click the OK button.

A Reset Confirmation dialog box is displayed.
13 Connect a workstation that is connected to the Mangement LAN to 

the RMX’s LAN 3 port.

14 In the Reset Confirmation dialog box, click Yes.

15 On the workstation that was connected to the RMX in Step 13, start 
the RMX Web Client application:

a In the browser’s address line, enter the Control Unit IP Address in 
the format: https://<Control Unit IP Address>. 

b Press Enter.

System restart may take up to five minutes.
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The RMX Web Client – Terms of Usage screen is displayed.

16 Click the Accept button to agree to the terms and conditions 
displayed in the banner.

The RMX Web Client – Welcome screen is displayed.

17 In the RMX Web Client – Welcome screen, enter the Username, and 
Strong Password (created in Step  and Step 15  of ”Procedure 4: Enable 
JITC Mode” on page 1-35).

18 Click Login.

Terms of Usage
Banner

Accept
Button
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Procedure 8: Configure IVR Settings
1 In the RMX Management pane, click IVR Services.

The IVR Services list opens.

2 Right-click the Conference IVR Service and select Properties

3 Click the Conference Password tab.

The Conference IVR Service Properties - Conference Password dialog box 
is displayed.

4 Select the Enable Password messages.

5 Set Dial-in to Request Password

6 Set Dial-Out to Request Password
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7 Click the Roll Call tab.

The Conference IVR Service Properties - Roll Call dialog box is 
displayed.

8 Select Enable Roll Call.

9 Click the OK button.
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Procedure 9: Optional: Modify Default Login 
and Main Screen Banner Text

The Login and Main Screens of the RMX Web Client and the RMX Manager 
display warning text banners cautioning users to the terms and conditions 
under which they may log into and access the system.
The Login and Main Screen banners can be enabled when the RMX is non-
JITC Mode but cannot be disabled when the RMX is in JITC Mode.
The JITC_MODE System Flag affects the display of the Login and Main 
Screen banners as follows:
• When set to YES, the banners cannot be disabled.
• When set to NO, banner display is according to the check box 

selection in the Banners Configuration dialog box.
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Login Screen Banner

The Login screen banner displays the terms and conditions for system 
usage as follows:

Terms of Usage
Banner

Accept
Button
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The default text is:
You are accessing a U.S. Government (USG) Information System 
(IS) that is provided for USG-authorized use only. 
By using this IS (which includes any device attached to this 
IS), you consent to the following conditions:

— The USG routinely intercepts and monitors 
communications on this IS for purposes including, but 
not limited to, penetration testing, COMSEC 
monitoring, network operations and defense, personnel 
misconduct (PM), law enforcement (LE), and 
counterintelligence (CI) investigations.

— At any time, the USG may inspect and seize data stored 
on this IS.

— Communications using, or data stored on, this IS are 
not private, are subject to routine monitoring, 
interception, and search, and may be disclosed or 
used for any USG authorized purpose.

— This IS includes security measures (e.g., 
authentication and access controls) to protect USG 
interests--not for your personal benefit or privacy.

— Notwithstanding the above, using this IS does not 
constitute consent to PM, LE or CI investigative 
searching or monitoring of the content of privileged 
communications, or work product, related to personal 
representation or services by attorneys, 
psychotherapists, or clergy, and their assistants. 
Such communications and work product are private and 
confidential. See User Agreement for details.

The user must click the Accept button before the Login screen is displayed.
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Main Screen Banner

The Main Screen banner is displayed at the bottom of the screen, as 
follows:

The default text is:
THIS IS A DOD SYSTEM AND IS SUBJECT TO MONITORING, 
UNAUTHORIZED USE MAY SUBJECT YOU TO ADMINISTRATIVE ACTION OR 
CRIMINAL PROSECUTION AND PENALTIES.

Customizing Banners

The Login and Main Screen banners can be customized when the RMX is in 
either JITC Mode or non-JITC Mode.

To customize the banners:
1 In the RMX menu, click Setup > Customize Display Settings > 

Banners Configuration.

Banner
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The Banners Configuration dialog box opens.

2 Customize the banners by modifying the following fields:

3 Click the OK button.

Table 1-17  Banner Configuration

Field

Description

Check Box Text Field
Restore 

Default Button

Login Page 
Banner

Select or clear 
the check box 
to enable or 
disable the 
display of the 
banner. 
Banner display 
cannot be 
disabled in 
JITC Mode.

Edit the text in this 
field to meet local 
requirements:

• Banner content 
is multilingual 
and uses 
Unicode, UTF-8 
encoding. All text 
and special 
characters can 
be used.

• Maximum banner 
size is 100KB.

• The banner may 
not be left blank 
in JITC Mode.

Click the button 
to restore the 
default text to 
the banner.

Main Page 
Banner
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Procedure 10: Rename the Default POLYCOM 
User

To rename the default POLYCOM user:

1 In the RMX Management pane, click the Users ( ) button.

2 The Users pane is displayed.

3 Select the POLYCOM user.

4 Select Rename User in the menu.

The Rename User dialog box is displayed. 

5 Enter a new User Name in the New User Name field and click OK.

The user is renamed and is forced to change his/her password.
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Procedure 11: Disable Inline AutoComplete 
Option in Web Browser

To protect both Usernames and Passwords it is recommended to disable the 
Inline AutoComplete option in the web browser on the workstation.

To disable the Inline AutoComplete option in Internet Explorer®:
1 In the web browser menu, select Tools > Internet Options. 

2 Select the Advanced tab. 

3 Clear the Use inline AutoComplete check box. 

4 Click the OK button.
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Procedure 12: Configure an Inbound and 
Outbound Access List

For security reasons it is important that an Access Control List is configured 
for both inbound and outbound network traffic on the switch port that the 
RMX Management Network (LAN 3 port) is connected to. The format and 
configuration method of the Access Control List will vary depending on the 
type of switch that is used.
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Basic Operation

The most common operations performed via the RMX Web Client are:
• Starting, monitoring and managing conferences
• Monitoring and managing participants and endpoints as individuals 

or groups.
— Participant – A person using an endpoint to connect to a 

conference. When using a Room System, several participants use a 
single endpoint.

— Endpoint – A hardware device, or set of devices, that can call, 
and be called by an MCU or another endpoint. For example, an 
endpoint can be a phone, a camera and microphone connected to 
a PC or an integrated Room System (conferencing system).

— Group – A group of participants or endpoints with a common 
name.

Starting the RMX Web Client
Before you begin, get the following information from your system 
administrator:
• Username
• Password
• MCU Control Unit IP Address
2-1
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To start the RMX Web Client: 
1 In the browser address line, enter

https://<Control Unit IP Address> and press the Enter key.

The RMX Web Client – Terms of Usage screen is displayed.

2 Click the Accept button to agree to the terms and conditions 
displayed in the banner.

The Login - Welcome screen is displayed:

3 Enter your User Name.

4 Enter your Password.

Terms of Usage
Banner

Accept
Button

Link to
RMX
Manager
Installer
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5 Click Login.

The RMX Web Client - Main Screen is displayed.

The Login screen contains a link to the RMX Manager installer. 
The RMX Manager is faster than the RMX Web Client and can give added 
efficiency to RMX management tasks, especially when deployed on 
workstations affected by:
• Lack of performance due to bandwidth constraints within the LAN/WAN 

environment.

• Slow operation and disconnections that can be caused by the anti-phishing 
component of various antivirus applications.

For more information see the RMX 2000 Deployment Guide for the DoD 
Environment "Installing RMX Manager for Secure Communication Mode” on 
page 2-1, .
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RMX Web Client Screen Components
The RMX Web Client’s main screen consists of five panes: 
• Conference List 
• List Pane
• RMX Management
• Status Bar
• Address Book
• Conference Templates
For more information see the RMX 2000 Administrator’s Guide, "Users, 
Connections and Notes” on page 11-1. 

 The main screen can be customized. For more information, see 
"Customizing the Main Screen” on page 2-13.

Conferences
List

List 

Status Bar

RMX
Management

Address
Book

Conference 
Templates
Tab

Banner
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Viewing and System Functionality Permissions
Viewing and System Functionality permissions for Administrators and 
Operators are summarized in Table 2-1: 

Table 2-1  Viewing and System Permissions

Authorization Level

Operator Administrator

Viewing Permissions

Conference List  

List Pane  

Address Book  

Conference Templates  

Status Bar  

RMX Management  

Conference Alarms  

Conference Status  

Configurations  

System Functionality

Start Conferences  

Monitor Conferences  

Monitor Participants  

Solve Basic Problems  

Modify MCU Configuration 
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Conferences List

If you are logged in as a user with Operator or Administrator 
permissions:
The Conferences pane lists all the conferences currently running on the 
MCU along with their Status, Conference ID, Start Time and End Time data. 
The number of ongoing conferences is displayed in the pane’s title.

The Conferences list toolbar contains the following buttons:
• New Conference – to start a new ongoing conference.
• Delete Conference – delete the selected conference(s).

If Conference Recording is enabled the following are displayed in color:
— Start/Resume Recording – start/resume recording.
— Stop Recording – stop recording.
— Pause –  toggles with the Start/Resume button.

List Pane
The List pane displays details of the item selected in the Conferences pane 
or RMX Management pane. The title of the pane changes according to the 
selected item.

RMX Management 

The RMX Management pane lists the entities that need to be configured to 
enable the RMX to run conferences. Only users with Administrators 
permission can modify these parameters.
The RMX Management pane is divided into two sections:

Toolbar

List Headers

Conference Data

New Conference

Delete Conference
Stop Recording

Start/Resume/Pause Recording
Save Conference
to Template

Total number of participants
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• Frequently Used – parameters often configured monitored or 
modified. 

• Rarely Used – parameters configured during initial system set-up 
and rarely modified afterward.

Status Bar

The Status Bar at the bottom of the RMX Web Client contains System and 
Participant Alerts tabs as well as Port Usage Gauges and an MCU State 
indicator.

 

System Alerts
This is a list of system problems. The alert indicator flashes red when at 
least one system alert is active. The flashing continues until a user with 
Operator or Administrator permission reviews the list.
The System Alerts pane is opened and closed by clicking the System Alerts 
button in the left corner of the Status Bar. 

For more information about Active Alarms and Faults List, see the RMX 
2000 Administrator’s Guide, "System and Participant Alerts” on page 16-6. 

Participant Alerts
This is a list of participants that are experiencing connection problems. It 
is sorted by conference.

Active
Alarms

Faults
List
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The Participant Alerts pane is opened and closed by clicking the 
Participant Alerts button in the left corner of the Status Bar. 

Port Usage Gauges
The Port Usage gauges indicate:
• The total number of Video or Voice ports in the system according to 

the Video/Voice Port Configuration. The Audio gauge is displayed only 
if Audio ports were allocated by the administrator, otherwise only the 
Video port gauge is displayed.

• The number of Video and Voice ports in use.
• The High Port Usage threshold.

The High Port Usage threshold represents a percentage of the total 
number of video or voice ports available. It is set to indicate when 
resource usage is approaching its maximum, resulting in no free resources 
to run additional conferences. When port usage reaches or exceeds the 
threshold, the red area of the gauge flashes and a System Alert is 
generated. The default port usage threshold is 80% and it can be modified 
by the system administrator. For more information, see the RMX 2000 
Administrator’s Guide, "Port Usage Gauges” on page 16-54.

Audio Ports In Use

Total Allocated Audio Ports In System

Video Port Usage Indicator

Total Allocated Video Ports (CIF resolution) In System

Video Ports In Use

Audio Port Usage Indicator

Audio and Video High Port Usage Threshold 
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MCU State
The MCU State indicator displays one of the following: 

•  – The MCU is starting up. The time remaining until 
the system start-up is complete is displayed between brackets while a 
green progress indicator bar indicates the start-up progress.

•  – The MCU is functioning normally.

•  – The MCU has a major problem. MCU behavior 
could be affected and attention is required.

Progress Indicator Bar Time Remaining
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Address Book

The Address Book is a list of Participants and Groups that have been defined 
on the RMX. The information in the Address Book can be modified only by 
an administrator. All RMX users can, however, view and use the Address 
Book to assign participants to conferences.
The Address Book toolbar contains a Quick Search field and the following 
six buttons:

Address Book entries are listed according to:
• Type – whether an individual Participant or a Group of participants
• Name – of the participant or group
• Dialing Direction – Dial-in or Dial-out
• IP Address/Phone – of the participant

• New Participant • New Group

• Delete Participant • Delete Group

• Import Address Book • Export Address Book 

Audio Participant

Video Participant

Group

Delete Group
New Participant Import Address Book

New Group

Export Address Book

Delete Participant

Click 
to hide
Address 
Book

Quick 
Search
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Displaying and Hiding the Address Book
The first time you access the RMX Web Client, the Address Book pane is 
displayed. You can hide it by clicking the anchor pin ( ) button.
The Address Book pane closes and a tab appears at the right edge of the 
screen. 
Click the tab to re-open the Address Book.

Conference Templates

Conference Templates enable administrators and operators to create, save, 
schedule and activate identical conferences.
A Conference Template:
• Saves conference and Operator conference Profiles.
• Saves all participant parameters including their Personal Layout and 

Video Forcing settings.
• Simplifies the setting up Telepresence conferences where precise 

participant layout and video forcing settings are crucial.

Click tab to open Address Book
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Displaying and Hiding Conference Templates
The Conference Templates list pane is initially displayed as a closed tab in 
the RMX Web Client main window. The number of saved Conference 
Templates is indicated on the tab.

Clicking the tab opens the Conference Templates list pane.

Hide the Conference Templates list pane by clicking the anchor pin ( ) 
button in the top right corner of the pane.
The Conference Templates list pane closes and a tab appears in the top right 
corner of the screen. 

Conference Templates Tab

Number of Saved Conference Templates

New Template

Delete Template Start Template

Schedule Template

Number of Saved Conference Templates

List of 
Saved
Templates

Click to hide the
Conference Templates List
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Customizing the Main Screen

You can customize the main screen according to your preferences. Pane 
sizes can be changed, column widths can be adjusted and data lists can be 
sorted. 

To re-size a pane:
 Move the pointer over the pane border and when the pointer 

becomes a  click and drag the pane border to the required size and 
release the mouse button.

To adjust column width:
1 In the column header row, place the pointer on the vertical field- 

separator bar of the column. 

2 When the pointer becomes a , click and drag the field separator bar 
to the required column size and release the mouse button.

To sort the data by any field (column heading):
1 In the Conference list or List view pane, click on the column heading of 

the field to be used for sorting.

A  or  symbol appears in the column heading indicating that the 
list is sorted by this field, as well as the sort order.

2 Click on the column heading to toggle the column’s sort order.

To change the order of columns in a pane:
 Click the column heading to be moved and drag it to its new position. 

When a set of red arrows appears indicating the column’s new 
position, release the mouse button.

To restore the RMX display window to its default configuration:
 On the RMX menu, click View > Restore RMX Display Defaults.

Customization settings are automatically saved for each logged-in user.
The next time the RMX Web Client is opened, the main screen settings appear 
as they were when the user exited the application.
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Customizing the RMX Management Pane
The RMX Management pane can be viewed either as a list or as a toolbar.

To switch between Toolbar and List Views:
 In the RMX Management pane, click the Toolbar View button to switch 

to Toolbar view.
 In Toolbar view, click the List View button to switch back to List view.

You can move items between the Frequently Used and Rarely Used sections 
depending on the operations you most commonly perform and the way 
you prefer to work with the RXM Web Client.
This only works in List view because in Toolbar view, all items are 
represented by icons. 

To expand or Collapse the Frequently Used and Rarely Used sections:
The Frequently Used and Rarely Used sections can be expanded or collapsed 
by clicking the  and  buttons.

To move items within and between the Frequently Used and Rarely 
Used sections:
1 In the RMX Management pane click and drag the icon of the item that 

you wish to move.

An indicator line ( ) appears indicating the new position 
of the icon.

Toolbar View

List View

Toolbar View Button

List View Button
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2 Release the mouse button when the icon is in the desired position.

The new position of the 
Networks icon

List
View
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Starting a Conference
There are several ways to start a conference:
• Clicking the New Conference button in the Conferences pane. For more 

information, see "Starting a Conference from the Conferences Pane” on 
page 2-17.

• Dialing in to a Meeting Room.
— A Meeting Room is a conference that is saved on the MCU. It 

remains in passive mode until it is activated by the first 
participant, or the meeting organizer, dialing in. 

For more information about Meeting Rooms, see the RMX 2000 
Administrator’s Guide, "Meeting Rooms” on page 3-1.

• Dialing in to an Ad Hoc Entry Queue which is used as the access 
point to the MCU. 
For a detailed description of Ad Hoc Entry Queues, see the RMX 2000 
Administrator’s Guide, .

• Start a Reservation:
— If the Start Time of the Reservation is past due the conference 

becomes ongoing immediately.
— If the Start Time of the Reservation is in the future the conference 

becomes ongoing, at the specified time on the specified date.
For more information, see "Starting a Reservation” on page 2-27.

• Start from any Conference Template saved in the Conference Templates 
list.
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Starting a Conference from the Conferences Pane

To start a conference from the Conference pane:
1 In the Conferences pane, click the New Conference ( ) button.

The New Conference – General dialog box opens.

The system displays the conference’s default Name, Duration and the 
default Profile, which contains the conference parameters and media 
settings.
The RMX automatically allocates the conference ID, when the 
conference starts.
In most cases, the default conference ID can be used and you can just 
click OK to launch the conference. If required, you can enter a 
conference ID before clicking OK to launch the conference.
You can use the New Conference - General dialog box to modify the 
conference parameters. If no defined participants are to be added to 
the conference, or you do not want to add additional information, 
click OK.
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General Tab
2 Define the following parameters: 

Table 2-2  New Conference – General Options

Field Description

Display Name The Display Name is the conferencing entity name 
in native language character sets to be displayed in 
the RMX Web Client.
In conferences, Meeting Rooms, Entry Queues and 
SIP factories the system automatically generates an 
ASCII name for the Display Name field that can be 
modified using Unicode encoding.

• English text uses ASCII encoding and can 
contain the most characters (length varies 
according to the field). 

• European and Latin text length is approximately 
half the length of the maximum.

• Asian text length is approximately one third of 
the length of the maximum.•

The maximum length of text fields also varies 
according to the mixture of character sets (Unicode
and ASCII).
Maximum field length in ASCII is 80 characters. If 
the same name is already used by another
conference, Meeting Room or Entry Queue, the 
RMX displays an error message requesting you to 
enter a different name.
Note: This field is displayed in all tabs.

Duration Define the duration of the conference in hours using 
the format HH:MM (default 01:00).
Note: This field is displayed in all tabs.
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Routing Name Routing Name is the name with which ongoing 
conferences, Meeting Rooms, Entry Queues and 
SIP Factories register with various devices on the 
network such as gatekeepers and SIP server. This 
name must defined using ASCII characters.
Comma, colon and semicolon characters cannot 
be used in the Routing Name.
The Routing Name can be defined by the user or 
automatically generated by the system if no Routing 
Name is entered as follows:

• If ASCII characters are entered as the Display 
Name, it is used also as the Routing Name

• If a combination of Unicode and ASCII 
characters (or full Unicode text) is entered as the 
Display Name, the ID (such as Conference ID) is 
used as the Routing Name.

If the same name is already used by another 
conference, Meeting Room or Entry Queue, the 
RMX displays an error message and requests that 
you to enter a different name.

Profile The system displays the name of the default 
Conference Profile. Select the required Profile from 
the list.

The Conference Profile includes the Conference line 
rate, media settings and general settings.
 For a detailed description of Conference Profiles, 
see the RMX 2000 Administrator’s Guide, 
"Conference Profiles” on page 1-1.

 ID Enter the unique-per-MCU conference ID. If left 
blank, the MCU automatically assigns a number 
once the conference is launched. 
This ID must be communicated to conference 
participants to enable them to dial in to the 
conference.

Table 2-2  New Conference – General Options (Continued)

Field Description
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3 If all participants are undefined, dial-in and no additional 
information is required for the new conference, click OK.

Conference 
Password

Enter a password to be used 
by participants to access the 
conference. If left blank, no 
password is assigned to the 
conference. 
This password is valid only in 
conferences that are 
configured to prompt for a 
conference password. 

These fields are 
numeric and have 
a default length of 
4 characters. The 
administrator can 
modify them in the 
Setup - System 
Configuration 
settings. For more 
information, see 
RMX 
Administrator’s 
Guide, "System 
Configuration” on 
page 16-10.

Chairperson 
Password

Enter a password to be used 
by the RMX to identify the 
Chairperson and grant him/her 
additional privileges. If left 
blank, no chairperson pass-
word is assigned to the confer-
ence.
This password is valid only in 
conferences that are config-
ured to prompt for a chairper-
son password.

Reserve 
Resources for 
Video Participants

Enter the number of video participants for which the 
system must reserve resources.
Default: 0 participants.
Maximum: 

• MPM Mode: 80 participants.

• MPM+ Mode: 80 participants.

Reserve 
Resources for 
Audio Participants

Enter the number of audio participants for which the 
system must reserve resources.
Default: 0 participants.
Maximum: 

• MPM Mode: 80 participants.

• MPM+ Mode: 120 participants.

Table 2-2  New Conference – General Options (Continued)

Field Description
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4 To add participants from the Participants Address Book or to define 
participants (mainly dial-out participants) click the Participants tab.

Participants Tab 

5 Click the Participants tab.

The Participants tab opens.

When defining a new conference, the Participants List is empty.

This procedure is optional.
The Participants tab is used to add participants to the conference from the 
Address Book.
It is also used to add defined dial-out participants to the conference. Defined 
dial-out participants are connected to the conference automatically when the 
conference is launched

Participants
List
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The following table describes the information displayed in the 
Participants List and the operations that can be performed.

Table 2-3  New Conference – Participants Tab

Column / Button Description

Participants List

Name A Unicode field that displays the participant’s name 
and an icon representing the endpoint type: Audio 
Only or Video.

IP Address/Phone Indicates the IP address or phone number of the 
participant’s endpoint. 

• For dial-out connection, displays the IP 
address or phone number of the endpoint 
called by the Polycom RMX 2000.

• For dial-in connection, displays the 
participant’s IP address or phone number 
used to identify and route the participant to 
the appropriate conference.

Alias Name/SIP 
Address (IP Only)

Displays the alias name of an H.323 endpoint or 
the SIP URL.

Network The network communication protocol used by the 
endpoint to connect to the conference: H.323, SIP 
or ISDN/PSTN.

Dialing Direction Dial-in – The participant dials in to the 
conference
Dial-out – The RMX dials out to the 
participant

Encryption Displays whether the endpoint uses encryption for 
its media. 

The default setting is Auto, indicating that the 
endpoint must connect according to the 
conference’s encryption setting.
Note: The H.320 protocol (ISDN/PSTN) does not 
support encryption.
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Participants can be added to the conference in the following methods:
— Defining a new participant during the definition of the 

conference (clicking the New button).
— Adding pre-defined participants from the Address Book by 

either selecting the participants from the list or dragging and 
dropping the participants from the Address Book to the 
Participants list.

— Dial-in participants can connect to the conference after it was 
started (without using the New Conference - Participants dialog 
box).

— Once the conference has started, participants can be added to a 
conference directly from the Participants Address Book without 
having to use the New Conference – Participants tab. For more 
details, see "Adding Participants from the Address Book” on 
page 2-50.

Buttons

New Click to define a new participant.
For more information, see the RMX 2000 
Administrator’s Guide, "Adding a new participant to 
the Address Book Directly” on page 5-4.

Remove   Click to remove the selected participant from the 
conference.

Add from Address 
Book 

Click to add a participant from the Address Book to 
the conference.

Lecturer This option is used to activate the Lecture Mode. 
Select the participant you want to designate as 
Lecturer from the drop-down menu list of 
conference participants.

Table 2-3  New Conference – Participants Tab (Continued)

Column / Button Description
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To add participants from the Address Book:
6 In the Participants List, click the Add from Address Book button to 

open the Participants Address Book. 

7 In the Participants Address Book, select the participants that you want 
to add to the conference and click the Add button. 

Standard Windows multiple selection techniques can be used in this 
procedure.

8 The selected participants are assigned to the conference and appear 
in the Participant List.

9 Select additional Participants or click the Close button to return to the 
Participants tab.
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Information Tab
In the Info fields, you can add general information about the conference, 
such as contact person name, company name, billing code, etc.
This information is written to the Call Detail Record (CDR) when the 
conference is launched.
Changes made to this information once the conference is running are not 
saved to the CDR.

To add information to the conference:
10 Click the Information tab.

The Information tab opens.

This procedure is optional.
The information entered into these fields does not affect the conference.
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11  Enter the following information:

12 Click OK.

An entry for the new conference appears in the Conferences pane.
If an ISDN/PSTN dial-in number was assigned to the conference 
either automatically or manually, this number can be viewed in the 
Conferences pane. 
If no participants were defined for the conference or as long as no 
participants are connected, the indication Empty and a warning icon 
( ) appear in the Status column in the Conferences pane.
The status changes when participants connect to the conference.
If no participant connects within the time specified in the Conference 
Profiles > Auto Terminate > Before First Joins field, the conference is 
automatically terminated by the system.

Table 2-4  New Conference – Info Options

Field Description

Info1, 2, 3 There are three information fields that allow you to 
enter general information for the conference such as 
company name, contact person etc. 
Unicode can be used in these fields. 
The maximum length of each field is 80 characters.

Billing Enter the conference billing code if applicable. 
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Starting a Reservation

To start a conference from the Reservation Calendar:
1 In the RMX Management pane, click the Reservation Calendar 

button ( ).

The Reservation Calendar is displayed.

2 Click the New Reservation ( ) button.
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The New Reservation – General tab dialog box opens.

3 Optional. Select the Enable ISDN/PSTN Dial-in check box if you 
want ISDN and PSTN participants to be able to connect directly to the 
conference.

4 If Enable ISDN/PSTN Dial-in option is selected, either enter a dial-in 
number, or leave the Dial-in Number field blank to let the system 
automatically assign a number from the dial-in range defined for the 
selected ISDN/PSTN Network Service. 

5 Click the OK button.

A confirmation box is displayed stating that the Reservation time is 
past due and that the conference will become ongoing.
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6 Click the OK button.

The conference is started. If an ISDN/PSTN dial-in number was 
assigned to the conference either automatically or manually, this 
number can be viewed in the Conferences pane.

For more information about Reservations, see the RMX 2000 
Administrator’s Guide, "Reservations” on page 6-1.

Starting an Ongoing Conference From a Template

An ongoing conference can be started from any Conference Template 
saved in the Conference Templates list.

To start an ongoing conference from a Template:
1 In the Conference Templates list, select the Template you want to start 

as an ongoing conference.

2 Click the Start Conference from Template ( ) button.
or
Right-click and select Start Conference from Template.

The conference is started.

The name of the ongoing conference in the Conferences list is taken 
from the Conference Template Display Name.

If a Conference Template is assigned a dial-in number that is already assigned 
to an ongoing conference, Meeting Room, Entry Queue or Gateway Profile, 
when the template is used to start an ongoing conference or schedule a 
reservation it will not start. However, the same number can be assigned to 
several conference templates provided they are not used to start an ongoing 
conference at the same time. If a dial in number conflict occurs prior to the 
conference’s start time, an alert appears: “ISDN dial-in number is already 
assigned to another conferencing entity” and the conference cannot start.
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Participants that are connected to other ongoing conferences when 
the template becomes an ongoing conference are not connected.

For detailed description of Conference Templates, see RMX 2000 
Administrator’s Guide, "Conference Templates” on page 8-1.

If an ongoing conference, Meeting Room or Entry Queue with the same Display 
Name, Routing Name or ID already exist in the system, the conference will not 
be started.
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Connecting to a Conference

Direct Dial-in

Participants must be provided with a dialing string which can vary 
according to the network type, conference password and chairperson 
password.
Participants dial the conference dial-in string and are connected to the 
conference IVR Service. Once the correct information, such as the 
conference password and chairperson password are entered, the 
participants are connected to the conference.

Dial-in Connection via IVR System

The chairperson can use the chairperson password as the conference 
password and does not need to enter the conference password. 

IP Endpoint

SIP Endpoint

MCU

IP Endpoint

Network

“Conference 
Password?” 

Conference 
IVR Service 

Maple Room
Conference ID: 1001
Password 34567 

Oak Room
Conference ID: 1002
Password 71356 

Participants connecting to HD Video Switching conferences must have HD 
capable endpoints and must connect using the same line rate as defined for the 
conference. If not, they are connected as Secondary (audio only participants). 
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H.323 Participants
For H.323 participants, the dialing string is composed of the MCU prefix 
in the Gatekeeper and the conference ID.

Example:
Prefix in gatekeeper 925
Conference ID 1001
Conference Name Maple_Room
 The participant dials 9251001 or 925Maple_room
If there is no gatekeeper defined for the network, H.323 participants dial 
the MCU’s signaling host IP address and the conference ID, separated 
by ##. 

Example:
MCU (Signaling Host) IP address 172.22.30.40

Conference ID 1001

 The participant dials 172.22.30.40##1001

SIP Participants
For SIP participants the dialing string is composed of the conference 
routing name and domain name in the following format:
conference_routing_name@domain_name

Example:
Conference routing name 1001

 The participant dials 1001@polycom.com
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Entry Queue Access

Access via an Entry Queue allows all participants to dial the same entry 
point that acts as a routing lobby. Once in the Entry Queue, participants 
are guided to the conference according to the conference ID they enter.

Figure 2-1: Dial-in Connection via Entry Queue

Dialing is executed in the same way as for conferences, where the Entry 
Queue ID/Name replaces the Conference ID/Name.

H.323 Participants
H.323 participants dial [Gatekeeper Prefix][Entry Queue ID/Name].
Example:
Prefix in gatekeeper 925
Entry Queue ID 1000
 The participant dials 9251000

ISDN/ PSTN 
Endpoint 

IP Endpoint

SIP Endpoint

Network

MCU

“Conference 
ID?” 

“Conference 
Password?” 

Entry Queue
Name: DefaultEQ
Numeric ID: 1000
Dial-in Number: 9251000

Oak Room
Conference ID: 1002
Password 71356 

Maple Room
Conference ID: 1001
Password 34567 

Conference 
IVR Service

MCU Prefix in 
Gatekeeper - 925
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H.323 participants can bypass the Entry Queue IVR voice messages by 
adding the correct Conference ID of destination conference to the initial 
dial string:
[Gatekeeper Prefix][EQ ID][##Destination Conference ID]
Example:
Conference ID 1001
 H.323 participants dial 9251000##1001

H.323 participants can also bypass the conference IVR voice messages by 
adding the Conference Password to the initial dial string: 
[Gatekeeper Prefix][EQ ID][##Destination Conference 
ID][##Password]

Example:
Conference ID 1001
Conference Password 34567
 H.323 participants dial 9251000##1001##34567

SIP Participants
Using an Entry Queue minimizes the number of conferences that require 
registration with the SIP server and enables using one URI address for all 
dial-in connections, using the format:
<Entry Queue routing name>@<domain name>

Example:
Entry Queue Routing Name DefaultEQ
Domain Name polycom.com
 SIP participants dial DefaultEQ@polycom.com

ISDN and PSTN Participants
ISDN and PSTN participants can connect to conferences and Meeting 
Rooms only via an Entry Queue.
Up to two dial-in numbers can be allocated to an Entry Queue for use by 
ISDN and PSTN participants.
Calls to numbers within the ISDN and PSTN Dial-in Range that are not 
allocated to an Entry Queue are routed to the Transit Entry Queue.
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Dial-in ISDN and PSTN participants dial one of the dial-in numbers 
assigned to the Entry Queue, including the country and area code (if 
needed). They are routed to their conference according to the 
conference ID.

Example:
Entry Queue ID 1000
Assigned Dial-in number 9251000
 ISDN/PSTN participants dial 9251000

Once connected to the Entry Queue, they enter the conference 
Numeric ID or password to be routed to the appropriate conference.

Dial-out Participants

Dial-out participants are defined with their dial-out number. Once they 
are added to the ongoing conference, the MCU automatically calls them at 
a rate of 1 dial-out per second, using the default H.323, SIP or ISDN/
PSTN Network Service defined for them.
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Text Indication in the Video Layout
Endpoint Names
During conferences you can view the names of the endpoints that are 
connected to the conference in your endpoint’s video layout windows. 
The MCU can display up to 33 characters of the endpoint’s name, 
depending on the window’s layout (size). 
The following is an example of endpoint name display in the endpoint 
screen:

The displayed name is determined as follows:
• The system displays the name that is defined at the endpoint.
• If the endpoint does not send its name:

— For a defined H.323 or SIP participant:
• The system displays the name from the participant 

definition.
— For an undefined H.323 participant:

• Display the H.323 ID alias.
or
Display the E.164 alias. 
or
Display nothing if all the fields are empty.

Endpoint names (in 
Unicode or ASCII)
in 2 x 2 video layout

Orion Room

Saturn RoomTarney

Adam
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— For a SIP undefined participant:
• Display the SIP DisplayName field.

or
Display the SIP Address (SIP application server).
or
Display the SIP ContactDisplay field.
or 
Display nothing if all the fields are empty.

— For a defined H.320 participant:
• The system displays the name from the participant 

definition.
— For an undefined H.320 participant:

• Display the Terminal Command String (TCS-2) to identify the 
participant.
or
Display nothing if the string is not received or empty.

• If the endpoint’s Display Name is changed in the RMX Web Client, it 
overrides all the above.

To change the Display Name:
1 In the Participants list, double-click the participant or right-click the 

participant and then select Participant Properties.
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The Participant Properties – Media Sources dialog box opens:

2 Enter the new Display Name in the Name field.

3 Click OK.
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Text Indication
The Text Indication appears in the window of the current speaker in the 
participant’s layout in addition to the endpoint name. It displays the 
conference Secure mode (on or off), total number of connected 
participants, number of video participants and number of audio 
participants.
The text indication is automatically displayed when there is a change in 
the conference Secure state (when Secure is implemented or cancelled) 
and it appears only for a few seconds (the same duration as the endpoint 
names).
The conference chairperson or participants can request the display of a 
Textual Indication of the conference’s statistics by entering the DTMF code 
*88 on the endpoint’s DTMF input device, such as remote control. 

The Text Indication is displayed according to the permission set in the 
Conference IVR Service:
• Chairperson permission: Only the chairperson sees the indication

• Everyone permission: All participants see the indication.

Text Indication can be disabled by adding a new flag to the System 
Configuration and setting its value to NO as follows: 
ENABLE_TEXTUAL_CONFERENCE_STATUS=NO.

Endpoint Name

Current Speaker

Participant’s Layout

Text Indicator

Participants connected as Secondary (no video) will be considered as audio 
participants; defined participant which are not currently connected to the 
conference (disconnected, redial, disconnecting, etc.) are not counted.
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This setting is recommended for MCUs running Telepresence conferences.
For more information, see the RMX 2000 Administrator’s Guide, “System 
Configuration” on page 16-10.

Transparent Endpoint Names
Endpoint name backgrounds are 50% transparent, and while maintaining 
contrast, do not completely obscure the overlaid video.
The Endpoint Name Transparency feature can be disabled by adding a new 
flag to the System Configuration and setting its value to NO as follows: 
SITE_NAME_TRANSPARENCY=NO. 
For more information, see the RMX 2000 Administrator’s Guide, “System 
Configuration” on page 16-10.
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Monitoring Ongoing Conferences
Conference monitoring enables you to keep track of conferences and their 
participants: if all its participants are correctly connected and whether 
errors or faults have occurred.
In MPM mode, the maximum number of participants (voice and video) 
that can connect to a conference is 80.
In MPM+ mode, the maximum number of participants that can connect to 
a conference is 200. Of these, 80 can be video participants.

Operation Selection

All monitoring and operations procedures performed during ongoing 
conferences can be performed by either of two methods:
• Using the buttons in the toolbars.

• Right-clicking anywhere in the Conferences or Participants pane and 
selecting an operation from the menu.

Toolbar Buttons

Tooltip appears when cursor is positioned over button

Operations
Menu
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Multi Selection
Using multiple selection, you can monitor and perform simultaneous 
operations on multiple participants in multiple conferences. 
The selected conferences are displayed as sub-lists in the Participants list 
pane.

The sub-lists can be expanded and collapsed by clicking the  and  
sublist control buttons that appear next to the conference name in the 
sublist headings.   

Conference Level Monitoring

Conference level monitoring is available to the administrator and 
operator.
The Conference List pane displays information about ongoing conferences.
When Conference Recording is enabled in a conference’s Profile, the 
Conference Recording buttons are enabled.

 

Control button in
sublist header

Multi-selected
Conferences

Participant Sublists

Status
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No status indicator display in the Status column means that the 
conference is running without problems.
One or more of the status indicators listed in Table 2-5 may appear in the 
Status column. 

Table 2-5  Conferences – Monitoring Information

Field Description

Name Displays conference name and type of conference:

•  – Video Conference (including HD CP 
conferences).

•  – High Definition Video Conference running in 
Video Switching mode.

•  – The conference has been secured using the *71 
DTMF code.

Status Displays the status of the ongoing conference.
If there is no problem with the participant’s connection no 
indication is displayed.
If one of the following statuses occur, the appropriate 
indication is displayed, proceeded by a warning icon ( ).
• Audio – There is a problem with the participant’s 

audio.

• Empty – No participants are connected.

• Faulty Connection – Participants are connected, but 
the connection is problematic.

• Not Full – Not all the defined participants are 
connected.

• Partially Connected – The connection process is not 
yet complete; the video channel has not been 
connected.

• Single Participant – Only one participant is 
connected.

• Video – There is a problem with the participant’s 
video.

ID The Conference ID assigned to the conference.

Start Time Conference start time.

End Time The time the conference is expected to end.
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Additional information about the conference can be viewed when 
accessing the conference properties.

To monitor a conference:
 In the Conference List pane, double click the name of the conference 

you wish to monitor or right-click the conference and then click 
Conference Properties.
The Conference Properties dialog box appears with the General tab 
open.

You can view all the conference’s properties but those that appear 
with a gray background cannot be modified.
For more information, see the RMX 2000 Administrator’s Guide, 
"Conference Level Monitoring” on page 9-3.
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Secured Conference Monitoring
When Secure Conference Mode is enabled on the RMX, conference 
chairpersons can use DTMF codes to secure and unsecure conferences.
When a conference has been secured, dial-in and dial-out connections are 
prohibited, administrators cannot monitor the participants or control the 
conference. Administrators can manually terminate a secured conference 
but cannot view the participant list or any of the conference’s properties.

Participant Level Monitoring

Participant Connection Monitoring

When a conference is selected in the Conference List, details of its 
participants appear in the List pane.

The following participant indicators and properties are displayed:  

Table 2-6  Participant Monitoring – Indicators and Properties

Column Icon/Description

Name Displays the name and type (icon) of the participant:

Audio Participant – Connected via IP phone or 
ISDN/PSTN.

Video Participant – Connected with audio and video 
channels.

Status Displays the connection status (text and icon) of the 
participant. If there is no problem with the participant’s 
connection no indication is displayed.

Connected – The participant is successfully 
connected to the conference.

Disconnected – The participant is disconnected from 
the conference. This status applies only to defined 
participants.
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Status (cont.) Waiting for Dial-in – The system is waiting for the 
defined participant to dial into the conference.

Partially Connected – The connection process is not 
yet complete; the video channel has not been 
connected.

Faulty Connection – The participant is connected, 
but problems occurred in the connection, such as 
synchronization loss.

Secondary Connection – The endpoint’s video 
channel cannot be connected to the conference and 
the participant is connected only via audio.

Role Displays the participant’s role or function in the conference:

Chairperson – The participant is defined as the 
conference chairperson. The chairperson can 
manage the conference using touch-tone signals 
(DTMF codes).

Lecturer – The participant is defined as the 
conference Lecturer.

Lecturer and Chairperson – The participant is 
defined as both the conference Lecturer and 
Chairperson.

Cascade Enabled Dial-out Participant – A special 
participant functioning as a link in a cascaded 
conference.

Recording – A special participant functioning as a 
Recording Link.

IP Address/
Phone

The IP participant’s IP address or the ISDN/PSTN 
participant’s phone number.

Alias Name/
SIP Address

The participant’s Alias Name or SIP URI.
The alias of an RSS 2000 Recording System if the 
participant is functioning as a recording link. 

Table 2-6  Participant Monitoring – Indicators and Properties (Continued)

Column Icon/Description
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Network The participant’s network connection type – H.323, SIP or 
ISDN/PSTN.

Dialing 
Direction

Dial-in – The participant dialed the conference.

Dial-out – The MCU dialed the participant.

Audio Displays the status of the participant’s audio channel.
If the participant’s audio is connected and the channel is 
neither muted nor blocked, no indication is displayed.

Muted – Participant’s audio channel is muted. The 
participant can still hear the conference.

Blocked – Transmission of audio from the 
conference to the participant is blocked.

Muted and Blocked - Audio channel is muted and 
blocked.

Video Displays the status of the participant’s video channel.
If there is no problem with the participant’s video connection 
and the channel is neither suspended nor secondary, no 
indication is displayed.

Suspended – Video transmission from the endpoint 
to the conference is suspended.

Secondary – Participant is connected only through 
the audio channel due to problems with the video 
channel.

Encryption Indicates that the endpoint is using encryption for its 
connection to the conference. 

FECC Token Participant is the holder of the FECC token and has 
Far End Camera Control capabilities.
 The FECC token can be allocated to only one 
participant at a time and remains un-allocated if no 
participant requests it. 

Table 2-6  Participant Monitoring – Indicators and Properties (Continued)

Column Icon/Description
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For more information, see the RMX 2000 Administrator’s Guide, 
"Participant Level Monitoring” on page 9-14. 

Content Token Participant is the holder of the Content token and has 
content sharing permission.
The Content token can be allocated to only one 
participant at a time and remains un-allocated if no 
participant requests it. 
For more information, see the RMX 2000 
Administrator’s Guide, "H.239” on page 2-12.

Table 2-6  Participant Monitoring – Indicators and Properties (Continued)

Column Icon/Description
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Operations Performed During On Going 
Conferences

Conference Level operations

Changing the Duration of a Conference
The duration of each conference is set when the new conference is created. 
The default duration of a conference is 1 hour. All conferences running on 
the RMX are automatically extended as long as there are participants 
connected to the conference.
A conference’s Duration can be extended or shortened while it is running, 
by modifying its scheduled End Time.

To extend or shorten a conference manually:
1 In the Conference List pane, double-click the conference Name.

2 In the General tab, modify the End Time fields and click OK.

The End Time is changed and the Duration field is updated.
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To terminate a conference manually:
1 In the Conferences list, select the conference you wish to delete and 

click the Delete Conference ( ) button.

You are prompted for confirmation.   

2 Click OK to terminate the conference.

Adding Participants from the Address Book
Once the conference has started, you can add participants to a conference 
directly from the Participants Address Book without having to use the New 
Conference – Participants tab.
To drag & drop participants into the Participants List:
1 Open the Address Book. 

2 Select, drag and drop the participant that you wish to add to the 
conference directly from the Participant Address Book into the 
Participant List. 

Standard Windows multiple selection techniques can be used in this 
procedure.
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Saving an Ongoing Conference as a Template
Any conference that is ongoing can be saved as a template.

To save an ongoing conference as a template:
1 In the Conferences List, select the conference you want to save as a 

Template.

2 Click the Save Conference ( ) button.
or
Right-click and select Save Conference to Template.

The conference is saved to a template whose name is taken from the 
ongoing conference Display Name.

Changing the Video Layout of a Conference
While the conference is running, you can change the video layout and 
select one of 24 video layouts supported by the RMX.
Video Layout selection can be done in two levels: 
• Conference Level – Applies to all conference participants. All 

participants have the same video layout.
• Participant Level – The participant’s video layout is changed. All 

other conference participants’ video layouts are not affected.
The initial video layout is selected for the conference in the Conference 
Profile.
Participant level video layout selection overrides conference level video 
layout settings.
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To change the video layout of a conference:
1 In the Conference Properties dialog box, select Video Settings. 

2 If Auto Layout check box is selected, clear it.

Selected
Layout

Video
Layout
Options

Video 
Windows
Representation
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3 From the Video Layout options, select the Number of Windows to display 
and the Video Layout thumbnail required and click OK.

Video Forcing
Users with Administrator or Operator permission can select which 
participant appears in each of the video layout windows using Video 
Forcing. When a participant is forced to a layout window, switching 
between participants is suspended for that window and only the assigned 
participants is viewed. Video Forcing works on Conference Level or 
Participant Level: 
• Conference Level – When forcing a participant to a window, all 

conference participants will see that participant in the selected 
window.

• Participant Level – When forcing a participant to a window, only the 
participant’s video layout display is affected. All other participants 
see the conference layout.

Video Forcing Guidelines: 
• A participant cannot appear in two or more windows at the same 

time.

Video
Layout
Thumbnail

Number of
Video
Windows

Selected
Layout
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• Participant level video forcing overrides conference level video 
forcing.

• A participant can view him/herself in a layout window, by selecting 
the Same Layout option.

• When different size video windows are used in video layouts such as 
1+2, 1+3, 1+4, etc., a participant can only be forced, in Personal Layout, 
to a video window of the same size as that selected for him/her in 
Conference Layout.

• When changing the Video Layout at the conference level, the video 
forcing settings are not applied to a new layout, and switching 
between participants is audio-activated. The video forcing setting are 
saved and applied the next time the layout is selected.

• Windows that are not assigned any participant display the current 
speaker and last speakers. 

To video force a participant to a window: 
1 In the Conference Properties dialog box, select the Video Settings tab.

2 If Auto Layout check box is selected, clear it.

3 Select the required video layout.

4 In the window to which you want to force a participant, select the 
participant’s name from the list of conference participants.

Selected
Layout

List of 
Conference
Participants

Video
Windows
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5 Repeat step 3 to force participants to other windows.

6 Click OK.

To cancel Video Forcing for a window:
1 In the Conference Properties dialog box, select the Video Settings tab.

2 In the video layout window, in the Participants list, select Auto. 

3 Click OK.

Switching between participants is renewed and is audio activated.

Enabling and Disabling Video Clarity™
The user can enable or disable Video Clarity™ during an ongoing 
conference.

To enable or disable Video Clarity:
1 In the Conference List pane, double-click the name of the conference 

for which you want to enable or disable Video Clarity
or
right-click the conference name and then click Conference 
Properties.

2 Click the Video Settings tab.

3 Select or clear the Video Clarity check box as required.

4 Click OK.
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Participant Level Operations

Participant Level Operations enable you to modify and control the 
connections and statuses of participants in ongoing conferences, as 
described in Table 2-7. 
Table 2-7  Participant Level Operations

Menu
Option

Button Description

New 
Participant

Define a new participant.For more information about 
the New Participant dialog box tab, see Table 2-3 on 
page 2-22.

Add 
Participant 
From 
Address 
Book

Open the Address Book to select the participant for 
the conference.
For more information about the Address Book, see 
the RMX 2000 Administrator’s Guide, "Address Book” 
on page 5-1.

Connect 
Participant

Connect a disconnected defined dial-out participant 
to the conference.

Disconnect 
Participant

Disconnect the participant from the conference.

Delete 
Participant

Delete the selected participants from the conference.

Mute 
Audio

Mute the audio transmission from the participant to 
the conference.
The Audio Muted indicator appears in the Participants 

List and the Unmute Audio button ( ) becomes 

active.

Unmute 
Audio

Resume the participant’s audio transmission to the 
conference.

The Mute Audio button ( ) becomes active.
2-56



Polycom RMX 2000 Getting Started Guide
Suspend 
Video

Suspend the video transmission from the participant 
to the conference. The suppressed participant’s video 
is not transmitted to the conference but the participant 
still receives conference video.
The Suspend Video indicator appears in the 

Participants List and the Resume Video button ( ) 

becomes active.

Resume 
Video

Resume the participant’s video transmission to the 
conference.

The Suspend Video button becomes active ( ).

Block 
Audio

To block the audio transmission from the conference 
to the participant. When blocked, the participant can 
still be heard by the conference.
The Audio Blocked indicator appears in the 

Participants List and the Unblock Audio button ( ) 

becomes active.

Unblock 
Audio

Resume the audio transmission from the conference 
to the participant.

The Block Audio button ( ) becomes active.

Add 
Participant 
to Address 
Book

Add selected participant’s details to the Participant 
Address Book.

Abort 
H.239 
Session

To withdraw the Content Token from the participant 
back to the MCU for re-assignment.

Change to 
Chair-
person

Define the selected participant as the conference 
leader/chairperson.

Change to 
Regular 
Participant

Define the chairperson as a regular participant 
without chairperson privileges.

Table 2-7  Participant Level Operations (Continued)

Menu
Option

Button Description
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Connect to 
Website

Connect directly to the internal website of the 
participant’s endpoint to perform administrative, 
configuration and troubleshooting activities.

AGC
(Auto Gain 
Control)

Enable AGC for the participant with weak audio signal 
during ongoing conferences.
Note: Enabling AGC may result in amplification of 
background noise.

Participant 
Properties

To view all Participant Properties. 
For more information, see the RMX 2000 
Administrator’s Guide, "Participant Level Monitoring” 
on page 9-14. 

Table 2-7  Participant Level Operations (Continued)

Menu
Option

Button Description
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Personal Layout Control with the RMX Web Client

RMX users can use the RMX Web Client to the change the Video Layouts of 
individual participants and force participants to its windows without 
affecting the Video Layouts of other participants.

To change a participant’s Video Layout and Video Forcing:
1 In the Participants list, double click the participant or right-click the 

participant and then click Participant Properties.

The Participant Properties – Media Sources dialog box opens.
2 In the Layout Type list, select Personal.

3 Select the number of Video Windows.

4 Select the required Video Layout.

5 To video force participants to windows in the selected video layout, 
in the window to which you want to force a participant, select the 
name of the participant to force from the list of conference 
participants.

6 Repeat step 5 to force participants to other windows.

7 Click OK.

Selected
Layout

List of 
Conference
Participants

Video 
Windows 
Representation
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To cancel the Personal Video Layout selection and return to the 
conference layout:
1 In the Participant Properties dialog box, select the Media Sources tab.

2 In the Layout Type list, select Conference. 

3 Click OK.

The participant will now see the conference video layout with its 
forced participants.

To cancel the Personal Video Forcing for a window without returning to 
the conference layout:
1 In the Participant Properties – Media Sources dialog box, in the video 

layout window, select Auto in the Participants list. 

2 Click OK.
Switching between participants is renewed and is audio activated.

Personal Layout Selection with Click&View

With the Click&View application, participants can change their Personal 
Layouts via DTMF codes entered from their endpoints. This option is 
available only if the Click&View option is selected in the Conference IVR 
Service.

To change Personal Layout with Click&View:
1 Enable Click&View – on the endpoint’s keypad, enter .

The Click&View application is displayed on the screen. 

When using a Polycom VSX endpoint, an additional  must be entered to 
enable the remote DTMF keypad. The full Click&View entry sequence is: ,   

.
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The Personal Layout keypad options menu is displayed on the video 
screen. 

2 On the endpoint’s remote keypad, press the number corresponding 
to the number of video squares you wish to select. 

For example, if you want a four-square video layout, press . 
The video window layout of your screen changes to the first four-
window layout as follows: 

 

Repeated presses of the  key, within eight seconds, cycles through 
the following series of four-square layout options:

In any multi-square layout, pressing    forces the current speaker 
to the top left window.
In full view, pressing   forces the next participant to full view.
In any video layout, pressing   reverts to the conference layout.
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The following table summarizes the Video Layout options available 
via Click&View.   

Conference Control Using DTMF Codes

Participants and chairpersons can manage their connection to ongoing 
conferences from their endpoints, using touch-tone signals (DTMF codes) 
from their endpoints. Table 3-9 lists the DTMF Codes that can be used. 
Chairpersons can also control an ongoing conference using DTMF codes.
Permissions for DTMF actions to be performed by all conference 
participants or by chairperson only are configured in the Conference IVR 
Service assigned to the conference. 
For more information, see the RMX 2000 Administrator’s Guide, "Defining a 
New Conference IVR Service” on page 13-9.
To use the DTMF codes to control the conference, the DTMF input must 
be first enabled on the endpoint remote control (for example, entering #).

Table 2-8  Video Layout Options

DTMF Code Layout Options

1

2

3

4

5

6

8

9
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Table 2-9   Conference IVR Service Properties - DTMF Codes

Operation DTMF String Permission

Mute My Line *6 All

Unmute My Line #6 All

Increase Broadcast Volume *9 All

Decrease Broadcast Volume #9 All

Mute All Except Me *5 Chairperson

Cancel Mute All Except Me #5 Chairperson

Change Password *77 Chairperson

Mute Incoming Participants *86 Chairperson

Unmute Incoming Participants #86 Chairperson

Play Help Menu *83 All

Enable Roll Call *32 Chairperson

Disable Roll Call #32 Chairperson

Roll Call Review Names *33 Chairperson

Roll Call Stop Review Names #33 Chairperson

Terminate Conference *87 Chairperson

Start Click&View  ** All

Change To Chairperson *78 All

Increase Listening Volume *76 All

Decrease Listening Volume #76 All

Override Mute All Configurable All

Secure Conference *71 Chairperson

Unsecure Conference #71 Chairperson

Show Participants *88 All
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3

Installing RMX Manager 
for Secure Communication 
Mode

The RMX Manager cannot be downloaded from a site, operating in Secure 
Communication Mode, without a valid TLS certificate. 
The following procedure describes how to obtain a TLS certificate and 
download the RMX Manager from a site operating in Secure 
Communication Mode.    

1 Set the RMX to Non Secure Communication Mode

a In the RMX Management pane, click IP Network Services.

b In the IP Network Services list pane, double click the Management 
Network entry.

FIPS is always enabled in JITC Mode, and when ClickOnce is used to install 
RMX Manager, the workstation must have one of the following installed:

• .NET Framework 3.5 or a later version of the .NET Framework. 

• .NET Framework 2.0 plus Service Pack 1 or later.
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The Management Network Properties dialog box is displayed.

c Clear the Secured RMX Communication check box.

d Click OK.
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in 
2 Click the DNS tab.

3 Enter the Local Domain Name. 

MCU Host 
Name

Local Doma
Name

The Local Domain Name must be the same as the MCU Host Name. If the content 
of these two fields are not identical an active alarm is created.
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4 Create a Certificate Request.

For more information, see the RMX Administrator’s Guide, "Purchasing 
a Certificate” on page F-1.
Certificates can also be created and issued using an Internal Certificate 
Authority. For more information see "Using an Internal Certificate 
Authority” on page 7.
3-4



Polycom RMX 2000 DoD Deployment Guide
5 Install the certificate.

For more information, see the RMX Administrator’s Guide, "Installing 
the Certificate” on page F-3.

6 Set the RMX to Secure Communication Mode.

7 Set the RMX to Secure Communication Mode

a In the RMX Management pane, click IP Network Services.

b In the IP Network Services list pane, double click the Management 
Network entry.
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The Management Network Properties dialog box is displayed.

c Select the Secured RMX Communication check box.

d Click OK.

8 Reset the RMX:

a In the RMX Management pane, click the Hardware Monitor 
button.

The Hardware Monitor pane is displayed.

b Click the Reset ( ) button.

9 Install the RMX Manager. For more information, see the RMX 
Administrator’s Guide, ”Installing RMX Manager” on page 16-1.
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Using an Internal Certificate Authority
If your TLS certificate was created and issued by an Internal Certificate 
Authority, it may not be seen as having been issued by a trusted Certificate 
Authority. The RMX Manager is not downloaded successfully and a 
warning is received stating that the certificate was not issued by a trusted 
Certificate Authority.

To add the Internal Certificate Authority as a trusted Certificate 
Authority:
1 Navigate to the folder where the certificate (.cer) file is saved.

2 Open the certificate file.

3 Click the Detail tab.

4 Click the Copy to File button.
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The Certificate Export Wizard is displayed.

5 Click the Next button.

The Export File Format dialog box is displayed.

6 Select Base-64 encoded X.509 (.CER).

7 Click the Next button.
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The File to Export dialog box is displayed.

8 In the File Name field, enter the file name for the exported certificate.

9 Click the Next button.

10 The final Certificate Export Wizard dialog box is displayed.

11 Click the Finish button.
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The successful export message is displayed.

12 Click the OK button.
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Restoring the RMX to 
Factory Defaults

An RMX in JITC Mode can be restored to Factory Default settings by 
inserting a USB device into the RMX’s USB port and restarting the system.

Comprehensive Restore to Factory Defaults
The Comprehensive Restore to Factory Defaults deletes the following files:
• CDR
• Address Book
• Log Files
• Faults
• Dump Files
• Notes
In addition all the conferencing entities are deleted:
• Entry Queues
• Profiles
• Meeting Rooms
• IVR Services

Never insert a USB device into the RMX’s USB port unless 
it is your intention to perform a Comprehensive Restore 
to Factory Defaults.

The USB device can be any device, for example, a keyboard, mouse, hard 
drive etc., as no data whatsoever is read from the USB port when the RMX is in 
JITC Mode.
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• Default Network IP Service
• Log Files
• CFS license information 
• Management Network Service 
The RMX is restored to the settings it had when shipped from the factory. 
The Product Activation Key is required to re-configure the Management 
Network Service during the First Entry Configuration. 

Restore to Factory Defaults Procedure
Restoring the RMX to Factory Defaults consists of the following 
procedures:

A Backup Configuration Files
— These files will be used to restore the system in step .

B Restore to Factory Defaults
— Restart the system with a USB device plugged into the USB port.
— Connect to the RMX using the Alternate Management Network.
— Apply the Product Activation Key. 
— Unplug the USB device.
— Restart the RMX. 

C Restore the System Configuration From the Backup 
— Use the backup file created in Step .
— Restart the RMX.

(If the RMX is unresponsive after these procedures a further restart 
may be necessary.) 

Procedure A: Backup Configuration Files

The Software Management menu is used to backup and restore the RMX's 
configuration files and to download MCU software.

To backup configuration files:
1 On the RMX menu, click Administration > Software Management > 

Backup Configuration.
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The Backup Configuration dialog box opens.

2 Browse to the Backup Directory Path and then click Backup. 

Procedure B: Restore to Factory Defaults

Restart the system with a USB device plugged into the 
USB port

To Restore Factory Default Settings using a USB device perform the 
following steps:
1 Configure a workstation for direct connection

2 Connect the RMX to the workstation

3 Insert a USB device into the USB port of the RMX

4 Power the RMX Off and then On.

5 Connect to the Alternate Management Network

6 Apply the Product Activation Key

7 Unplug the USB device

Backup Configuration 
Dialog Box

Restoring to factory defaults using a USB device always results in a 
Comprehensive Restore to Factory Defaults.
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8 Restart the RMX

Step 1: Configure a workstation for direct connection
The following procedures show how to modify the workstation’s 
networking parameters using the Windows New Connection Wizard.
For non-Windows operating systems an equivalent procedure must be 
performed by the system administrator.
Before connecting directly, you must modify the IP Address, Subnet Mask 
and Default Gateway settings of the workstation to be compatible with the 
RMX’s Alternate Management Network. 

1 On the Windows Start menu, select Settings > Network 
Connections.

2 In the Network Connections window, double-click the Local Area 
Connection that has Connected status.

3 In the Local Area Connection Status dialog box, click the Properties 
button.
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4 In the Local Area Connection Properties dialog box, select Internet 
Protocol [TCP/IP] > Properties.

5 In the Internet Protocol (TCP/IP) Properties dialog box, select Use the 
following IP address.
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6 Enter the IP address, Subnet mask and Default gateway for the 
workstation.

The workstation’s IP address should be in the same network 
neighborhood as the RMX’s Control Unit IP address.
Example: IP address – near 169.254.192.nn   

The addresses needed for connection to the RMX’s Alternate 
Management Network are listed in Table 4-1.

7 Click the OK button. 

None of the reserved IP addresses listed in Table 4-1 should be used for the IP 
Address.

Table 4-1  Reserved IP Addresses

Network Entity Alternate Network IP Address

Control Unit IP Address 169.254.192.10

Control Unit Subnet Mask 255.255.240.0

Default Router IP Address 169.254.192.1

Shelf Management IP Address 169.254.192.16

Shelf Management Subnet Mask 255.255.240.0

Shelf Management Default Gateway 169.254.192.1
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Step 2: Connect the RMX to the workstation
The Alternate Management Network enables direct access to the RMX for 
support purposes. The Alternate Management Network cannot be 
configured and operates according to factory defaults.
Access to the Alternate Management Network is via a cable connected to a 
workstation. The Alternate Management Network is accessible only via the 
dedicated LAN 3 port.

 Connect the cable between the RMX’s LAN 3 port and the LAN port 
configured on the workstation.

Step 3: Insert a USB device into the USB port of the 
RMX

LAN 3 Port
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Step 4: Power the RMX Off and then On.

Step 5: Connect to the Alternate Management 
Network
1 Start the RMX Web Client application on the workstation, by entering 

http://169.254.192.10 (the Control Unit IP Address) in the 
browser’s address line and pressing Enter.

The Login dialog box is displayed.

2 In the RMX Web Client Login screen, enter the default Username 
(POLYCOM) and Password (POLYCOM) and click Login.

Step 6: Apply the Product Activation Key
The RMX Web Client opens and the Product Activation dialog box appears 
with the serial number filled in.
4-8



Polycom RMX 2000 DoD Deployment Guide
1 In the Activation Key field, enter or paste the Product Activation Key 
obtained earlier.

2 Click OK.

If you do not have an Activation Key, click Polycom Resource Center 
to access the Service & Support page of the Polycom website.
For more information, see ”Obtaining the Activation Key” on page 1-9.
The system prompts with a restart dialog box:

Step 7: Unplug the USB device
 Remove the USB device from the USB port of the RMX.

Step 8: Restart the RMX
 In the dialog box, click Yes.
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Procedure C: Restore the System Configuration From the 
Backup

To restore configuration files:
1 On the RMX menu, click Administration > Software Management > 

Restore Configuration. 

2 Browse to the Restore Directory Path where the backed up 
configuration files are stored.

3 Click the Restore button.

4 When the Restore is complete, restart the RMX.

RMX system settings, with the exception of User data, are restored.
5 Restore User data by repeating Step 1 to Step 4  of this procedure.
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