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First Time Installation and
Configuration

Never insert a USB device into the RMX’s USB port unless

* it is your intention to perform a Comprehensive Restore
to Factory Defaults.

Workstation Requirements

The RMX Web Client and RMX Manager applications can be installed in an
environment that meets the following requirements:

*  Minimum Hardware - Intel® Pentium® III, 1 GHz or higher,
1024 MB RAM, 500 MB free disk space.

*  Workstation Operating System - Microsoft® Windows® XP, Vista®.
*  Network Card - 10/100 Mbps.
*  Web Browser - Microsoft® Internet Explorer® Version 7 only.

*  FIPS - Is always enabled in JITC Mode, and when ClickOnce is used
to install RMX Manager, the workstation must have one of the
following installed:

— .NET Framework 3.5 or a later version of the .NET Framework.

— .NET Framework 2.0 plus Service Pack 1 or later.

.Net Framework 2.0 is required and installed automatically.
’ The RMX must be installed on the intranet or added to the trusted sites list. In
both cases, the ActiveX control will install properly.
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RMX Hardware

Version 4.5.0.F requires that MPM+ cards are installed in the RMX.

Installation and Configuration

First Time Installation and Configuration of the Federal Version of the
RMX 2000 consists of the following procedures:

1-2
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Hardware Installation and Setup

— Mount the RMX in a rack.

— Connect the necessary cables.

Gather Network Equipment and Address Information

— Get the information needed for integrating the RMX into the
local (Signaling and Management) networks.

First Entry Configuration

— Register the RMX.

— Power up the RMX.

— Modify the Default Management Network.

— Configure the Signaling Network Service.

— Configure the ISDN/PSTN Network Service.

Enable JITC Mode

Enable Secured Communication

— Purchase and Install the SSL/TLS certificate
— Modify the Management Network settings

— Create/Modify the relevant System Flags
Set System Configuration Flags

Enable Network Separation

Configure IVR Settings

Modify Default Login Banner Text (if required)
Rename the default POLYCOM user

Disable Inline AutoComplete Option in Web Browser
Configure an Inbound and Outbound Access List
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Procedure 1: Hardware Installation and Setup

The RMX unit should be mounted in a 19”rack in a well ventilated area. It
is important to adhere to the Site Requirements as described in the RMX
2000 Hardware Guide, ”Site Requirements” on page 1-3.

Mounting the RMX in a Rack

There are two methods for installing the RMX in a rack:

*  Using rack brackets - Install rack brackets, supplied by the rack
manufacturer, in the rack. Mount the RMX on top of the rack
brackets. Fasten the RMX to the rack with screws through the four
holes in the RMX’s front mounting brackets.

A

oo oo oo oo o ao o s oo a o]

e = e m e
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*  Using a shelf - Install the shelf, supplied by the rack manufacturer,
in the rack. Mount the RMX on the shelf. Fasten the RMX to the rack
with screws through the four holes in the RMX’s front mounting
brackets.

oo oo oo oo s ]

I ]
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Connecting Cables

@ Do not remove the protective cap from the LAN1 port.

Connect the following cables to the back panel:
Power cable

Direct Connection / Signaling and Media LAN cable to LAN 2 Port
* E1/T1 Cables to PRI Ports

PRH  PR2 PR3 PR PRIS PRI6 PR7 PRIB  PRI9 PRM0 PRI PRI2

r ] C T C ] C A = ==

RTM ISDN ‘

LNK == =_ 100

LNKy LNK LNK LNK ERRACT @ °.°.°.".

:
:

=f_2 >
Stot

E1/T1 PRI Connection

Power
. Cable
LAN 2 Connection

To maximize conferencing performance, especially in high bit rate call
environments, a 1Gb connection is recommended.
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Procedure 2: Gather Network Equipment and
Address Information

IP Services

Hardware
Installation
and
Setup

v

Gather Network
Equipment
and
Address Info

v

First Entry
Configuration

1-6

The IP addresses and network parameters which enable communication
between the RMX, its management application and the conferencing
devices are contained in two IP services:

*  Management Network (Control Unit)

* Signaling Network (Conferencing Service)

During the First Entry Configuration, the parameters of these two network
services are modified to comply with your local network settings.

Management Network

The Management Network enables communication between the RMX
Control Unit and the RMX Web Client and is used to manage the RMX.

The RMX is shipped with default IP addresses as listed in Table 2-1.

Signaling Network

The Signaling Network is used to configure and manage communications
between the RMX and conferencing devices.

IP Network Services Required Information

When installing an RMX unit, these default IP addresses must be
modified to your local network settings. It is therefore important to obtain
the information needed to complete the Local Network Settings section
of the table from your network administrator before powering up the
RMX for the first time. The network administrator should allocate four IP
addresses in the local network for an MCU with one MPM+ card and five
IP addresses for an MCU with two MPM+ cards.
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Table 1-1  Network Equipment and Address Information

Parameter

Factory Default

Local Network Settings

Control Unit
IP Address

192.168.1.254

Control Unit
Subnet Mask

255.255.255.0

Default Router IP
Address

192.168.1.1

Shelf Management
IP Address

192.168.1.252

Signaling Host IP
address

Media Board IP
address (MPM 1)

Media Board IP
address (MPM 2)

Gatekeeper IP
address (optional)

DNS IP address
(optional)

SIP Server IP
address (optional)

1-7
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ISDN/PSTN Services

1-8

The ISDN/PSTN Network Service is used to define the properties of the
ISDN/PSTN switch and the ISDN lines running from the ISDN/PSTN
switch to the ISDN card installed in the RMX.

Before configuring the ISDN/PSTN Network Service, obtain the
following information from your ISDN/PSTN Service Provider:

*  Switch Type

* Line Coding and Framing
*  Numbering Plan

*  Numbering Type

*  Dial-in number range

¢ The RMX does not support ISDN connections using restricted line rates
(56k B channels).

* If the RMX is connected to the public ISDN Network, an external CSU or
similar equipment is needed.
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Procedure 3: First Entry Configuration

Hardware
Installation
and
Setup

v

Gather Network
Equipment
and
Address Info

v

First Entry
Configuration

There are four procedures necessary for setup of the new RMX. It is
important that they are performed in the following sequence:

1

o b~ ODN

Product Registration.

Modifying the Factory Default Management Network Settings.
First-time Power-up and Connection to MCU.

Enable Network Separation

Modifying the Default IP and ISDN/PSTN Service Settings (Fast
Configuration Wizard).

Product Registration

Before the RMX can be used, it is necessary to register the product and
obtain an Activation Key.

During first-time power-up, the Product Activation dialog box is displayed,
requesting you to enter an Activation Key.

Obtaining the Activation Key

1

Access the Service & Support page of the Polycom website at:
http://portal.polycom.com

Login with your Email Address and Password or register as a new user.
Select Product Registration.

Follow the on-screen instructions for Product Registration and Product
Activation. (The RMX’s serial number is on a sticker on the back of the
unit, if needed.)

When the Product Activation Key is displayed, write it down or copy it
for later pasting into the Activation Key field of the Product Activation
dialog box.

1-9
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First-time Power-up and Connection to MCU

1-10

Before powering up the RMX for the first time, it is necessary to establish
a connection between the RMX and the control workstation.
A private network is set up between the RMX and the workstation and

the Default Management Network parameters are modified using the Fast
Configuration Wizard in the RMX Web Client.

Configuring the workstation for direct connection

The following procedures show how to modify the workstation’s
networking parameters using the Windows New Connection Wizard.

For non-Windows operating systems an equivalent procedure must be
performed by the system administrator.

Before connecting directly, you must modify the IP Address, Subnet Mask
and Default Gateway settings of the workstation to be compatible with
either the RMX’s Default Management Network.

To modify the workstation’s IP addresses:
1 On the Windows Start menu, select Settings > Network
Connections.

2 In the Network Connections window, double-click the Local Area
Connection that has Connected status.

& Network Connections [[=1<]
File Edit Wiew Faworites Tooks Advanced Help "
Q- 7 b D) search Folders | [127]~
Address | & Network Connections Ml kS

Hame Tpe Device Name Phone # ar Host Addre
9 buw
[&] creats ti
=l :a e "E: i ‘Dr;‘ LA Didup Disconnected IEM Integrated 56k Modem 253
@ ;gﬁ; Sl ieae . any name Diskup Cisconnected 16M Inteqrated S6k Modem 251
R iPassConnect Dial-up Disconnected 16M Integrated 56K Modem 9404 975 9711
See Also A LANor High-Speed Internet

4 metwork Troubleshooter

LAN or High-Speed Inter. . Broadcom Netktreme Gig..

LAN of High-Speed Inter...  Disabled Cisco Systems VPN Adapter
. "“Puireless Network Connection LéM or High-Speed Inter.,..  Not connectsd Inkel(R) PROfWireless 22...
Othet Flaceg 21 ALacal frea Cannection LA or High-Spesd Tnker... Notwork cabls unplugasd  Bustooth LA Access Se...

@ Contrel Panel

&3 ™y Network Places

{2} My Documents 01z virtual Private Network  Disconnected Wl Minipert (PPTR) 212,199.26.25
i My Computer

Virtual Private Network

wizard
Det il e Ll Mew Connection Wizard Wizard
Network Connections
System Foldsr
< >

2 cbiects




3

4

5

button.
<L Local Area Connection Status
General | Support

Connection

Status: Connected
Diuration: B days 18:14:32
Spesd: 100.0 Mbps

Bctivity

Sent ,__)-ﬂl Received
=

Packets: 789,742 849,433

e

G o)

Clase

<k Local Area Connection Properties

General | Authentication

Connect using:

BB IntsllR) PRO/100VE Network Conne

This connection uses the following items

18] Client for Microsaft Networks
B File: and Printsr Sharing for Micosoft Networks
¥ “Intemet Protocol [TCPAP)

Desciption
Transmission Control Protocol/Intermet Protacol. The default
wide area netwark pratocol thal provides communication
acioss diverse interconnected networks

[0 Show ican in natifieation area when connected
Natify me when this connection has limited or o connectivity

Polycom RMX 2000 DoD Deployment Guide

In the Local Area Connection Status dialog box, click the Properties

In the Local Area Connection Properties dialog box, select Internet
Protocol [TCP/IP] > Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, select Use the

following IP address.
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1-12

workstation.

Internet Protocol (TCP/IP) Properties E]

General
You can get IP settings assigned autmaticaly if your network supports

this capability. Othenwise, you need to ask your network. administrator for
the appropriate IP settings

() Obtain an IF address automatically

G Use the following IP addres

IP address:

Subnet mask:

Default gateway:

(® Use the following DMS server addresses.
Freferred DNS server:

Altemate DNS server

6  Enter the IP address, Subnet mask and Default gateway for the

The workstation’s IP address should be in the same network
neighborhood as the RMX'’s Control Unit IP address.

Example: IP address - near 192.168.1.nn

None of the reserved IP addresses listed in Table 1-2 should be used for

the IP Address.

The Subnet mask and Default gateway addresses should be the same as
those for the RMX's Default Management Network.

The addresses needed for connection to the RMX’s Default
Management Network are listed in Table 1-2.

Table 1-2 Reserved IP Addresses

Default Management Network

Network Entity IP Addresses
(Factory Default)
Control Unit IP Address 192.168.1.254

Control Unit Subnet Mask

255.255.255.0

Default Router IP Address

192.168.1.1
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Table 1-2 Reserved IP Addresses

Default Management Network
Network Entity IP Addresses
(Factory Default)

Shelf Management IP Address 192.168.1.252
Shelf Management Subnet Mask 255.255.255.0
Shelf Management Default Gateway 192.168.1.1

7 Click the OK button.

Connecting to the Default Management Network

To connect directly to the RMX:

8 Usinga LAN cable, connect the workstation to the LAN 2 Port on the
RMX’s back panel.

r LAN 2 Port

9 Connect the power cable and power the RMX On.

10 Start the RMX Web Client application on the workstation, by entering
the factory setting Management IP address in the browser’s address
line and pressing Enter.

11 In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.

The Fast Configquration Wizard starts.

If this is the First Time Power-up or the Default IP Service has been
deleted and the RMX has been reset, the following dialog box is
displayed:

1-13
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1-14

12

13

14

15

IP Manageme...

Videno/Voice Ports

»

2 P Sigmelimg Metwork Service Name: '7

» Routers

5 DHS

> Hetwork Type Control Unit IP Address: 0.0.0.0]

> Gatekeeper Shelf Management IP W
s s serer e T
3 Security

s TSEREET Default Router IP Address; |9:0.8.0

» PRI Settings

» Span Definition

» Fhones

3 Spans

»

»

System Flags

[ Jseesces

Enter the following parameters using the information supplied by
your network administrator:
—  Control Unit IP Address
—  Shelf Management IP Address
—  Control Unit Subnet Mask
—  Default Router IP Address
Click the Save & Close button.

The system prompts you to sign in with the new Control Unit IP
Address.

RMX 2000 %

: Y Please login to the new IP address Web Site.

Disconnect the LAN cable between the workstation and the LAN 2
Port on the RMX's back panel.

Connect LAN 2 Port on the RMX’s back panel to the local network
using a LAN cable.
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16 Enter the new Control Unit IP Address in the browser’s address line,
using a workstation on the local network, and press Enter to start the
RMX Web Client application.

17 In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.
Product Activation

The RMX Web Client opens and the Product Activation dialog box
appears with the serial number filled in:

Product ACEivation -

Online Registration

ClickthePolycom Resource Center butten
to register your product and retrieve the
ActivationKey,

Serial Mumber: |

Activation Key: |

18 In the Activation Key field, enter or paste the Product Activation Key
obtained earlier.

19 Click OK.

If you do not have an Activation Key, click Polycom Resource Center
to access the Service & Support page of the Polycom website.

For more information, see “"Obtaining the Activation Key” on page 1-9.
The system prompts with a restart dialog box:

RMX 2000 =

\_‘{/ Systemn must be reset, Do you want to reset now?
{Mote: Reset operation might take several minutes.)

20 In the dialog box, click No.

1-15
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Modifying the Signaling Network Service and ISDN/PSTN
Network Service Settings

1-16

The Fast Configuration Wizard assists in configuring the Signaling Network
Service. It starts automatically if no Signaling Network Service is defined.
This happens during First Time Power-up, before the service has been
defined or if the Signaling Service has been deleted, followed by an RMX
restart.

The IP Management Service tab in the Fast Configuration Wizard is enabled
only if the factory default Management IP addresses were not modified.

» Ifthe RMX s to be configured to use IPv4 addressing only, proceed with the
Fast Configuration Wizard.

e Ifthe RMXis to be configured to use IPv6 addressing or IPv4 and IPv6

addressing:

Cancel the Fast Configuration Wizard.

Modify the Management Network to use IPv6 addressing or IPv4 and IPv6

addressing.

3 Restart the RMX.

4 Use the Fast Configuration Wizard which will now include IPv6 addressing

or IPv4 and IPv6 addressing options to configure the Signaling Network
Service.

N =

IPv6 Support

Dial in, dial out and RMX management are supported within the
following IP addressing environments:

* IPv6

e IPv4

* IPv6 & IPv4

When [Pv4 is selected, IPv6 fields are not displayed and conversely when
IPv6 is selected, IPv4 fields are not displayed. When IPv6 & IPv4 is
selected both IPv6 and IPv4 fields are displayed.

For the purposes of comprehensive documentation, all screen captures in
this document show the dialog boxes as displayed with IPv6 & [Pv4
selected.
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Fast Configuration Wizard

1

BStCONTIgUration wWizard .

Enter the required IP Signaling information in the dialog box.

» IPManagement Service

> IP Signaling

> Routers

Metwork Service Name: |P Metwork Service

3 DHS
3 Hetwork Type
3 Gatekeeper

3 SIPServer

> Security

> ISDN/PSTH

3 PRI Settings

3 Span Definition
> Phones

3 Spans

> Svystemn Flags

Signaling Host IP Address:

IPvd: |0.0.00

1pws: |

MPM 1 IP Address:

IPwd: |0.0.0.0

1pws: |

MPM 2 IP Address:

IPwd: |0.0.0.0

1Pve: |

Subnet Mask: 255,256 2550

Table 1-3

Signaling Network Service — IP Signaling

Field

Description

Network Service
Name

The name Default IP Service is assigned to the
Slgnaling Network Service by the Fast Configuration
Wizard. This name can be changed.

Note: This field is displayed in all IP Signaling dialog
boxes and can contain character sets that use
Unicode encoding.

Signaling Host IP
Address

Enter the address to be used by IP endpoints when
dialing in to the MCU.

Dial out calls from the RMX are initiated from this
address.

This address is used to register the RMX with a
Gatekeeper or a SIP Proxy server.

1-17
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Table 1-3 Signaling Network Service — IP Signaling (Continued)

Field Description

MPM 1 IP Address | Enter the IP address(es) of the media card (s)
MPM+ 1 and MPM+ 2 (if installed) as provided by
MPM 2 1P Address | the network administrator.Endpoints connect to
conferences and transmit call media (video, voice
and content) via these addresses.

Subnet Mask Enter the subnet mask of the MCU.
Default value: 255.255.255.0.

2 (Click the Next button.

3  Enter the required Routers information in the dialog box.

> [P Management Service
1P Signalin .
% T sianaing Network Service Name:  [IF Netwark Service

> Routers
3 DHNS

> Metwork Type Default Router 1P address

3 Gatekeeper 1Pv4: [00.00

> SIPSsrver tpye: |

» Security
> ISDN/PSTH

» PRI Settings

> Span Definition
3 Phones

> Spans

» System Flags

Table 1-4  Signaling Network Service — Routers

Field Description

Default Router IPv4 Enter the IP address of the default router.
IP Address The default router is used whenever the
defined static routers are not able to route
IPv6 packets to their destination. The default
router is also used when host access is
restricted to one default router.
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4 Click the Next button.
5 Enter the required DNS information in the dialog box.

astConfiguration Wizard - -

3> IPManagement Service
1P Signalin;

2, SEnene Metwark Service Name: 1P Metwork Service

3 Routers

> DNS

3 Network Type

MCU Host Name:
DNS: oif hd

> Gatekeeper
> SIFServer

> Security

» ISDN/PSTH Local Domain Mame:
3 PRI Settings Primary DNS Server IF ’7

» Span Definition fddress:
3 Phones
> Spans
3 System Flags

Table 1-5 Signaling Network Service — DNS

Field Description

MCU Host Name DNS Enter the name of the MCU on the network.
Default name is RMX

Local Domain Name Enter the name of the domain where the MCU
is installed.

Primary DNS Server The static IP addresses of the DNS servers.
IP Address A maximum of three servers can be defined.
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6  Click the Next button.
7 Enter the required Network Type information in the dialog box.

3 1P Management Service
> 1P Signaling
5 Routers

3 DNS

Metwork Service Name: IP Mebwark Service

> Network Type
> Gatekeeper

3 SIF Server

3> Security

> ISDN/PSTH

3 PRI Settings

3 Span Definition
3 Phones

> Spans

3 Systsm Flags

IP Netwark Type:

Table 1-6  Signaling Network Service — IP

Field

Description

IP Network Type

Select:

* H.323: For an H.323-only Network Service.

* SIP: For a SIP-only Network Service.

* H.323 & SIP: For an integrated IP Service. Both

H.323 and SIP participants can connect to the
MCU using this service.

8 C(Click the Next button.
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9 Enter the required Gatekeeper information in the dialog box.

SetConfiguration wizard .

» IPManagement Service
5 1P Signaling

» Rauters

» DNS

3 Metwork Type
> Gatekeeper
3 SIPServer

» Security

> ISDN/PSTH

» PRI Settings

» Span Definition
3 Phones

» Spans

> System Flags

Network Service Name: IP Network Service

Scleper i -
Primary Gatekeeper
1P Address or Name: —
MCU Prefix in Gatekeeper: |

Aliases

Table 1-7  Signaling Network Service — Gatekeeper Parameters

Field Description

Gatekeeper Select Specify to enable configuration of the gatekeeper
IP address.
When Off is selected, all gatekeeper options are
disabled.

Primary Enter either the gatekeeper’s host name as registered in

Gatekeeper the DNS or IP address.

IP Address or Note: When in IPv4&IPv6 or in IPv6 mode, it is easier to

Name use Names instead of IP Addresses.

MCU Prefix in | Enter the number with which this Network Service

Gatekeeper registers in the gatekeeper. This number is used by
H.323 endpoints as the first part of their dial-in string
when dialing the MCU.
When PathNavigator or SE200 is used, this prefix
automatically registers with the gatekeeper. When
another gatekeeper is used, this prefix must also be
defined in the gatekeeper.
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Table 1-7  Signaling Network Service — Gatekeeper Parameters

Field Description

Aliases:

Alias The alias that identifies the RMX’s Signaling Host within
the network. Up to five aliases can be defined for each
RMX.
Note: When a gatekeeper is specified, at least one
prefix or alias must be entered in the table.

Type The type defines the format in which the card’s alias is

sent to the gatekeeper. Each alias can be of a different
type:
* H.323 ID (alphanumeric ID)
» E.164 (digits 0-9, * and #)
* Email ID (email address format,
e.g. abc@example.com)
» Participant Number (digits 0-9, * and #)
Note: Although all types are supported, the type of alias
to be used depends on the gatekeeper’s capabilities.

10 Click the Next button.
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11 Enter the required SIP Servers information in the dialog box.

SetConfiguration wizard o —en

IF Management Service
1P Signaling
Raouters

DNE

Metwork Type
Gatekeeper
SIP Server
Security
ISDN/PSTH
PRI Settings
Span Definition
Phones

Spans

L

System Flags

Network Service Name: IP Network Service

SIP Server: aif hd
Server IP Address or Mame |
Server Dormain Marme: DomainN ame

Transport Type: TP -

Table 1-8 Signaling Network Service — SIP Servers

Field

Description

SIP Server

Select:
* Specify — to manually configure SIP servers.

* Off — if SIP servers are not present in the
network.

or Name

Server IP Address | Enter the IP address of the preferred SIP server.

Note: When in IPv4&IPv6 or in IPv6 mode, it is
easier to use Names instead of /P Addresses.
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Table 1-8 Signaling Network Service — SIP Servers (Continued)

Field Description
Server Domain Enter the name of the domain that you are using for
Name conferences, for example:

user name@domain name

The domain name is used for identifying the SIP
server in the appropriate domain according to the
host part in the dialed string.

For example, when a call to EQ1@polycom. com
reaches its outbound proxy, this proxy looks for the
SIP server in the polycom. com domain, to which it
will forward the call.

When this call arrives at the SIP server in
polycom. com, the server looks for the registered
user (EQ1) and forwards the call to this Entry Queue
or conference.

Transport Type Select the protocol that is used for signaling
between the MCU and the SIP Server or the
endpoints according to the protocol supported by
the SIP Server:
UDP - Select this option to use UDP for signaling.
TCP - Select this option to use TCP for signaling.
TLS - The Signaling Host listens on
secured port 5061 only and all outgoing
connections are established on secured
connections. Calls from SIP clients or
servers to non secured ports are rejected.
The following protocols are supported:TLS 1.0,
SSL 2.0 and SSL 3.0.

12 Click the Next button.
The IP Network Service is created and confirmed.

RMX 2000 =

\y IP Metwork service created,

13 Click OK.
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During the initial RMX setup, if the system detects the presence of the
RTM ISDN card, the ISDN /PSTN Network Service definition
screens of the Fast Configuration Wizard are enabled.

If there is no RTM ISDN card in the RMX or if you do not want to
define an ISDN/PSTN Network Service, go to Step 28.

The RMX does not support ISDN connections using restricted line rates
(56k B channels).

A new ISDN/PSTN Network Service can be defined even if no RTM ISDN
card is installed in the system but only via the ISDN/PSTN Network Service
->Add New Service dialog box.

The Fast Configuration Wizard’s ISDN/PSTN configuration sequence
begins with the ISDN/PSTN dialog box:

AEECONTIgUration Wizard

> IP Managsment Service

» P signaling Network Service Name Defall PSTH Service

> Routers
3 DHS

5> Metwork Type

Ds you wankta ereate an ISDNPSTH [0~ ]
3 Gatskeeper P Tes

s ity Span Type: E1 hd
> ISDN/PSTN Service Type:

> PRI Settings

> Span Definition
> Phones

> Spans

> System Flags
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14 Define the following parameters:

15

Table 1-9  Fast Configuration Wizard — ISDN Service Settings

Field

Description

Network Service
Name

Specify the service provider’s (carrier) name or
any other name you choose, using up to 20
characters. The Network Service Name identifies
the ISDN/PSTN Service to the system.

Default name: ISDN/PSTN Service

Note: This field is displayed in all ISDN/PSTN
Network Properties tabs and can contain
character sets that use Unicode encoding.

Span Type

Select the type of spans (ISDN/PSTN) lines,
supplied by the service provider, that are
connected to the RMX. Each span can be defined
as a separate Network Service, or all the spans
from the same carrier can be defined as part of
the same Network Service.

Select either:

* T1(U.S.-23B channels + 1 D channel)

* E1 (Europe — 30 B channels + 1 D channel)
Default: T1

Note: Only one Span Type (E1 or T1) is supported
on the RMX. If you define the first span as type E1
all other spans that you may later define must also
be of type E1.

Service Type

PRI is the only supported service type. It is
automatically selected.

Click Next.
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The PRI Settings dialog box opens.

astContiguration wizard

> IF Management Service
5 IF Signaling
> Routsrs

> DNS

Metwork Service Name: Default PSTN Service

3 Metwork Typs

3 Gatskeeper

5 SIP Server

3 Security

> ISDM/PSTH

> PRI Settings
3 Span Definition
3 Phones

3 Spans

> Systemn Flags

Default Hum Type:

Num Flan:
Net Specific: None -
Dial-out Prefix:

16 Define the following parameters:

Table 1-10 Fast Configuration Wizard — PRI Settings

Field

Description

Default Num Type

Select the Default Num Type from the list.

national or international.
If the PRI lines are connected to the RMX via a

routing the call, select Unknown.
Default: Unknown

system.

The Num Type defines how the system handles the
dialing digits. For example, if you type eight dialing
digits, the Num Type defines whether this number is

network switch, the selection of the Num Type is
used to route the call to a specific PRI line. If you
want the network to interpret the dialing digits for

Note: For E1 spans, this parameter is set by the

1-27
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Table 1-10 Fast Configuration Wizard — PRI Settings (Continued)

Field Description

Num Plan Select the type of signaling (Number Plan) from the
list according to information given by the service
provider.
Default: ISDN
Note: For E1 spans, this parameter is set by the
system.

Net Specific Select the appropriate service program if one is

used by your service provider (carrier).

Some service providers may have several service
programs that can be used.

Default: None

Dial-out Prefix

Enter the prefix that the PBX requires to dial out.
Leave this field blank if a dial-out prefix is not
required.

The field can contain be empty (blank) or a numeric
value between 0 and 9999.

Default: Blank

17 Click Next.

The Span Definition dialog box opens.

3 IP Management Service
» IP signaling Hetwork Sevice Name: [Defaul PSTH Sarvica
3 Routers
3 DNMS
3 Metwork Type
-+ el Framing: CRC4,Si=FEBE =
¥ SIPServer Side: User side -
3 Security Line Coding: HDB3 -
3 ISDN/PSTH Switch Type: [Eoro-son =]
3 PRI Settings
» Span Definition
3 Phones
3 Spans
3 System Flags

Back
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18 Define the following parameters:

Table 1-11 Fast Configuration Wizard — Spans Definition

Field Description

Framing Select the Framing format used by the carrier for
the network interface from the list.
e For T1 spans, default is SFSF.
* For E1 spans, default is FEBE.

Side Select one of the following options:

* User side (default)
* Network side
e Symmetric side

Note: If the PBX is configured on the network side,
then the RMX unit must be configured as the user
side, and vice versa, or both must be configured
symmetrically.

Line Coding

Select the PRI line coding method from the list.
e For T1 spans, default is B8ZS.
e For E1 spans, default is HDB3.

Switch Type

Select the brand and revision level of switch
equipment installed in the service provider’s central
office.

e For T1 spans, default is AT&T 4ESS.

e For E1 spans, default is EURO ISDN.

19 Click Next.
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20

21

22

23
24

The Phones dialog box opens.

3> IP Management Service
1P Si li
2 iy Network Service Mame: Default PSTN Service

> Routers

» DNE

3 Network Type

3 Gatekeeper Dial-in Phone Mumbers:

» SIP Server

. First Mu < | Last Number
» Security

3 ISDM/PSTN
» PRI Settings

-7 S Dl -’ Add Phone Number &1
> Phones

> Spans

» System Flags First Phone Number

Last Phane Mumber

MCU CLI:

Click Add to define dial-in number ranges.
The Add Phone Number dialog box opens.

Define the following parameters:

Table 1-12 Fast Configuration Wizard — Add Phone Numbers

Field Description
First Number The first number in the phone number range.
Last Number The last number in the phone number range.

* Arange mustinclude at least two dial-in numbers.
* A range cannot exceed 1000 numbers.

Click OK.

The new range is added to the Dial-in Phone Numbers table.
Optional. Repeat steps 20 to 21 to define additional dial-in ranges.
In the Phones tab enter the MCU CLI (Calling Line Identification).
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With dial-in connections, the MCU CLI indicates the MCU’s number
dialed by the participant. In a dial-out connection, indicates the MCU
(CLI) number as seen by the participant.

25 C(lick Save & Continue.

After clicking Save & Continue, you cannot use the Back button to
return to previous configuration dialog boxes.

The ISDN/PSTN Network Service is created and is added to the ISDN/
PSTN Network Services list.

If the system cannot create the ISDN/PSTN Network Service, an error
message is displayed indicating the cause and allowing you access
the appropriate dialog box in the Fast Configuration Wizard for
corrective action.

RMX 2000 =

-p ISDN/PSTN Network Service created successfully,

26 Click OK to continue the configuration.
The Spans dialog box opens displaying the following read-only fields:

ast Configuration Wizard
» IPManagerment Service Attached
1P Signalin;
2 T =anain Netnark Service Name: Defal PSTH Service /Spans
> Routers /
> ONS /
5 Metwork Type EpEns
% Gatakaspar D [slot [service [clock So [state |Attached£ (]
S SIPSarver 1 1 Detsult P5 - Prirary v
5 Security 2 1 Default PS v b
3 ISDN/PSTH 3 1 Default PS v
5 PRI Settings 4 1 Default PS v Spans
> Span Definition 5 a Table
5 Phonss 8 a
¢
3 Systern Flags . .
9 1 -

— ID - the connector on the ISDN RTM card (PRI1 to PRI12).

— Slot - the MPM card that the ISDN RTM card is connected to
(MPM 1 or MPM 2).
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— Service - the ISDN/PSTN Network Service to which the span is
assigned.

— Clock Source - indicates if ISDN signaling synchronization is
being supplied by the Primary or Secondary clock source. The first
span to synchronize becomes the Primary clock source.

— State - the System Alert level of the span (Major, Minor). If there
are no span related alerts, this column contains no entries.

27 Click the check boxes in the Attached field to attach spans (E1 or T1

PRI lines) to the network service named in the Network Service Name
field.

The Spans Table displays the configuration of all spans and all ISDN
network services in the system.

When using the Fast Configuration Wizard during First Entry
Configuration, you are defining the first ISDN/PSTN Network Service in
the system. Spans can only be attached to this service.

Additional ISDN/PSTN Network Services can be defined by using the
ISDN/PSTN Network Services > New PSTN Service button in the
RMX Web Client.

Spans can be attached to, or moved between ISDN network services
by using the ISDN/PSTN Network Services > ISDN Properties >
Spans tab in the RMX Web Client.

Each ISDN RTM card can support either 7 E1 or 9 T1 PRI lines (E1
and T1 connections cannot be used simultaneously).

28 C(Click Next.
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29 Enter the required System Flags information in the dialog box.

SetConfiguration wizard

> IP Management Service
5 IP Signaling

3 Routsrs

> DNs

3 Metwork Type
> Gatekeeper

3 SIPServer

» Security

> ISDN/PSTH

> PRI Settings

> Span Definition
3 Phones

> Spans

> System Flags

IP Network Service

Network Service Name:

Conference ID Length (MCU-assigned):

Minimurn Conference ID Length (User-assigned):
Maximum Conference ID Length {User-assigned):
MCU Display Name:

Terminate Conference when Chairperson Exits:

Auto Extend Conferences:

Jul

POLVCOM RMK 2000

Table 1-13 Signaling Network Service — System Flags

Flag Description / Default
Conference The number of digits of the
ID Length Conference ID to be assigned
(MCU) by the _MCU' ] Note: Selecting 2
Range: 2-16 (Default: 5) digits limits the
Minimum The minimum number of digits nymber of .
Conference | that the user must enter when | Simultaneous ongoing
ID Length manually assigning a numeric conferences to 99.
(User) ID to a conference.
Range: 2-16 (Default: 4)
Maximum The maximum number of digits | Note: Selecting 2
Conference that the user can enter when digits limits the
ID Length manually assigning a Numeric number of
(User) ID to a conference. simultaneous ongoing
Range: 2-16 (Default: 8) conferences to 99.
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Table 1-13 Signaling Network Service — System Flags (Continued)

Flag Description / Default

MCU Display | The MCU name is displayed on the endpoint’s screen.
Name Default name: Polycom RMX 2000

Terminate When Yes is selected (default), the conference ends
Conference when the chairperson exits even if there are other

when participants connected.

Chairperson When No is selected, the conference automatically ends
Exits at the predefined end time, or when all the participants

have disconnected from the conference.

Auto Extend When Yes is selected (default), allows conferences
Conferences | running on the RMX to be automatically extended as long
as there are participants connected and there are
available resources.

The maximum extension time allowed by the MCU is 30
minutes.

30 Click Save & Close.

The RMX confirms successful configuration.
31 In the Success Message box, click OK.
32 In the Reset Confirmation dialog box, click Yes.

33 In the Please wait for system reset message box, click OK.

* System restart may take up to five minutes.

34 Refresh the browser periodically until the Login screen is displayed.

35 When the Login screen is displayed, enter your Username and
Password and click Login.

On first entry, the default Username and Password are both POLYCOM.

The system is now fully configured and if there are no System Errors,
the green RDY LED on the CNTL module on the RMX’s front panel
turns ON.
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Procedure 4: Enable JITC Mode

The JITC mode is disabled by default and can be enabled by changing the
value of the JITC_MODE System Flag to YES using the Setup > System
Configuration menu. After modifying the value of the JITC_MODE
System Flag to YES, all RMX users are forced to change their Login
passwords.
To enable JITC mode:
1 Onthe RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.
2 Locate and double-click on the JITC_MODE System Flag entry.

The Update Flag Name dialog box opens.

3 In the New Value field, enter YES.
4 Click the OK button to close the Update Flag Name dialog box.
5 Click the OK button to close the Systern Flags dialog box.
6  In the Reset Confirmation dialog box, click Yes.
7 In the Please wait for system reset message box, click OK.
) ‘ | System restart may take up to five minutes.

8 Refresh the browser periodically until the RMX Web Client - Terms of
Usage screen is displayed.
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The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

[¥ou are accessing a 5. Govemment (USE) Information System (IS) that is |

provided for USG-authorized use only.

By using this |5 [which includes any device attached to this I5), you consent
to the follawing conditions: ‘_J
~ The USE routinely intercepts and monitors communications an this 15 for

purposes including, but not limited to, penetration testing, COMSEC

monitoring, network operations and defense, personnel misconduct (PM), law

{LE). and inteli (i

| g BT

9 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The Login - Welcome screen is displayed:

POLYCOM | RMX 2000

Polycom RMX 2000

EMAFedV1.00F

10 Enter POLYCOM in the User Name field.
11 Enter POLYCOM in the Password field.
12 Click Login.
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The Change Password/Login - Welcome screen is displayed:

— Amessage: Last disconnection cause: User must change
password is displayed in red.

— Two additional fields are displayed:
*  New Password
*  Confirm New Password

POLYCOM | RMX 2000

Welcome.....

EMA-VA50F -
L |

13 Re-enter the old password in the Password field

14 Enter a Strong Password in the New Password field.
15 Re-enter the Strong Password in the Confirm New Password field.
16 Click Login.

®
®

If the default POLYCOM user is defined in the RMX Web Client, an active
alarm is displayed and the MCU status changes to Major until the
administrator changes the default username and password.

System access is not permitted until the default password is changed.

If the value of the JITC_MODE System Flag is YES, only TLS mode
connections are permitted. If the Management Network Service has not yet
been configured to be secured, an Active Alarm is created and a message
is displayed stating that Secured Communications Mode must be enabled.
For more information see the RMX 2000 Administrator’s Guide, F, “Secure
Communication Mode” on page F-1.
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Procedure 5: Enable Secured Communication

If the JITC_MODE System Flag is set to YES and a valid TLS certificate is
installed, only secured connections are allowed.

If the JITC_MODE System Flag is set to YES and the Management
Network Service has not yet been configured to be secured, an Active
Alarm is created and a message is displayed stating that Secured
Communications Mode must be enabled.

If the JITC_MODE System Flag is set to YES and a valid TLS
certificate has not been installed, an Active Alarm is created and a
message is displayed stating that the system is in JITC Mode but
Secured Communications Mode is not enabled until the TLS certificate is
installed.

If the JITC_MODE System Flag is set to YES and Secured
Communications Mode is enabled, the user is not able to disable
Secured Communications Mode. An error message is displayed stating
that Secured Communications Mode cannot be disabled while in JITC
Mode.

TLS private keys saved by the current version when the JITC_MODE
System Flag is set to YES are not compatible with TLS private keys
saved by previous RMX versions. An Active Alarm is created and a
message is displayed requesting that a new TLS certificate be
installed.

TLS private keys saved by the current version will be compatible
with TLS private keys saved by future RMX versions.
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The following operations are required to switch the RMX to Secure Mode:
*  Purchase and Install the SSL/TLS certificate
*  Modify the Management Network settings

Purchasing a Certificate

Once a certificate is purchased and received it is stored in the RMX and
used for all subsequent secured connections.

To create/purchase a certificate:
1 Inthe RMX menu, click Setup > Secured RMX Communications >

Create certificate request.

The Create Certificate Request dialog box is displayed.

*Fe ate Certificate Reque

Country Name (2 lstter code)
State or Province (full name)
Lacality (full name)
Organization (full name)
Organizational Unit {section)

Common Hame (DNS)

2 Enter information in all the following fields:

Table 1-14 Create Certificate Request

Field

Description

Country Name

Enter any 2 letter code for the country name.

State or Province

Enter the full name of the state or province.
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Table 1-14 Create Certificate Request

Field Description
Locality Enter the full name of the town/city/location.
Organization Enter the full name of your organization for

which the certificate will be issued.

Organizational Unit

Enter the full name of the unit (group or
division) for which the certificate will be issued.

Common Name (DNS/ Enter the DNS MCU Host Name. This MCU
IP) Host Name must also be configured in the
Management Network Properties dialog box.
Click Send Details.

The RMX creates a New Certificate Request and returns it to the Create
Certificate Request dialog box along with the information the user

submitted.

Country Name (2 letter code)
State or Province {full name)
Lacality (full name}
Organization {full name)
Organizational Unit {section)

Common Name (DNS)

E

[Tivachet

[Petlikeya

[Palycom

[ro

[rrix1sa

K THEG/RADCThkm7eRddlkZHUTSdg==

Send details

-----BEGIN NEW CERTIFICATE REQUEST----
MIIBKICB/AIBADETMQsWCQTDYQQGEWITDELMAKGALTUECBMCNDURC2AJBINVE ACT
AjMyMRAWDOYDYQQKEWdQT0xZQINMQswCQYDYQOLEWIzNDELMALGAIUEAXMCND Mw
9Z8wDOVIKoZIhveNAQEBBQADITOAMIGIAnGEALBshuZ aZVaBUXwh/LTICQIVErTG
EHTchQUMELEHb-HROGMYEsax0g94a34/DY Y alMHhbmebINUairibauLxMhaDrp
olZUKBMENM+5pd461/gFNT 04 300 WEvhzDUBCHNTWa/R 92102736t/ Y9p2b+63rrh
eFOIdx00BYADs4aiAgMBAAGIAD ANBakahkiGIwIBAQQFAAOBIQCWIgzGLabeZ OEH
QINiETBZEIcmOsZhUL 2 +Ub7IZ0iMOsk x Swwi1 pjdXB yFSjzdiLx+NTvreR GHdcf
HSUyBwwmOFR7IZ6n64Y pdoENEIPPiaQms 2eWIUZWIFPINOTSIIKZ qj7XAOY/niBd

----- EMD MEW CERTIFICATE REQUEST-----

Click Copy Request to copy the New Certificate Request to the

workstation’s clipboard.

Connect to your preferred Certificate Authority’s website using the

web browser.
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6 Follow the purchasing instructions at the Certificate Authority’s
website.
Paste (Ctrl + V) the New Certificate Request as required by the
Certificate Authority.

The Certificate Authority issues the TLS/SSL certificate, and sends the
certificate to you by e-mail.

Installing the Certificate

To install the certificate:
After you have received the certificate from the Certificate Authority:

1 Copy (Ctrl + C) the certificate information from the Certificate
Authority’s e-mail to the clipboard.

2 Inthe RMX menu, click Setup > Secured RMX Communications >
Send Certificate.

3  Click Paste Certificate to paste the clipboard content into the Send
Certificate dialog box.

----- BEGIN CERTIFICATE-----
MIICMDCCAQECECCol67baalenTagTiadh3MWDQTIKoZIhveNAQECEQAMD
YwxCzAIBgHYBAYTAIYTMRewFQYD Y QQKEwSW2RX1pUZInbiwgSWSILIEWMES
GALUECKMRRmIyIFRIC3QaUHYY cG92Z X MaT 255 S4qIES v IGFZc3V Yy TWS{ZH
MUMTIwMAYDYQQDEY W2 XIpU2InbiBUernlhbCBTZWN1embUgU2y ydmvy IFRI
c30gUmSvdCBDQTAFulwNTAyMDEwMDAWMDBaFWOYNTAYMDgyM2USNTI
aMIGMMQswCQYDUQQGEWIVUZEXMBLGATUEChMOYmiyaNpZ24sIEIUTy
4xMDAUBGNYBASTIZVEIRUZXNOIFBLCnBye2Y2IESUbHKUICB OBy Bhc3NL:
MFUY2VILEYMDAGALLEA MDY MYy a¥NpZ24avHIDYWwallzVidXIIFNIcnZle
iBUZRNOIF)vb3QoQIEwZ8wD Y IKoZIhvcHAQEBBQADQYDAMIGIA0GEAIS
haEU7klaZHSCENE CSEKMGWYBSTWHIaMAAYIGQCUN7QIC10sEQIHB2RyLY
£SDIMSEMInC/AAATKCASHYH2DAIU+LIRSiwHTF/2dvSoTT=P2GC ML Gad
i7+2DD00GEYF +NIFAG+CTeyd Fusd X a330/4 MO AP GLET aqFe T AgMBAAEW
DQTIKoZIhwchAQECEBQADIYEAD D44 FrPSEDOFEI3vhLhg ThnyaskN YwPuyxk+
0grnQyDAdSF/qgKBNFInyLrAOF3DmfugWe W Srdzq Ty zpmmIlsnd 80m/y Wirl
BEUWRAItZPOXTIHEBSY MR +PZx2kz4UgWUZy0]DGXIHA 3 CdaFgTitdNK42
9cWOCZrhd 7xe01=

Send Certificate [ NN e END CERTIFICATE--—---

Paste Certificate

4 (Click the Send Certificate button to send the certificate to the RMX.
The MCU validates the certificate.
—  If the certificate is not valid, an error message is displayed.
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—  If the certificate matches the private key, and the task is
completed, a confirmation message indicating that the certificate
was created successfully is displayed.

A System Restart is not required at this point.

The certificate expiry date is checked daily. An active alarm is raised
two weeks before the certificate is due to expire, stating the number
of days to expiry.

If the certificate expires, the RMX continues to work in secure mode
and an Active Alarm is raised with Security mode failed — Certificate
expired in the description field.

Certificates are deleted when an administrator performs a Restore Factory
Defaults with the Comprehensive Restore option selected.

Enabling Secure Communication Mode

After the SSL/TLS Certificate is installed, secure communications are
enabled by modifying the properties of the Management Network in the
Management Network properties dialog box.

When Secure Communications Mode is enabled:

Only https:// commands from the browser to the Control Unit IP
Address of the RMX are accepted.

The RMX listens only on secured port 443.
All connection attempts on port 80 are rejected.

A secure communication indicator (g) is displayed in the browser’s
status bar.

To enable secure communications mode:

1

2

In the RMX Management pane, click IP Network Services.

In the IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

anagement Network Properties

> IP

> Routers Metwork Service Name:
3 DNS
3 LAN Ports

Control unit IP Address: 127.0.01
shelf Managernent [P Address: ]U'D‘U'U
Subnet Mask: 1255.255.248.0

¥ Secured RMX Communication |

Select the Secured RMX Communication check box.
Click OK.
In the Reset Confirmation dialog box, click Yes.

[ T ¢, I - )

In the Please wait for system reset message box, click OK.

System restart may take up to five minutes.

Refresh the browser periodically until the RMX Web Client - Terms of
Usage screen is displayed
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Procedure 6: Set System Configuration Flags

Version 4.5.0.F has additional System Flags that control:

1-44

*  Network Security

¢ User Management

*  Strong Passwords

* Login and Session Management

*  Cyclic File Systems

When JITC Mode is enabled, the enhanced security features afforded by
these System Flags are enforced.

Table 1-15 System Flags

_ENCRYPT_CONF

Flag Description

ALLOW If YES, allows non-encrypted participants to connect to
_NON-ENCRYPT encrypted conferences.

_PARTY_IN Default: No

DISABLE_INACTIVE
_USER

Determines the number of consecutive days a user can
be inactive before being disabled.

ENABLE_CYCLIC
_FILE_SYSTEM
_ALARMS

When set to YES an Active Alarm is created when a
Cyclic File (Log, CDR, Audit) reaches a file retention time
or file storage capacity limit.

FORCE_STRONG

Enables or disables all password related flags. This flag

_PASSWORD cannot be set to NO when the RMX is in JITC Mode.
_PoLICY

HIDE When set to YES, Conference and Chairman passwords
_CONFERENCE are replaced by asterisks in the RMX Web Client, RMX
_PASSWORD Manager, Audit Event and Log files.

LAST_LOGIN When set to YES, the system displays a record of the last
_ATTEMPTS Login of the user in the Main Screen of the RMX Web

Client or RMX Manager.

MAX_NUMBER_OF
_MANAGEMENT
_SESSIONS_PER
_SYSTEM

Determines the maximum number of management
sessions per system.
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Table 1-15 System Flags (Continued)

Flag

Description

MAX_NUMBER_OF
_MANAGEMENT
_SESSIONS_PER
_USER

Determines the maximum number of management
sessions per user.

MIN_PASSWORD
_LENGTH

Determines the minimum length of a user password.

MIN_PWD_CHANGE
_FREQUENCY _IN
_DAYS

Determines the minimum number of days that users must
retain passwords.

NUMERIC_CHAIR
_PASS_MIN_LEN

Determines the minimum length of a user chairperson
password.

NUMERIC_CONF
_PASS_MIN_LEN

Determines the minimum length of a conference
password.

PASSWORD Determines the number of days that a passwords remain
_EXPIRATION valid.

_DAYS

PASSWORD Determines how many days before password expiration a
_EXPIRATION warning of pending password expiration will be displayed

_WARNING_DAYS

to the users.

PASSWORD
_HISTORY_SIZE

Determines how many previous passwords are recorded
to prevent users from re-using previous passwords. The
list is cyclic, with the most recently recorded password
causing the deletion of the oldest recorded password.

SESSION_TIMOUT
_IN_MINUTES

The number of minutes after which, if there is no input
from the user, the user’s connection to the RMX is
terminated.

USER_LOCKOUT

When this flag is set to YES, a user is locked out of the
system after three consecutive Login failures with same
User Name. The user is disabled and only the
administrator can enable the user within the system.

USER_LOCKOUT
_DURATION_IN
_MINUTES

Determines the time period during which three
consecutive Login failures occur that will result in the user
being locked out.
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Table 1-15 System Flags (Continued)

Flag Description

USER _LOCKOUT Determines the time period for which the user is locked
_WINDOW _IN out.
_MINUTES

Modifying Flag Values

Set the System Flags to the values set out in table Table 1-16.

Table 1-16 System Flags - JITC Mode Values

Flag Value
ALLOW_NON-ENCRYPT_PARTY_IN_ENCRYPT_CONF NO
DISABLE_INACTIVE_USER 30
ENABLE _CYCLIC_FILE_SYSTEM_ALARMS YES
FORCE_STRONG_PASSWORD_POLICY YES
HIDE_CONFERENCE_PASSWORD YES
LAST_LOGIN_ATTEMPTS YES
MAX_NUMBER_OF _MANAGEMENT_SESSIONS_PER_SYSTEM 80
MAX_NUMBER_OF _MANAGEMENT_SESSIONS_PER_USER 10
MIN_PASSWORD_LENGTH 15
MIN_PWD_CHANGE_FREQUENCY_IN_DAYS 1
NUMERIC_CHAIR_PASS_MIN_LEN 9
NUMERIC_CONF_PASS_MIN_LEN 9
PASSWORD_EXPIRATION_DAYS 60
PASSWORD_EXPIRATION_WARNING_DAYS 7
PASSWORD_HISTORY_SIZE 10
SESSION_TIMOUT_IN_MINUTES 10
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Table 1-16 System Flags - JITC Mode Values (Continued)

Flag Value
USER_LOCKOUT YES
USER_LOCKOUT_DURATION_IN_MINUTES 0
USER_LOCKOUT_WINDOW_IN_MINUTES 60

To modify the system configuration flags:

1

0 N O U bW

On the RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

Locate and double-click on the System Flag to be modified.
The Update Flag Name dialog box opens.

In the New Value field, enter the value required for the flag.
Click the OK button to close the Update Flag Name dialog box.
Repeat steps 2 to 4 for each flag value to be modified.

Click the OK button to close the Systern Flags dialog box.

In the Reset Confirmation dialog box, click Yes.

In the Please wait for system reset message box, click OK.

( ‘ ) System restart may take up to five minutes.

9

Refresh the browser periodically until the RMX Web Client — Terms of
Usage screen is displayed.
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The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

[You are accessing a U.S. Government (USG) Information System (IS] thatis 4
provided for USG-authorized use only. | |
By using this IS (which includes any device attached ta this IS). you consent
to the following conditions: ||
- The USG routinely intercepts and manitars communications on this IS far
purposes including. but not limited to, penetration testing, COMSEC

monitoring. network operations and defense. personnel misconduct (PM). law

(LE). and i «cn

Accept
Button > S

10 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The RMX Web Client - Welcome screen is displayed.
The version number is 4.5.0.F.

POLYCOM | RMX 2000

Polycom RMX 2000

EMAFed-V1.0.0F

11 In the RMX Web Client — Welcome screen, enter the User Name, and
Strong Password (created in Step and Step 15 of “Procedure 4: Enable
JITC Mode” on page 1-35).

12 Click Login.
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Procedure 7: Enable Network Separation

Signaling and Management Network Separation

Network Separation is enabled/disabled according to the setting of the
SEPARATE_MANAGEMENT_NETWORK System Flag. When the
System Flag is set to YES, all signaling between IP endpoints and the RMX
is via the LAN 2 port, while all RMX management sessions are hosted via
the LAN 3 port.

LAN 2 Port - Signaling —| |— LAN 3 Port - Management

RMX

RMX Web Client / RMX Manager
Management Sessions

IP Endpoints

Figure 1  Signaling and Management Network Separation

To enable network separation:

1 On the RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Locate and double-click on the
SEPARATE_MANAGEMENT_NETWORK System Flag entry.

The Update Flag Name dialog box opens.
3 Inthe New Value field, enter YES.

1-49
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Click the OK button to close the Update Flag Name dialog box.
Click the OK button to close the Systern Flags dialog box.
In the Reset Confirmation dialog box, click No.

In the RMX Management pane, click the IP Network Services (i )
button.

N o 0 b

8 In the IP Network Services list pane, right-click the Management
Network () entry and select Properties.

9 Enter the Control Unit IP, Shelf Management IP and Subnet Mask
addresses in their respective field boxes.

10 Click the Routers tab.
11 Enter the Default Router IP Address.
12 Click the OK button.
A Reset Confirmation dialog box is displayed.

13 Connect a workstation that is connected to the Mangement LAN to
the RMX’s LAN 3 port.

14 In the Reset Confirmation dialog box, click Yes.

{ ‘ ) System restart may take up to five minutes.

15 On the workstation that was connected to the RMX in Step 13, start
the RMX Web Client application:

a In the browser’s address line, enter the Control Unit IP Address in
the format: https://<Control Unit IP Address>.

b Press Enter.
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The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

You are accessing a U.S. Government (USG) Information System (IS) that is &
pravided for USG-authorized use only. | |
By using this IS (which includes any device attached ta this IS). you consent
to the following conditions: | |
- The USE routinely intercepts and monitors communications on this 15 for
purposes including, but not limited to. penetration testing, COMSEC

monitoring. network operations and defense. personnel misconduct [PM). law

(LE). and i (cn 1
S

Button P [ren ]

16 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The RMX Web Client - Welcome screen is displayed.

POLYCOM | RMX 2000

Polycom RMX'2000

EMA-Fed V1.00F m

17 In the RMX Web Client - Welcome screen, enter the Username, and
Strong Password (created in Step and Step 15 of ”"Procedure 4: Enable
JITC Mode” on page 1-35).

18 Click Login.
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Procedure 8: Configure IVR Settings

1 Inthe RMX Management pane, click IVR Services.
The IVR Services list opens.

LIEE EE

G X gE el |m

Display N|Status |ID

‘ Start Tim | E}(Tir Marne

‘Language |Service Type

&% OPER [y Singl

VR Services

35958 00:29

17:59 EnVQueueIVRSeruice English

#E Conference I¥R

| lich Conf

IDeIete Service

St Defaulk Conference IVR Service
Add Supported Languages
ReplacefChange Music File

v

Properties

2 Right-click the Conference IVR Service and select Properties
3  Click the Conference Password tab.

The Conference IVR Service Properties - Conference Password dialog box
is displayed.

Entry Queue I

Iv¥

GRTEFENCETY

>
>

v

vy v v

RSETVICE PFOPEFUEs

Global
welcome
Conference Chairperson

Conference Passwol

Conference IVR Service Name;

General
Rall Call
Video Services
DTMF Codes

Operator Assistance

¥ Enable Password Messages

Dial-in

+ Request Request Password: | Conference_Password v
? b E

 None
Retry Password: | Rety_Conterence_Pas | (]
Dial-Out

o Request
S - Tl )

" None

" Request Digit

4  Select the Enable Password messages.

5 Set Dial-in to Request Password
6 Set Dial-Out to Request Password
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7  Click the Roll Call tab.
The Conference IVR Service Properties - Roll Call dialog box is

> Global
> Welcome Conference IUR Service Name:
3 Conference Chairperson

3 Conference Password

> General

v Enable Roll Call

Name [Messag File

3 Video Services

> DTMF Codes

Roll Call Record Roll_Call_Record wav
3 Operator Assistance

Roll Call Joined  Roll_Call_Joined wav
Roll Call Left  Roll_Call_Left.way

Roll Call Review Roll_Call_Review_Mames.wav

[ o ] o

8 Select Enable Roll Call.
9 C(Click the OK button.
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Procedure 9: Optional: Modify Default Login
and Main Screen Banner Text

1-54

The Login and Main Screens of the RMX Web Client and the RMX Manager
display warning text banners cautioning users to the terms and conditions
under which they may log into and access the system.

The Login and Main Screen banners can be enabled when the RMX is non-
JITC Mode but cannot be disabled when the RMX is in JITC Mode.

The JITC_MODE System Flag affects the display of the Login and Main
Screen banners as follows:

e When set to YES, the banners cannot be disabled.

*  When set to NO, banner display is according to the check box
selection in the Banners Configuration dialog box.
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Login Screen Banner

The Login screen banner displays the terms and conditions for system
usage as follows:

POLYCOM | RMX 2000

Accept

You are accessing a U.S. Government (USG) Informalion System (1) that is |
provided for USG-authorized use only.

By using this IS {which includes any device attached to this I5). you consent

to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for

purposes including. but not limited to. penetration testing. COMSEC

monitoring, network operations and defense, personnel misconduct (PH), law

(LE). and i (C1Y i

]

d

Button

1-55
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The default text is:

You are accessing a U.S. Government (USG) Information System
(IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this
IS), you consent to the following conditions:

— The USG routinely intercepts and monitors
communications on this IS for purposes including, but
not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and
counterintelligence (CI) investigations.

— At any time, the USG may inspect and seize data stored
on this IS.

— Communications using, or data stored on, this IS are
not private, are subject to routine monitoring,
interception, and search, and may be disclosed or
used for any USG authorized purpose.

— This IS includes security measures (e.g.,
authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

— Notwithstanding the above, using this IS does not
constitute consent to PM, LE or CI investigative
searching or monitoring of the content of privileged
communications, or work product, related to personal
representation or services by attorneys,
psychotherapists, or clergy, and their assistants.
Such communications and work product are private and
confidential. See User Agreement for details.

The user must click the Accept button before the Login screen is displayed.
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Main Screen Banner

The Main Screen banner is displayed at the bottom of the screen, as
follows:

POLYCOM | RMX 2000

 view  Administration  Setup Help. Signaling Host: 172.22.187.42  Logout
E v T ; 7 8
D " e %8 @ 0= e« )
3
Display N[Status |10 [ Start Tim|End Time [Name [status_[Role  [1P Addres|Alias Na_[Network [Dialing Ol Audio i
3
&
4
g
-
(=) 172,22, €3 Dialo 17 =
(=4 172.22. 4 Dialo 1i[H
(=4 sdfsdf 4 Dialo 0. =3
(=4 xever 43 Dialo 1.
T T —
s
Frequently Used
&h Connections
B Users
L= signaling Moniter
! Hardware Monitor
2 eeting Roams
[ Reservations
4l ] Sl 1 b

NSHSESRAISEESIN  ParticipantAlerts Port Usage: ¥oice [ 070 WM V¥ideo [ 0740 B /)\MCU States MAJOR
THIS154 D 6D 5YSTEMAND 13 SUBJE CT TG MONITORING, UNAUTHORIZED USE MAY SUBTE T Y OUT¢ ADMINISTRATIVE & CTION OR CRIMINAL PROSE CLITIO NAND PENALTIES

The default text is:

THIS IS A DOD SYSTEM AND IS SUBJECT TO MONITORING,
UNAUTHORIZED USE MAY SUBJECT YOU TO ADMINISTRATIVE ACTION OR
CRIMINAL PROSECUTION AND PENALTIES.

Customizing Banners

The Login and Main Screen banners can be customized when the RMX is in
either JITC Mode or non-JITC Mode.

To customize the banners:
1 Inthe RMX menu, click Setup > Customize Display Settings >
Banners Configuration.
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The Banners Configuration dialog box opens.

[7 Login Fage Banner: “fou are accessing a U.S. Government Information system that is provided for USG-authorized use ﬁl
only.

By using this IS, you consent to the following conditions:

~ The USG routinely monitors communications occurring on this 15, and any =l

7 Main Page Banner: THIS IS A DOD STYSTEM AND IS SUBJECT TO MONITORING, UNAUTHORIZED USE MAY SUBJECT ;I
rOU TO ADMINISTRATIVE ACTION OR CRIMINAL PROSECUTION AMD PENALTIES.

2 Customize the banners by modifying the following fields:

Table 1-17 Banner Configuration

Description
Field Restore
Check Box Text Field Default Button
Login Page | Selectorclear | Edit the text in this Click the button
Banner the check box field to meet local to restore the
to enable or requirements: default text to
disable the « Banner content the banner.
display of the is multilingual
banner. and uses
Banner display Unicode, UTF-8
Main P cannot be encoding. All text
ain Fage disabled in and special
Banner JITC Mode. characters can
be used.
* Maximumbanner
size is 100KB.

* The banner may
not be left blank
in JITC Mode.

3 C(Click the OK button.
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Procedure 10: Rename the Default POLYCOM
User

To rename the default POLYCOM user:

1 Inthe RMX Management pane, click the Users (1)) button.

IE1d
2 The Users pane is displayed.
3 Select the POLYCOM user.

i X
User Name |Auth0rizat\0n Level |D\sab|ed
) PoLycom | administrator Mo

Delete Lser

Change User Passward

| Rename User

Disable User

User Properties

4 Select Rename User in the menu.

The Rename User dialog box is displayed.

Rename Oser 1

MNew User Hame:

|

5 Enter a new User Name in the New User Name field and click OK.

The user is renamed and is forced to change his/her password.
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Procedure 11: Disable Inline AutoComplete
Option in Web Browser

To protect both Usernames and Passwords it is recommended to disable the
Inline AutoComplete option in the web browser on the workstation.

To disable the Inline AutoComplete option in Internet Explorer®:

1 In the web browser menu, select Tools > Internet Options.

2 Select the Advanced tab.

3 Clear the Use inline AutoComplete check box.

@ Microsoft Internet Explorer

 Fle Edit View Faworites | Tooks | Help

: Mail and Mews »
Q-0 [

Pop-up Blocker »
: Manage Add-ons. .
§ Address [{@] hetpsfjwww.polycom| "

Synchronize. ..
Windowss Update

Windowss Messenger
Diagnose Connection Problsms. .
Sun Java Console

| intemet Options... |

v

Internet Options

General | Security | Privacy | Content | Connections F'mgrams

Home page
% *fou can change which page to use for your home page,

Address:[‘ntarnet Options \

[ General | Securty | Privacy | Content | Connections | Progiamd

Temporary Inteme | | Settings:

» Bl ] Matity when dowrloads complete -
[¥] Fieuse windows for launching shartcuts
@ [w#] Show friendly HTTF eror messages
[ Show fiiendly URLs
P [¥] Show Go button in Address bar
Underline links
@ The:hslt ._?J Alwaps
St ) Hover
() Wever
Dosele | Use inine AvtoComplete |
Tse Passive FTP ffor fiewall and DSL modem compaibilty)
Use smaoth scralling
[ &

TP 1.1 setlings
V] Use HTTF 1.1
(] Use HTTP 1.1 thiough prexy cannections
& Java [Sun)
<

REN

v

Restare Defaults

4 (Click the OK button.
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Procedure 12: Configure an Inbound and
Outbound Access List

For security reasons it is important that an Access Control List is configured
for both inbound and outbound network traffic on the switch port that the
RMX Management Network (LAN 3 port) is connected to. The format and
configuration method of the Access Control List will vary depending on the
type of switch that is used.
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Basic Operation

The most common operations performed via the RMX Web Client are:

*  Starting, monitoring and managing conferences

*  Monitoring and managing participants and endpoints as individuals
or groups.

— Participant - A person using an endpoint to connect to a
conference. When using a Room System, several participants use a
single endpoint.

— Endpoint - A hardware device, or set of devices, that can call,
and be called by an MCU or another endpoint. For example, an
endpoint can be a phone, a camera and microphone connected to
a PC or an integrated Room System (conferencing system).

— Group - A group of participants or endpoints with a common
name.

Starting the RMX Web Client

Before you begin, get the following information from your system
administrator:

e Username
e Password
e MCU Control Unit IP Address

2-1
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2-2

To start the RMX Web Client:

1 In the browser address line, enter
https://<Control Unit IP Address> and press the Enter key.

The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

[¥ou are accessing a 5. Govemment (USE) Information System (IS) that is |

provided for USG-authorized use only. |

By using this IS {which includes any device attached to this I5], you consent
L

to the follawing conditions:
~ The USE routinely intercepts and monitors communications an this 15 for
purposes including, but not limited to, penetration testing, COMSEC

monitoring, network operations and defense, personnel misconduct (PM), law

(LE). and intell (i |
]

| g BT

2 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The Login - Welcome screen is displayed:

Polycom RMX 2000

EMAFedV1.00F

3  Enter your User Name.

4 Enter your Password.
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5 Click Login.
The RMX Web Client - Main Screen is displayed.

The Login screen contains a link to the RMX Manager installer.

The RMX Manager is faster than the RMX Web Client and can give added

efficiency to RMX management tasks, especially when deployed on

workstations affected by:

* Lack of performance due to bandwidth constraints within the LAN/WAN
environment.

» Slow operation and disconnections that can be caused by the anti-phishing
component of various antivirus applications.

For more information see the RMX 2000 Deployment Guide for the DoD
Environment "Installing RMX Manager for Secure Communication Mode” on
page 2-1, .
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RMX Web Client Screen Components

The RMX Web Client’s main screen consists of five panes:

*  Conference List
*  List Pane

*  RMX Management

e Status Bar
e Address Book

*  Conference Templates

For more information see the RMX 2000 Administrator’s Guide, "Users,
Connections and Notes” on page 11-1.

POLYCOM | RMX 2000

Conferences  f
X ¢ View Administration Setup Help Signaling Host: 172.22.187.42  Logout
List [Parte -
e = @ @ & ' B = g
R o el m (Pplfd o & & @ O = =@ ¢ [ o Bzl S
Display [Status |10 [ start Tim [End Time [Hame [status [Role [P Addred Alias Na_[Network |Dialing Dif Audia [ :
H
3
List 17222, € Dialo 17jcH
-3
172.22. g Dialo 1§
sdfsdf 4 Dialo 0. [
xevey 633 Dialo 1
Address
Book
Management — rarrr ——
S
Frequently Used
Conference 8 Comectirs
Templates —
Lk Signaling Monitor
Tab
W5 Hardware Monkor
EX Meeting Rooms
= Ressrvations
Status Bar L N ' e
. SystemAlerts ParticipantAlerts Port Usage: Yoice [ 070 Ml Video 0 /40 /i\ MCU State: MAJOR.
Banner THIS IS & DOD SYSTEMAND 15 SUBJECT TO MONI TORING, UNAUTHORI ZED USE MAY SUBJECT ¥ QU TS ADMINISTRATIVE 4 CTION OF, CEIMNAL PROSE CUTIGN AND PENALTIES. |

The main screen can be customized. For more information, see
"Customizing the Main Screen” on page 2-13.
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Viewing and System Functionality Permissions

Viewing and System Functionality permissions for Administrators and
Operators are summarized in Table 2-1:

Table 2-1  Viewing and System Permissions

Authorization Level

Operator Administrator

Viewing Permissions

Conference List v v
List Pane v v
Address Book v v
Conference Templates v v
Status Bar v v
RMX Management v v
Conference Alarms v v
Conference Status v v
Configurations v v

System Functionality

Start Conferences v v
Monitor Conferences v v
Monitor Participants v v
Solve Basic Problems v v
Modify MCU Configuration v

2-5
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Conferences List

If you are logged in as a user with Operator or Administrator
permissions:

The Conferences pane lists all the conferences currently running on the
MCU along with their Status, Conference ID, Start Time and End Time data.
The number of ongoing conferences is displayed in the pane’s title.

Save Conference
to Template

Start/Resume/Pause Recording

Stop Recordin
Delete Conference [ P g
-OnNTer*nces A
New Conference ——a% ® £ e/ |n ——Toolbar
Mame |Status |ID |Star‘t Time |End Time l— List Headers
'% POLY B Mot Full; 56100 9:59 4AM 11:29 AM
% SUPP /By Mot Full; 99754  2:59 PM 1:04 PM Conference Data
'% Marlk 90111 1:16 PM 1:04 PM

The Conferences list toolbar contains the following buttons:
* New Conference - to start a new ongoing conference.
* Delete Conference - delete the selected conference(s).
If Conference Recording is enabled the following are displayed in color:
— Start/Resume Recording - start/resume recording.
— Stop Recording - stop recording.
— Pause - |u| toggles with the Start/Resume button.

List Pane
The List pane displays details of the item selected in the Conferences pane
or RMX Management pane. The title of the pane changes according to the
selected item.
T —
L Total number of participants
RMX Management

2-6

The RMX Management pane lists the entities that need to be configured to
enable the RMX to run conferences. Only users with Administrators
permission can modify these parameters.

The RMX Management pane is divided into two sections:



Status Bar
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*  Frequently Used - parameters often configured monitored or
modified.

* Rarely Used - parameters configured during initial system set-up
and rarely modified afterward.

The Status Bar at the bottom of the RMX Web Client contains Systern and
Participant Alerts tabs as well as Port Usage Gauges and an MCU State
indicator.

.. Systemalerts Participant Alerts E,E Port Usage: Yideo 74 7 oMl ¥ MCU State: NORMAL

System Alerts

This is a list of system problems. The alert indicator flashes red when at
least one system alert is active. The flashing continues until a user with
Operator or Administrator permission reviews the list.

The System Alerts pane is opened and closed by clicking the System Alerts
button in the left corner of the Status Bar.

Active
Alarms [STSEEM ATERES () —

Time Category |Level [Code Process Name | Description

@ o/zs/z006  general  major  IP_SERVICE_CHANGED csMngr ip service was changed, reset the RMX (Task stat:

@ o/13/z006  card major  NO_CONNECTION_WITH_CARD  Cards Board ID:0, Card Type:switch, Description: No co

Faults @ o/13/2006  general  major  INTERWAL_MCL_RESET MemsDaemo  No connection with Switch (Task status: Normal)
List @ o/13/2006  general  major  INSUFFICIENT_RESOURCES Resource Insufficient resources (Task status: Mormal)
i s/13/2006  card major  CARD_STARTUP_FAILURE Cards Board ID:0, Card Type:illegal, Description: MFA si
@ o/13/2006  general  major  CFG_CHANGED MeuMngr SYSTEM CFG was changed, reset the RMX (Task s

For more information about Active Alarms and Faults List, see the RMX
2000 Administrator’s Guide, "System and Participant Alerts” on page 16-6.

Participant Alerts

This is a list of participants that are experiencing connection problems. It
is sorted by conference.
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The Participant Alerts pane is opened and closed by clicking the
Participant Alerts button in the left corner of the Status Bar.

Conference  |Name Status Disconnection Time  |Rale |IP Address [Alias |Network | Dialing Direction | Audio | video |Encryptio | FECC Tol
Marketing [ V69 QI discon  9/21/2006 2:18 PM 172.22,189 H.323 4z Dial out o

4 =

Marketing  f V96 QI discon  9/21/2006 2:18 PM 172.22.186 H.323 42 Dial out

. L]

Port Usage Gauges
The Port Usage gauges indicate:

*  The total number of Video or Voice ports in the system according to
the Video/Voice Port Configuration. The Audio gauge is displayed only
if Audio ports were allocated by the administrator, otherwise only the
Video port gauge is displayed.

*  The number of Video and Voice ports in use.

*  The High Port Usage threshold.

Total Allocated Video Ports (CIF resolution) In System
Video Ports In Use

Video Port Usage Indicator

Total Allocated Audio Ports In System
Audio Ports In Use

Audio Port Usage Indicator

Port Usage: Yoice 20 j SOl VYideo 24 f 7

Audio and Video High Port Usage Threshold I |

The High Port Usage threshold represents a percentage of the total
number of video or voice ports available. It is set to indicate when
resource usage is approaching its maximum, resulting in no free resources
to run additional conferences. When port usage reaches or exceeds the
threshold, the red area of the gauge flashes and a System Alert is
generated. The default port usage threshold is 80% and it can be modified
by the system administrator. For more information, see the RMX 2000
Administrator’s Guide, "Port Usage Gauges” on page 16-54.
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MCU State
The MCU State indicator displays one of the following:

[FStarting up (15:25) | - The MCU is starting up. The time remaining until
the system start-up is complete is displayed between brackets while a
green progress indicator bar indicates the start-up progress.

Progress Indicator Bar Time Remaining

[Fstarting up (15:25) |

W meu state: NorMaL | - The MCU is functioning normally.

/\meu state: mazor | - The MCU has a major problem. MCU behavior
could be affected and attention is required.
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Address Book

The Address Book is a list of Participants and Groups that have been defined
on the RMX. The information in the Address Book can be modified only by
an administrator. All RMX users can, however, view and use the Address
Book to assign participants to conferences.

The Address Book toolbar contains a Quick Search field and the following
six buttons:

*  New Participant *  New Group
*  Delete Participant *  Delete Group
*  Import Address Book *  Export Address Book
New G
Delete Participant ew roup
o Delete Group
New Participant ——  Import Address Book
—| liExport Address Book
Rddre:s Bobk 4— Click
,-,04:, ,-Rx |_%_"TI @ EZ [ Quick Search: to hide
Audio Participant Type V|Name V|Dia|ing Dir V|IP Address.-"’PhV|_’\_ Address
~ B 1.2.3.12 4 Dialout  1.2.3.12 Book
Video Participant —|z] 1.2,3.13 5 Dialout  1.2.3.13
E 1.2.3.14 Dial out 1.2.3.14 i
Group — |~ g “ | Quick
[l 1.2.3.15 23 Dialout  1.2.3.15 Search
[k 1.2.3.16 42 Dial in 1.2.3.16

Address Book entries are listed according to:

* Type - whether an individual Participant or a Group of participants
*  Name - of the participant or group

* Dialing Direction - Dial-in or Dial-out

IP Address/Phone - of the participant

2-10



Polycom RMX 2000 Getting Started Guide

Displaying and Hiding the Address Book
The first time you access the RMX Web Client, the Address Book pane is
displayed. You can hide it by clicking the anchor pin (£)) button.

The Address Book pane closes and a tab appears at the right edge of the
screen.

Click the tab to re-open the Address Book.
Click tab to open Address Bookj

G 0B o 3@ 0 B = el e E
Mame |Status |Ro|a ‘IP nddress|n|ias Ma |Networl< |Dia|ing Di‘nudio |Uideo |Encryption |FECCTOI-(en | g
= POLYCOM_1040411116 (5 participants) g

:!QEI 1.2.3 <= conn 1.2.3.14 H.323 &% Dial o E

Byl A waiti 1.0.00 H.323 43 Diali o ‘B 5

e 1232 <@= conn 1.0,0.0 H.323 %3 Dial o

Conference Templates

Conference Templates enable administrators and operators to create, save,
schedule and activate identical conferences.

A Conference Template:
*  Saves conference and Operator conference Profiles.

*  Saves all participant parameters including their Personal Layout and
Video Forcing settings.

*  Simplifies the setting up Telepresence conferences where precise
participant layout and video forcing settings are crucial.
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Displaying and Hiding Conference Templates

The Conference Templates list pane is initially displayed as a closed tab in
the RMX Web Client main window. The number of saved Conference
Templates is indicated on the tab.

@ X g el = G REe® R @Y e ¢ G EERR

Display h[ststus 1D Start Tirn |End Time |Name [status role  [1p addredalias na [network [Dialing pifaudio _ |
S Bram [ Singl 02854  7:02PM 1:52 PM S Bram (1 participant) Sear:h

2 supp ) Singl 67931 12:53P 1:53PM | Ml <@ Comn 0.0.0.1 H.323 Dial o [Trpe [wam ~ +[pialing ¥]1p.
& iy sing £

o
o
E
5
&
3
S
)
o
B
2
=
&
g
2
)

Conference Templates Tab /

Number of Saved Conference Templates

Clicking the tab opens the Conference Templates list pane.

Delete Template Start Template Click to hide the
New Template _I I—Schedule Template Conference Templates List l
. > @
LS A
Template Name |ID |

List of I deb_conf_for_template 3

Saved (deb t lat: z
: deb_template

Templates i

Number of Saved Conference Templates

Hide the Conference Templates list pane by clicking the anchor pin (£»)
button in the top right corner of the pane.

The Conference Templates list pane closes and a tab appears in the top right
corner of the screen.
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Customizing the Main Screen

You can customize the main screen according to your preferences. Pane
sizes can be changed, column widths can be adjusted and data lists can be
sorted.

Customization settings are automatically saved for each logged-in user.

{ ‘ : The next time the RMX Web Client is opened, the main screen settings appear
T as they were when the user exited the application.

To re-size a pane:

» Move the pointer over the pane border and when the pointer
becomes a 4p click and drag the pane border to the required size and
release the mouse button.

To adjust column width:
1 In the column header row, place the pointer on the vertical field-
separator bar of the column.

2 When the pointer becomes a +h, click and drag the field separator bar
to the required column size and release the mouse button.

To sort the data by any field (column heading):

1 Inthe Conference list or List view pane, click on the column heading of
the field to be used for sorting.
A ¥ or ~ symbol appears in the column heading indicating that the
list is sorted by this field, as well as the sort order.

2 Click on the column heading to toggle the column’s sort order.

To change the order of columns in a pane:

» Click the column heading to be moved and drag it to its new position.
When a set of red arrows appears indicating the column’s new
position, release the mouse button.

To restore the RMX display window to its default configuration:
» Onthe RMX menu, click View > Restore RMX Display Defaults.

‘Wiews | Administration  Setup  Help
< Zaom hd

Restore RMY Display Defaults
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Customizing the RMX Management Pane
The RMX Management pane can be viewed either as a list or as a toolbar.

To switch between Toolbar and List Views:
» Inthe RMX Management pane, click the Toolbar View button to switch
to Toolbar view.

» In Toolbar view, click the List View button to switch back to List view.

Toolbar View Button

| M X dnagemen

Frequently Used

3

E!EI‘E] Connections List View

I;Ql).z. Users

£k Central Signaling

g5 Hw Monitor

List View Button

[ 1 5 B ] — Toolbar View

You can move items between the Frequently Used and Rarely Used sections
depending on the operations you most commonly perform and the way
you prefer to work with the RXM Web Client.

This only works in List view because in Toolbar view, all items are
represented by icons.

To expand or Collapse the Frequently Used and Rarely Used sections:
The Frequently Used and Rarely Used sections can be expanded or collapsed
by clicking the 2| and ¥| buttons.

To move items within and between the Frequently Used and Rarely

Used sections:

1 Inthe RMX Management pane click and drag the icon of the item that
you wish to move.

An indicator line (/) appears indicating the new position
of the icon.
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2 Release the mouse button when the icon is in the desired position.

The new position of the

-
[ &y users al /Networks icon
Central Signaling
Hw Monitor /
Meeting Rooms lk

A
Reservations

Rarely Used

B

List
View — |

[ e &

R

45 Conference Profiles
& Networks

4% Entry Queuss

4% SIP Factories
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Starting a Conference

There are several ways to start a conference:

*  Clicking the New Conference button in the Conferences pane. For more
information, see "Starting a Conference from the Conferences Pane” on
page 2-17.

* Dialing in to a Meeting Room.

— A Meeting Room is a conference that is saved on the MCU. It
remains in passive mode until it is activated by the first
participant, or the meeting organizer, dialing in.

For more information about Meeting Rooms, see the RMX 2000

Administrator’s Guide, "Meeting Rooms” on page 3-1.

* Dialing in to an Ad Hoc Entry Queue which is used as the access
point to the MCU.

For a detailed description of Ad Hoc Entry Queues, see the RMX 2000

Administrator’s Guide, .

*  Start a Reservation:

—  If the Start Time of the Reservation is past due the conference
becomes ongoing immediately.

— If the Start Time of the Reservation is in the future the conference
becomes ongoing, at the specified time on the specified date.

For more information, see "Starting a Reservation” on page 2-27.

*  Start from any Conference Template saved in the Conference Templates
list.
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Starting a Conference from the Conferences Pane

To start a conference from the Conference pane:

1

In the Conferences pane, click the New Conference (&) button.

The New Conference — General dialog box opens.

GRoXE P E
[Stots_[Role [P Addred]aios o [newwork [oiairg oiaudio

57405 (4 participants)

> Participants Display Hame SUPPORT_1483412004

3 Information Bursiom = 3
Routing Name I
Profile: Factory_‘ideo_Profile >
D1 —
Conference Password:
Chairpersan Password: —

Reserve Resources for Video Participants: o E|i
Reserve Resourcss far Audio Participants: o =

& Recording Links

The system displays the conference’s default Name, Duration and the
default Profile, which contains the conference parameters and media
settings.

The RMX automatically allocates the conference ID, when the
conference starts.

In most cases, the default conference ID can be used and you can just
click OK to launch the conference. If required, you can enter a
conference ID before clicking OK to launch the conference.

You can use the New Conference - General dialog box to modify the
conference parameters. If no defined participants are to be added to
the conference, or you do not want to add additional information,
click OK.
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General Tab

2 Define the following parameters:

Table 2-2 New Conference — General Options

Field

Description

Display Name

The Display Name is the conferencing entity name

in native language character sets to be displayed in

the RMX Web Client.

In conferences, Meeting Rooms, Entry Queues and

SIP factories the system automatically generates an

ASCII name for the Display Name field that can be

modified using Unicode encoding.

* English text uses ASCII encoding and can
contain the most characters (length varies
according to the field).

* European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of
the length of the maximum.

The maximum length of text fields also varies
according to the mixture of character sets (Unicode
and ASCII).

Maximum field length in ASCII is 80 characters. If
the same name is already used by another
conference, Meeting Room or Entry Queue, the
RMX displays an error message requesting you to
enter a different name.

Note: This field is displayed in all tabs.

Duration

Define the duration of the conference in hours using
the format HH:MM (default 01:00).
Note: This field is displayed in all tabs.
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Table 2-2 New Conference — General Options (Continued)

Field

Description

Routing Name

Routing Name is the name with which ongoing
conferences, Meeting Rooms, Entry Queues and
SIP Factories register with various devices on the
network such as gatekeepers and SIP server. This
name must defined using ASCII characters.
Comma, colon and semicolon characters cannot
be used in the Routing Name.
The Routing Name can be defined by the user or
automatically generated by the system if no Routing
Name is entered as follows:
* If ASCII characters are entered as the Display
Name, it is used also as the Routing Name

* |If a combination of Unicode and ASCII
characters (or full Unicode text) is entered as the
Display Name, the ID (such as Conference ID) is
used as the Routing Name.

If the same name is already used by another

conference, Meeting Room or Entry Queue, the

RMX displays an error message and requests that

you to enter a different name.

Profile The system displays the name of the default
Conference Profile. Select the required Profile from
the list.

The Conference Profile includes the Conference line
rate, media settings and general settings.
For a detailed description of Conference Profiles,
see the RMX 2000 Administrator’s Guide,
"Conference Profiles” on page 1-1.

ID Enter the unique-per-MCU conference ID. If left

blank, the MCU automatically assigns a number
once the conference is launched.

This ID must be communicated to conference
participants to enable them to dial in to the
conference.
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Table 2-2 New Conference — General Options (Continued)

Resources for
Video Participants

system must reserve resources.

Default: O participants.
Maximum:

*  MPM Mode: 80 participants.
*  MPM+ Mode: 80 participants.

Field Description

Conference Enter a password to be used

Password by participants to access the
conference. If left blank, no
password is assigned to the These fields are
conference. numeric and have
This password is valid only in | a default length of
conferences that are 4 characters. The
configured to prompt for a administrator can
conference password. modify them in the

Setup - System

Chairperson Enter a password to be used Configuration

Password by the RMX to identify the Settings. For more
Chairperson and grant him/her | information, see
additional privileges. If left RMX
blank, no chairperson pass- Administrator’s
word is assigned to the confer- | Guide, "System
ence. Configuration” on
This password is valid only in page 16-10.
conferences that are config-
ured to prompt for a chairper-
son password.

Reserve Enter the number of video participants for which the

Reserve
Resources for
Audio Participants

Enter the number of audio participants for which the

system must reserve resources.

Default: O participants.
Maximum:

*  MPM Mode: 80 participants.

*  MPM+ Mode: 120 participants.

If all participants are undefined, dial-in and no additional
information is required for the new conference, click OK.
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4 To add participants from the Participants Address Book or to define
participants (mainly dial-out participants) click the Participants tab.

Participants Tab

This procedure is optional.

® The Participants tab is used to add participants to the conference from the
Address Book.
It is also used to add defined dial-out participants to the conference. Defined
dial-out participants are connected to the conference automatically when the
conference is launched

5 Click the Participants tab.
The Participants tab opens.

New Conference

3 General

Display Mame: |SUPPORT_1291004024
% Information Duration: ’—ljlﬁ
MName ‘IP Addres‘nllas Ma |Network |D|a|mg D||Em:rypt|on
Participants
List

Lecturer: e

When defining a new conference, the Participants List is empty.
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The following table describes the information displayed in the
Participants List and the operations that can be performed.

Table 2-3 New Conference — Participants Tab

Column / Button

Description

Participants List

Name

A Unicode field that displays the participant’s name
and an icon representing the endpoint type: Audio
Only or Video.

IP Address/Phone

Indicates the IP address or phone number of the

participant’s endpoint.

*  For dial-out connection, displays the IP
address or phone number of the endpoint
called by the Polycom RMX 2000.

. For dial-in connection, displays the
participant’s IP address or phone number
used to identify and route the participant to
the appropriate conference.

Alias Name/SIP
Address (IP Only)

Displays the alias name of an H.323 endpoint or
the SIP URL.

Network

The network communication protocol used by the
endpoint to connect to the conference: H.323, SIP
or ISDN/PSTN.

Dialing Direction

Dial-in — The participant dials in to the
conference

Dial-out — The RMX dials out to the
participant

Encryption

Displays whether the endpoint uses encryption for
its media.

The default setting is Auto, indicating that the
endpoint must connect according to the
conference’s encryption setting.

Note: The H.320 protocol (ISDN/PSTN) does not
support encryption.
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Table 2-3 New Conference — Participants Tab (Continued)

Column / Button | Description

Buttons

New Click to define a new participant.
For more information, see the RMX 2000
Administrator’s Guide, "Adding a new participant to
the Address Book Directly” on page 5-4.

Remove Click to remove the selected participant from the

conference.

Add from Address | Click to add a participant from the Address Book to
Book the conference.

Lecturer This option is used to activate the Lecture Mode.

Select the participant you want to designate as
Lecturer from the drop-down menu list of
conference participants.

Participants can be added to the conference in the following methods:

Defining a new participant during the definition of the
conference (clicking the New button).

Adding pre-defined participants from the Address Book by
either selecting the participants from the list or dragging and
dropping the participants from the Address Book to the
Participants list.

Dial-in participants can connect to the conference after it was
started (without using the New Conference - Participants dialog
box).

Once the conference has started, participants can be added to a
conference directly from the Participants Address Book without
having to use the New Conference - Participants tab. For more
details, see "Adding Participants from the Address Book” on

page 2-50.
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To add participants from the Address Book:

6 In the Participants List, click the Add from Address Book button to
open the Participants Address Book.

Participants Address Boo A

> General

New Conference .

Display Name:

Duration

SUPPORT_1291004024
1=]:fo0 =

[Hame 1P addres]Alias Na_[netwark [Dialing il Encryption

~| I~ pial o Manually

ITO-|- &s @;‘ & Quick Search:

Type V|Nam | IP Addr7|m|as M V|Natwor V|D|a||ng V‘ Encryption V|*
& 172,22, 24 H.323 42 Dialo auto

= 18619 172,22, 18619 H.323 4% Dialo auto

E=A 2 172.22. 5135 H.323 4 Dialo auto

E=A 2313 172,22, 156156 H.323 435 Dialo auto =
== Kaminsk 172.22. 8898 H.323 42 Dial o auto

=A liorba 172,22, 5050 H.323 43 Dialo auto

== RMX 172,22, H.323 43 Dial o auto

== usoo-41 17222, 414141 H.323 5 Dialo auto

=A vs 172,22, vs H.323 43 Dialo auto

= ¥s-13 17222, 23111 H.323 % Dialo auto

& vs-63 17222, 2027 H.323 4 Dialo auto
& VSH300 17222, 385620 H.323 43 Dialo auto

= ¥sx7000 172,22, 1476 H.323 4 Dialo auto

gl wsx7000 172.22. 202020 H.323 &) Dialo auto

B wsx7000 172,22, 2645 H.323 @ Dial o auto

[EE) e amann aasEns wans B mial e ke (v

o »

7 In the Participants Address Book, select the participants that you want

to add to the conference and click the Add button.

Standard Windows multiple selection techniques can be used in this

procedure.

8 The selected participants are assigned to the conference and appear

in the Participant List.

9  Select additional Participants or click the Close button to return to the

Participants tab.
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Information Tab
In the Info fields, you can add general information about the conference,
such as contact person name, company name, billing code, etc.

This information is written to the Call Detail Record (CDR) when the
conference is launched.

Changes made to this information once the conference is running are not
saved to the CDR.

This procedure is optional.
The information entered into these fields does not affect the conference.

To add information to the conference:
10 Click the Information tab.

The Information tab opens.

New Conference

3 General
3 Participants Display Mame: |sUPPORT_1291004024|

By = =

Infol:

Infoz:

[
[
Info3: [
[

Billing Info:
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11 Enter the following information:

Table 2-4 New Conference — Info Options

Field Description

Info1, 2, 3 There are three information fields that allow you to
enter general information for the conference such as
company name, contact person etc.

Unicode can be used in these fields.

The maximum length of each field is 80 characters.

Billing Enter the conference billing code if applicable.

12 Click OK.
An entry for the new conference appears in the Conferences pane.

If an ISDN/PSTN dial-in number was assigned to the conference
either automatically or manually, this number can be viewed in the
Conferences pane.

If no participants were defined for the conference or as long as no
participants are connected, the indication Empty and a warning icon
(&) appear in the Status column in the Conferences pane.

The status changes when participants connect to the conference.

If no participant connects within the time specified in the Conference
Profiles > Auto Terminate > Before First Joins field, the conference is
automatically terminated by the system.
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Starting a Reservation
To start a conference from the Reservation Calendar:
1 Inthe RMX Management pane, click the Reservation Calendar
button ([]).
The Reservation Calendar is displayed.

i Ve Adminstration Setup Help RMX IP Address: 172.22.19228 _ Signaling Host: 17222.192.32  MCUPrefinin GK: 9431 L
FED 4G =l - I
Display H[Status _[1D [ start Tim|End Tife 1122008 Sui1M3ZN8  Mon 114208  TucIUSZNE  \Wed1V62ME  ThylwIZNE  Friluamm  Saf

25 Testc i NotF sasso
35 TestC [y Singl 62910
S5 TestC 8 Empt 65499
5% TestC My Empt 13391
25 Testc  Empt 19093

@, Testc & empt ass31

12 0@ Sales

RFIR Hanagement
a | Logistics
Frequently Used # =0
25 Connections
o [il]
M users
4 Signaing Monitor (]

B Hardware Monitor

B3 Meeting Rooms

2

Lddress Book 20 i}
2 o

Rarely Used ¥
99 00

2 Click the New Reservation (=3 ) button.
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The New Reservation - General tab dialog box opens.

New Reservation N

3 Participants Display Name: [SUFPORT 300838150

3 Schedule . —=3F =

3 Information prreen: Q=ifias =
Routing Name: l—
Profile: [Facton_video_Profie. =]
1D I—
Conference Password:
Chairperson Password: I—

Reserve Resources for Video Participants: |0 =
Reserve Resources for Audio Participants: |0 =
Maximum Number of Participants: Automatic =

I Enable ISDN/PSTN Dial-in

ISDN/PSTN Netwark Service: [Defatt Service] =
Dial-in Number (1):
Dial-in Number (2): [%

[ o ] o |

3  Optional. Select the Enable ISDN/PSTN Dial-in check box if you
want ISDN and PSTN participants to be able to connect directly to the
conference.

4 If Enable ISDN/PSTN Dial-in option is selected, either enter a dial-in
number, or leave the Dial-in Number field blank to let the system

automatically assign a number from the dial-in range defined for the
selected ISDN/PSTN Network Service.

5 C(lick the OK button.

A confirmation box is displayed stating that the Reservation time is
past due and that the conference will become ongoing.

RMX 2000 X

P
\-f/ Reservation time is past due, an ongoing conference will be created instead
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6 C(Click the OK button.

The conference is started. If an ISDN/PSTN dial-in number was
assigned to the conference either automatically or manually, this
number can be viewed in the Conferences pane.

For more information about Reservations, see the RMX 2000
Administrator’s Guide, "Reservations” on page 6-1.

Starting an Ongoing Conference From a Template

An ongoing conference can be started from any Conference Template
saved in the Conference Templates list.
To start an ongoing conference from a Template:

1 In the Conference Templates list, select the Template you want to start
as an ongoing conference.

2 Click the Start Conference from Template (*ﬁ) button.
or
Right-click and select Start Conference from Template.

|
Delete Conference Template

Start Conference Fram Temnplate

Schedule Reservation from Template

Template Properties

The conference is started.

_ : If a Conference Template is assigned a dial-in number that is already assigned
' ‘ ) to an ongoing conference, Meeting Room, Entry Queue or Gateway Profile,

- when the template is used to start an ongoing conference or schedule a
reservation it will not start. However, the same number can be assigned to
several conference templates provided they are not used to start an ongoing
conference at the same time. If a dial in number conflict occurs prior to the
conference’s start time, an alert appears: “ISDN dial-in number is already
assigned to another conferencing entity” and the conference cannot start.

The name of the ongoing conference in the Conferences list is taken
from the Conference Template Display Name.
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Participants that are connected to other ongoing conferences when
the template becomes an ongoing conference are not connected.

7 : If an ongoing conference, Meeting Room or Entry Queue with the same Display
f ‘ ) Name, Routing Name or ID already exist in the system, the conference will not
- be started.

For detailed description of Conference Templates, see RMX 2000
Administrator’s Guide, "Conference Templates” on page 8-1.
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Connecting to a Conference

Direct Dial-in

®

Participants must be provided with a dialing string which can vary
according to the network type, conference password and chairperson
password.

Participants dial the conference dial-in string and are connected to the
conference IVR Service. Once the correct information, such as the
conference password and chairperson password are entered, the

participants are connected to the conference.
"= '.‘ "ﬂé

Maple Room
Conference ID: 1001
Password 34567

o

IP Endpoint MCU

Q.
‘?y,

007 “Conference
Password?”
>
' 2
Waple_room@palycom.com - ﬂ@
—_—
— EE

SIP Endpoint

Q
<:§‘°Q
quf

Conference
IVR Service

Oak Room
Conference ID: 1002
Password 71356

ﬁ'wi‘“J y

IP Endpoint

Dial-in Connection via IVR System

The chairperson can use the chairperson password as the conference
password and does not need to enter the conference password.

Participants connecting to HD Video Switching conferences must have HD
capable endpoints and must connect using the same line rate as defined for the
conference. If not, they are connected as Secondary (audio only participants).
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H.323 Participants

For H.323 participants, the dialing string is composed of the MCU prefix
in the Gatekeeper and the conference ID.

Example:

Prefix in gatekeeper 925
Conference ID 1001
Conference Name Maple_Room

» The participant dials 9251001 or 925Maple room
If there is no gatekeeper defined for the network, H.323 participants dial
the MCU'’s signaling host IP address and the conference ID, separated
by ##.

Example:
MCU (Signaling Host) IP address ~ 172.22.30.40
Conference ID 1001

» The participant dials 172.22.30.40#41001

SIP Participants

For SIP participants the dialing string is composed of the conference
routing name and domain name in the following format:
conference routing name@domain name

Example:

Conference routing name 1001

» The participant dials 1001@polycom.com
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Entry Queue Access

Access via an Entry Queue allows all participants to dial the same entry
point that acts as a routing lobby. Once in the Entry Queue, participants
are guided to the conference according to the conference ID they enter.

ISDN/ PSTN =07
Endpoint = MCU -y

; Maple Room '
! Conference ID: 1001
Password 34567
9
é’@’
%
(4 “Conference »
MCU Prefix in PCaOSnsf:,;ergge"
IP Endpoint Gatekee‘peyr -\925 i
= /_\/-\ L\

2 325 DefaUEQ ¢ Network 1001
w.‘ : - v ,i—’- t‘ . -_’;/: ::l-'*'ll 001 mlﬁ

"

D Ll 00 {#El ﬁ 11356
!
==

34567

Entry Queue Conference
Name: DefaultEQ G
Numeric ID: 1000 IVR Service
Dial-in Number: 9251000 a
00
SIP Endpoint

Oak Room
Conference ID: 1002
Password 71356

Figure 2-1: Dial-in Connection via Entry Queue

Dialing is executed in the same way as for conferences, where the Entry
Queue ID/Name replaces the Conference ID/Name.

H.323 Participants

H.323 participants dial [Gatekeeper Prefix] [Entry Queue ID/Name].

Example:
Prefix in gatekeeper 925
Entry Queue ID 1000

» The participant dials 9251000
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H.323 participants can bypass the Entry Queue IVR voice messages by
adding the correct Conference ID of destination conference to the initial
dial string:

[Gatekeeper Prefix] [EQ ID] [##Destination Conference ID]

Example:
Conference ID 1001
» H.323 participants dial 9251000##1001

H.323 participants can also bypass the conference IVR voice messages by
adding the Conference Password to the initial dial string:

[Gatekeeper Prefix][EQ ID] [##Destination Conference
ID] [##Password]

Example:
Conference ID 1001
Conference Password 34567
» H.323 participants dial 9251000##1001#4#34567

SIP Participants

Using an Entry Queue minimizes the number of conferences that require
registration with the SIP server and enables using one URI address for all
dial-in connections, using the format:

<Entry Queue routing name>@<domain name>

Example:

Entry Queue Routing Name DefaultEQ

Domain Name polycom.com

» SIP participants dial DefaultEQRpolycom.com

ISDN and PSTN Participants
ISDN and PSTN participants can connect to conferences and Meeting
Rooms only via an Entry Queue.

Up to two dial-in numbers can be allocated to an Entry Queue for use by
ISDN and PSTN participants.

Calls to numbers within the ISDN and PSTN Dial-in Range that are not
allocated to an Entry Queue are routed to the Transit Entry Queue.
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Dial-in ISDN and PSTN participants dial one of the dial-in numbers
assigned to the Entry Queue, including the country and area code (if
needed). They are routed to their conference according to the
conference ID.

Example:
Entry Queue ID 1000
Assigned Dial-in number 9251000

» ISDN/PSTN participants dial 9251000

Once connected to the Entry Queue, they enter the conference
Numeric ID or password to be routed to the appropriate conference.

Dial-out Participants

Dial-out participants are defined with their dial-out number. Once they
are added to the ongoing conference, the MCU automatically calls them at
a rate of 1 dial-out per second, using the default H.323, SIP or ISDN/
PSTN Network Service defined for them.
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Text Indication in the Video Layout

2-36

Endpoint Names

During conferences you can view the names of the endpoints that are
connected to the conference in your endpoint’s video layout windows.
The MCU can display up to 33 characters of the endpoint’s name,
depending on the window’s layout (size).

The following is an example of endpoint name display in the endpoint
screen:

Endpoint names (in
Unicode or ASCII)
in 2 x 2 video layout

Orion Room

The displayed name is determined as follows:
*  The system displays the name that is defined at the endpoint.
* If the endpoint does not send its name:

— For a defined H.323 or SIP participant:

e The system displays the name from the participant
definition.

— For an undefined H.323 participant:
* Display the H.323 ID alias.
or
Display the E.164 alias.
or
Display nothing if all the fields are empty.
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— For a SIP undefined participant:
* Display the SIP DisplayName field.
or
Display the SIP Address (SIP application server).
or
Display the SIP ContactDisplay field.
or
Display nothing if all the fields are empty.
— For a defined H.320 participant:
*  The system displays the name from the participant
definition.
— For an undefined H.320 participant:

* Display the Terminal Command String (TCS-2) to identify the
participant.

or
Display nothing if the string is not received or empty.
* If the endpoint’s Display Name is changed in the RMX Web Client, it
overrides all the above.
To change the Display Name:

1 In the Participants list, double-click the participant or right-click the
participant and then select Participant Properties.
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The Participant Properties - Media Sources dialog box opens:

Dn Erences —alclpans tz
G X o el m P B w5 @
Name [status [0 [5 [Mame [
% zoe Ay NotF 84208 1|= Marketing (2 participants)
& Marketing 05783 1
84 POLYCOM_1 63422 1| _ (. HunterRgrrester

Do TP ot

3 General

> Advanced I Hame! [parylPatterson I

» Information Wiehsite

> H.245

Layouk Type: [Srmerce <]
> (Connection Status
3 Channel Status

> Channel Status Advanced [l

» Gatekesper Status

Blo
Audin Video I o
a1} = =

Operator [ r
Partidpant [~ =

2 Enter the new Display Name in the Name field.
3 Click OK.

2-38



Polycom RMX 2000 Getting Started Guide

Text Indication

The Text Indication appears in the window of the current speaker in the
participant’s layout in addition to the endpoint name. It displays the
conference Secure mode (on or off), total number of connected
participants, number of video participants and number of audio
participants.

The text indication is automatically displayed when there is a change in
the conference Secure state (when Secure is implemented or cancelled)
and it appears only for a few seconds (the same duration as the endpoint
names).

The conference chairperson or participants can request the display of a
Textual Indication of the conference’s statistics by entering the DTMF code
*88 on the endpoint’s DTMF input device, such as remote control.

1~

Text Indicator >

ehdah o e Lt S T

Participant’s Layout ——|

Current Speaker

Endpoint Name

The Text Indication is displayed according to the permission set in the
Conference IVR Service:

*  Chairperson permission: Only the chairperson sees the indication

* Everyone permission: All participants see the indication.

Participants connected as Secondary (no video) will be considered as audio
participants; defined participant which are not currently connected to the
conference (disconnected, redial, disconnecting, etc.) are not counted.

Text Indication can be disabled by adding a new flag to the System
Configuration and setting its value to NO as follows:
ENABLE_TEXTUAL_CONFERENCE_STATUS=NO.
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This setting is recommended for MCUs running Telepresence conferences.

For more information, see the RMX 2000 Administrator’s Guide, “System
Configuration” on page 16-10.

Transparent Endpoint Names

Endpoint name backgrounds are 50% transparent, and while maintaining
contrast, do not completely obscure the overlaid video.

The Endpoint Name Transparency feature can be disabled by adding a new

flag to the System Confiquration and setting its value to NO as follows:
SITE_NAME_TRANSPARENCY=NO.

For more information, see the RMX 2000 Administrator’s Guide, “System
Configuration” on page 16-10.
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Monitoring Ongoing Conferences

Conference monitoring enables you to keep track of conferences and their
participants: if all its participants are correctly connected and whether
errors or faults have occurred.

In MPM mode, the maximum number of participants (voice and video)
that can connect to a conference is 80.

In MPM+ mode, the maximum number of participants that can connect to
a conference is 200. Of these, 80 can be video participants.

Operation Selection

All monitoring and operations procedures performed during ongoing
conferences can be performed by either of two methods:

*  Using the buttons in the toolbars.

Toolbar Buttons
e R—
G % o el m FID
name Status D stz Name [status [Role [P Addred alias Na [Wetwork [Dialing Difaudio [video [Encryptio|FECC Tok] content 1]
55 POLYCOM Iy MotFull; F 81890  2: = POLYCOM_1780343365 (8 participants)
R 169# #FORCE_ME <Bx connected 172.22 H323 € Dislo
R 169 <O connected 172,22, H323 €3 Dialo
R 1725 o connected 172.22 H323 &3 Dialo
B 169_263 I secondary 172.22, H323 € Dialo L
R 18651P <> connected 172,22, SIP 3 pial o
[Participants (17 | B 173 4B waiting for dia 17222 Hizs 6Dl q -
o Fa @ o Rex 168# #FORCE_ME <T> connected 172,22, H323 €3 Dialo
g | * %, 168##FORCE_ME <> connected 172,22 H3za €3 Dialo
Ma

Sta
——_ Mew Participant | &—— Tooltip appears when cursor is positioned over button

* Right-clicking anywhere in the Conferences or Participants pane and
selecting an operation from the menu.

=
G B w3 R @0 @ = e
Marne [ status [Rale 1P Addresalias Na [Network [Disling Difaudio  [uidea  [Encryptio[FEcC Tok]content 1]
= POLYCGOM_1780343365 (8 participants)
i 16924 e 172,22, H.323 % Dialo
B 169 Add Participant From Address Eook 17222, e () erEle
for 1725 Discannect Participant rreze. e Cete
e 1692 T 17222, H.323 €} Dislo L
e 18651 Mute Audin 172.22. sIP 2 Dial o
R 173 —— 172.22. H.323 4% Diali o L=
e 16884 Elock Audin 17222, H.323 3 Dialo
i 16824 ey — 172.22. H.323 4% Dialo
Abork H,238 Session
Add Participant to Address Book q
Connect to Website 4; Operatlons
Participant Properties Menu
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Multi Selection
Using multiple selection, you can monitor and perform simultaneous
operations on multiple participants in multiple conferences.

The selected conferences are displayed as sub-lists in the Participants list
pane.

The sub-lists can be expanded and collapsed by clicking the [+] and [=
sublist control buttons that appear next to the conference name in the

sublist headings.
Multi-selected Participant Sublists
Conferences
anfere hces
G Y uf e
Name | bebure te s “'» = FOLYCOM 1456362555 (4 plaruciparks)
% 8838 1zi2 13:5 Mamme | Status |Role |IA\Add Alia\Na Metwork Dialing O Audio | Video |Encryp |FECCT]
%@ 2546 1212 13:5 fax pd @ conn a2 H.323 63 Dial
f P11 <= conn 768 323 434 Dial
few pE D= conn 14.3 HYz3 4% Dial
B 05 == conn 345 £ Dial
: = JPOLYCOM_87480986 (4 participants)
Name | Status |Role |1P add Alias Na |Network|Dgling C Audio | video |Encryp|FECC T]
fex P17 = comn 765 H.323 4% Wial
Control button in R 018 <= comn 321 H323 4% Didl
sublist header fex P10 <= conn 332 H.323 €3 Dial
fe pll <= conn 765 H.323  §% Dial

Conference Level Monitoring

Conference level monitoring is available to the administrator and
operator.

The Conference List pane displays information about ongoing conferences.

When Conference Recording is enabled in a conference’s Profile, the
Conference Recording buttons are enabled.

.ONTEFENCES

G % gL el |m * Status
MName |Status |ID |Star‘t Time |End Time |
% POLYCOM_2 27753 2125 PM 3125 PM |
% POLYCOM_1 B Mot Full; 47239 1z2:40 PM 2140 PM
S POLYCOM_4 /By Single Participant 11945 2125 PM 3125 PM
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No status indicator display in the Status column means that the
conference is running without problems.

One or more of the status indicators listed in Table 2-5 may appear in the

Status column.

Table 2-5 Conferences — Monitoring Information

Field Description
Name Displays conference name and type of conference:

« & —Video Conference (including HD CP
conferences).

* g% — High Definition Video Conference running in
Video Switching mode.

* [§ — The conference has been secured using the *71
DTMF code.

Status Displays the status of the ongoing conference.

If there is no problem with the participant’s connection no

indication is displayed.

If one of the following statuses occur, the appropriate

indication is displayed, proceeded by a warning icon (/).

* Audio — There is a problem with the participant’s
audio.

» Empty — No participants are connected.

* Faulty Connection — Participants are connected, but
the connection is problematic.

* Not Full — Not all the defined participants are
connected.

* Partially Connected — The connection process is not
yet complete; the video channel has not been
connected.

* Single Participant — Only one participant is
connected.

* Video — There is a problem with the participant’s
video.

ID The Conference ID assigned to the conference.
Start Time Conference start time.
End Time The time the conference is expected to end.
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Additional information about the conference can be viewed when
accessing the conference properties.
To monitor a conference:

» In the Conference List pane, double click the name of the conference
you wish to monitor or right-click the conference and then click
Conference Properties.

The Conference Properties dialog box appears with the General tab

open.
.ONTEerences
@ # gL el |m
Display W[ status |10 [ start Ti
S Sales 86188  3:53 |
% Spppor Lk 988
= ‘
3 Advanced Display Hame: [
5 Videa Quality E—— e H e
- 3 Video Settings
S > Skins Routing Name
3 ¥R
Start Time:
5 Information
S Hecording End Time: 04/08/2009 v]at 1355 =
Conference Password:
Chairperson Password:
1D
Profile:
Line Rate:
L
r

Reserve Resourcesfor Video Participants =
Reservs Resourossfor Audio Participants: =

Maxirmurn Mumber of Participants: =

5
ISDN/RPSTN Network Service

Dial-in Number (13:

Dial-in Number (2)

You can view all the conference’s properties but those that appear
with a gray background cannot be modified.

For more information, see the RMX 2000 Administrator’s Guide,
"Conference Level Monitoring” on page 9-3.
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Secured Conference Monitoring
When Secure Conference Mode is enabled on the RMX, conference
chairpersons can use DTMF codes to secure and unsecure conferences.

When a conference has been secured, dial-in and dial-out connections are
prohibited, administrators cannot monitor the participants or control the
conference. Administrators can manually terminate a secured conference
but cannot view the participant list or any of the conference’s properties.

Participant Level Monitoring

Participant Connection Monitoring

When a conference is selected in the Conference List, details of its
participants appear in the List pane.

T CR— PRI (0 -
FET D / G e & o T e
Name st IName | tatus [Role_[1P Addres| lias Na_|Network |Dialing Dil Audio_|video | Encryptio FECC Tok| Gontent T
(i POLYCOM (&) NotFull F 81830 D[ PoLYCOM 1780343365 (8 participants)
2 POLYCOM 1, Empty; 75432 5| [fn 1694 #FORCE_ME <B> connected 172,22, Haz3 € Dialo
R 169 @ cornected 172.22, H323 &g Disl o

The following participant indicators and properties are displayed:

Table 2-6 Participant Monitoring — Indicators and Properties

Column Icon/Description

Name Displays the name and type (icon) of the participant:

o Audio Participant — Connected via IP phone or
"= | |SDN/PSTN.

] Video Participant — Connected with audio and video
"= | channels.

Status Displays the connection status (text and icon) of the
participant. If there is no problem with the participant’s
connection no indication is displayed.

<= Connected — The participant is successfully
connected to the conference.

D Disconnected — The participant is disconnected from
the conference. This status applies only to defined
participants.
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Table 2-6 Participant Monitoring — Indicators and Properties (Continued)

Column

Icon/Description

Status (cont.)

gp | Waiting for Dial-in — The system is waiting for the
defined participant to dial into the conference.

1= | Partially Connected — The connection process is not
yet complete; the video channel has not been
connected.

Ig= Faulty Connection — The participant is connected,
but problems occurred in the connection, such as
synchronization loss.

Ii= Secondary Connection — The endpoint’s video
channel cannot be connected to the conference and
the participant is connected only via audio.

Role

Displays the participant’s role or function in the conference:

DFK Chairperson — The participant is defined as the

conference chairperson. The chairperson can
manage the conference using touch-tone signals
(DTMF codes).

Lecturer — The participant is defined as the
conference Lecturer.

;[EI

Lecturer and Chairperson — The participant is
defined as both the conference Lecturer and
Chairperson.

o]

] Cascade Enabled Dial-out Participant — A special

== | participant functioning as a link in a cascaded
conference.

% Recording — A special participant functioning as a

L

Recording Link.

IP Address/
Phone

The IP participant’s IP address or the ISDN/PSTN
participant’s phone number.

Alias Name/
SIP Address

The participant’s Alias Name or SIP URI.
The alias of an RSS 2000 Recording System if the
participant is functioning as a recording link.
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Table 2-6 Participant Monitoring — Indicators and Properties (Continued)

Column Icon/Description

Network The participant’s network connection type — H.323, SIP or
ISDN/PSTN.

Dialing i Dial-in — The participant dialed the conference.

A =

Direction
@ Dial-out — The MCU dialed the participant.

Audio Displays the status of the participant’s audio channel.
If the participant’s audio is connected and the channel is
neither muted nor blocked, no indication is displayed.
=) Muted — Participant’s audio channel is muted. The
= | participant can still hear the conference.
(b Blocked — Transmission of audio from the

conference to the participant is blocked.

'5E| Muted and Blocked - Audio channel is muted and
b blocked.

Video Displays the status of the participant’s video channel.
If there is no problem with the participant’s video connection
and the channel is neither suspended nor secondary, no
indication is displayed.
'ﬁ’f(' Suspended — Video transmission from the endpoint

— | to the conference is suspended.
- Secondary — Participant is connected only through
¥ | the audio channel due to problems with the video
channel.

Encryption _IC‘@' Indicates that the endpoint is using encryption for its
. connection to the conference.

FECC Token

W Participant is the holder of the FECC token and has
Far End Camera Control capabilities.

The FECC token can be allocated to only one
participant at a time and remains un-allocated if no
participant requests it.
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Table 2-6 Participant Monitoring — Indicators and Properties (Continued)

Column Icon/Description

Content Token v Participant is the holder of the Content token and has
content sharing permission.

The Content token can be allocated to only one
participant at a time and remains un-allocated if no
participant requests it.

For more information, see the RMX 2000

Administrator’s Guide, "H.239” on page 2-12.

For more information, see the RMX 2000 Administrator’s Guide,
"Participant Level Monitoring” on page 9-14.
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Operations Performed During On Going

Conferences

Conference Level operations

Changing the Duration of a Conference

The duration of each conference is set when the new conference is created.
The default duration of a conference is 1 hour. All conferences running on
the RMX are automatically extended as long as there are participants

connected to the conference.

A conference’s Duration can be extended or shortened while it is running,
by modifying its scheduled End Time.

To extend or shorten a conference manually:

1 In the Conference List pane, double-click the conference Name.

2

G R L.

Display N|Status

[ip

[ start Ti

In the General tab, modify the End Time fields and click OK.

% Sales H

% Support
% Mark eting

0113
65B46

3153 P
3153 P

3:54 P

Display Name: |

Duration:

e

Routing Mame:

Start Time:

[od4/08/2000  >]at 1355 = I

JEnd Tirne:

Conference Password:
Chairperson Password:
10: P
Profile:

Line Rate:

r o
-

Reserve Resources far Video Participants: =
Reserve Resources far Audio Participants: =

[stomatic =

Maximum Number of Participants:

=
ISDN/PSTH Network Service:

Dial-in Humber (1}:

Dial-in Humber (2):

The End Time is changed and the Duration field is updated.
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To terminate a conference manually:

1 In the Conferences list, select the conference you wish to delete and
click the Delete Conference (3£) button.

You are prompted for confirmation.

.ONTEFENCES

2 Click OK to terminate the conference.

(R )t 1o

Display[n[status  [1D | start Tim |End Time |

2 salds 29023 4:03PM  5:03 PM
—P [RMx 2000

X

P
‘-—‘/ Are you sure you want to delete Sales 7

Cancel

Adding Participants from the Address Book

Once the conference has started, you can add participants to a conference
directly from the Participants Address Book without having to use the New
Conference - Participants tab.

To drag & drop participants into the Participants List:
1  Open the Address Book.
2 Select, drag and drop the participant that you wish to add to the

conference directly from the Participant Address Book into the
Participant List.

Standard Windows multiple selection techniques can be used in this

procedure.

i% B 58

e Bl @ 9% ¢ @ @ B = (e W e EL ED CuickSearch:
i . Type V|Name V|Dia|\ng D\recY|1P Address/PV""]
Name |st[Rol[tp [alias [net|Dia [au [vid|Fe [Enc| Rk 12.3.8 & Dialout  1.2.3.8
= SUPPORT_1777752954 ({1 participant) @ 1.2.3.9 Q Dial out 1.2.3.9
oz L HoS E=A 112 @ Dialout  172.22.184.1
=A 157 @ Dial out  172.22.186.1
K =4 165 @ Dialout  172.22.186.1
r’;@ 186 £ Dialout 172221861
(& 167 2 Dislout 172221861
t@ 1674 & Dialout 172221861
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Saving an Ongoing Conference as a Template
Any conference that is ongoing can be saved as a template.

To save an ongoing conference as a template:
1 In the Conferences List, select the conference you want to save as a

Template.
2 Click the Save Conference (i) button.
or
Right-click and select Save Conference to Template.
] % EE e
Display NalStatus |ID |StartTime|EndT
= 11:1

%Iete Conference

2 sa | 11:1

| Save Conference ko Tenplate

Conference Properties

The conference is saved to a template whose name is taken from the
ongoing conference Display Name.

Changing the Video Layout of a Conference

While the conference is running, you can change the video layout and
select one of 24 video layouts supported by the RMX.

Video Layout selection can be done in two levels:

* Conference Level - Applies to all conference participants. All
participants have the same video layout.

* Participant Level - The participant’s video layout is changed. All
other conference participants’ video layouts are not affected.

The initial video layout is selected for the conference in the Conference
Profile.

Participant level video layout selection overrides conference level video
layout settings.
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To change the video layout of a conference:
1 In the Conference Properties dialog box, select Video Settings.

> Allgemein

Anzeigename:

[SUPPORT_438614863

> Erweitert
» Videoqualitat — | =l =] Video
= .
e T L Windows
> IVR
s Information I Wechseln zur Redneransicht Redner. [Mone] =l Representatlon

> Aufnahme

Video

¥ Inhalt an Legacy-Endpunkte senden
IT Gleiches Layout

I Autematisches Layout

Auto

fUE””“

H
=

Layout
Options

Auto i3 |

T

T~ Selected

Layout

2 If Auto Layout check box is selected, clear it.
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3  From the Video Layout options, select the Number of Windows to display
and the Video Layout thumbnail required and click OK.

Video
Layout =~

Thumbnail | | =n B

Video Forcing

l\l\

10+

|Aut0

Number of
[~ Video

1
/

=l
/ [ Windows
|

2

Eﬂ\

5+

|Aut0

10+

Selected
Layout

|

|Aut0

|

Users with Administrator or Operator permission can select which
participant appears in each of the video layout windows using Video
Forcing. When a participant is forced to a layout window, switching
between participants is suspended for that window and only the assigned
participants is viewed. Video Forcing works on Conference Level or

Participant Level:

* Conference Level - When forcing a participant to a window, all
conference participants will see that participant in the selected

window.

* Participant Level - When forcing a participant to a window, only the
participant’s video layout display is affected. All other participants
see the conference layout.

Video Forcing Guidelines:

* A participant cannot appear in two or more windows at the same

time.
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*  Participant level video forcing overrides conference level video
forcing.

* A participant can view him/herself in a layout window, by selecting
the Same Layout option.

*  When different size video windows are used in video layouts such as
1+2, 143, 1+4, etc., a participant can only be forced, in Personal Layout,
to a video window of the same size as that selected for him/her in
Conference Layout.

*  When changing the Video Layout at the conference level, the video
forcing settings are not applied to a new layout, and switching
between participants is audio-activated. The video forcing setting are
saved and applied the next time the layout is selected.

*  Windows that are not assigned any participant display the current
speaker and last speakers.

To video force a participant to a window:

1 In the Conference Properties dialog box, select the Video Settings tab.
2 If Auto Layout check box is selected, clear it.

3  Select the required video layout.
4

In the window to which you want to force a participant, select the
participant’s name from the list of conference participants.

> General ‘
= ] =
-
Lecturer: |
i List of
N
e — Conference
Selected 3 g-\utDSs\et[]‘/ Partici
articipants
Layout — P HE [
| \ ,
[Auta =] e =l :: queo
| 7+ Windows
51 k /
:
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5 Repeat step 3 to force participants to other windows.

6 Click OK.

To cancel Video Forcing for a window:

1  Inthe Conference Properties dialog box, select the Video Settings tab.
2 In the video layout window, in the Participants list, select Auto.

3 (Click OK.

Switching between participants is renewed and is audio activated.

Enabling and Disabling Video Clarity™

The user can enable or disable Video Clarity™ during an ongoing
conference.
To enable or disable Video Clarity:

1 In the Conference List pane, double-click the name of the conference
for which you want to enable or disable Video Clarity
or
right-click the conference name and then click Conference
Properties.

2 Click the Video Settings tab.
3  Select or clear the Video Clarity check box as required.
4 Click OK.
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Participant Level Operations
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Participant Level Operations enable you to modify and control the
connections and statuses of participants in ongoing conferences, as

described in Table 2-7.

Table 2-7 Participant Level Operations

Menu s
Option Button Description
New Define a new participant.For more information about
Participant ,,5:',4}, the New Participant dialog box tab, see Table 2-3 on
page 2-22.
Add Open the Address Book to select the participant for
Participant the conference.
From K& For more information about the Address Book, see
Address the RMX 2000 Administrator’s Guide, "Address Book”
Book on page 5-1.
Connect Connect a disconnected defined dial-out participant
L 4=
Participant to the conference.
Disconnect e Disconnect the participant from the conference.
Participant
Delete a Delete the selected participants from the conference.
Participant b4
Mute Mute the audio transmission from the participant to
Audio the conference.
'ﬁi‘ The Audio Muted indicator appears in the Participants
List and the Unmute Audio button (i) becomes
active.
Unmute Resume the participant’s audio transmission to the
Audio ol conference.

The Mute Audio button (i@ﬁ) becomes active.
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Table 2-7 Participant Level Operations (Continued)
Menu L.
Option Button Description
Suspend Suspend the video transmission from the participant
Video to the conference. The suppressed participant’s video
is not transmitted to the conference but the participant
ﬁi. still receives conference video.
- The Suspend Video indicator appears in the
Participants List and the Resume Video button (%= )
becomes active.
Resume Resume the participant’s video transmission to the
Video o conference.
The Suspend Video button becomes active (ﬁjﬁ.).
Block To block the audio transmission from the conference
Audio to the participant. When blocked, the participant can
still be heard by the conference.
% The Audio Blocked indicator appears in the
Participants List and the Unblock Audio button ()
becomes active.
Unblock Resume the audio transmission from the conference
Audio afiedi to the participant.
The Block Audio button (k) becomes active.
Add Add selected participant’s details to the Participant
Participant E Address Book.
to Address
Book
Abort To withdraw the Content Token from the participant
H.239 back to the MCU for re-assignment.
Session
Change to Define the selected participant as the conference
Chair- leader/chairperson.
person
Change to Define the chairperson as a regular participant
Regular without chairperson privileges.
Participant
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Table 2-7 Participant Level Operations (Continued)

Menu

Option Button Description

Connectto Connect directly to the internal website of the

Website participant’s endpoint to perform administrative,
configuration and troubleshooting activities.

AGC Enable AGC for the participant with weak audio signal

(Auto Gain during ongoing conferences.

Control) Note: Enabling AGC may result in amplification of
background noise.

Participant To view all Participant Properties.

Properties For more information, see the RMX 2000

Administrator’s Guide, "Participant Level Monitoring”
on page 9-14.
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Personal Layout Control with the RMX Web Client

RMX users can use the RMX Web Client to the change the Video Layouts of
individual participants and force participants to its windows without
affecting the Video Layouts of other participants.

To change a participant’s Video Layout and Video Forcing:

1

In the Participants list, double click the participant or right-click the
participant and then click Participant Properties.

The Participant Properties - Media Sources dialog box opens.
In the Layout Type list, select Personal.

> General
3 Advanced Name: et Video
3 Information Websits .
3 Hads // Windows
e Representation
5 Connection Status
3 Channel Status 1 |
5 Channel Status Advanced z Jeraham =
3 Gatekeeper Status 3
. .
List of
=l
- Conference
e | \ " Participants
//V e e S| P
Auto
Selected A&
5+ Neil
David
Layout s roven
104 Graham
MutefSuspend Block
Audio Video I Audio
MU - r
Operatar r r
Participart [~ L]

Select the number of Video Windows.
Select the required Video Layout.

To video force participants to windows in the selected video layout,
in the window to which you want to force a participant, select the
name of the participant to force from the list of conference
participants.

Repeat step 5 to force participants to other windows.
Click OK.

2-59



Chapter 2-Basic Operation

To cancel the Personal Video Layout selection and return to the
conference layout:

1 In the Participant Properties dialog box, select the Media Sources tab.
2 In the Layout Type list, select Conference.
3 Click OK.

The participant will now see the conference video layout with its
forced participants.

To cancel the Personal Video Forcing for a window without returning to

the conference layout:

1 Inthe Participant Properties - Media Sources dialog box, in the video
layout window, select Auto in the Participants list.

2 (Click OK.
Switching between participants is renewed and is audio activated.

Personal Layout Selection with Click&View

With the Click&View application, participants can change their Personal
Layouts via DTMF codes entered from their endpoints. This option is
available only if the Click&View option is selected in the Conference IVR
Service.

3 Global

3 Weloome Conference IR Service Mame:

3 Conference Chairperson

3 Conference Password

3 General

3 Roll Call

3 DTMF Codes v Click & Yiew
Video Welcome Slide: [T — =l

To change Personal Layout with Click&View:
1 Enable Click&View - on the endpoint’s keypad, enter EEB EB.

The Click& View application is displayed on the screen.

7=~ When using a Polycom VSX endpoint, an additional @28 must be entered to
'Q:: ’ enable the remote DTMF keypad. The full Click&View entry sequence is: IEEB,
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The Personal Layout keypad options menu is displayed on the video
screen.

1
2
3
4
5
5
B
g
#

MEDEEAERO

=]
| 23
=]

L

2 On the endpoint’s remote keypad, press the number corresponding
to the number of video squares you wish to select.

For example, if you want a four-square video layout, press #&.

The video window layout of your screen changes to the first four-
window layout as follows:

[ |
OO

Repeated presses of the #® key, within eight seconds, cycles through
the following series of four-square layout options:

1 | - a

=[] =—> = EE =—> ==

In any multi-square layout, pressing B forces the current speaker
to the top left window.

In full view, pressing @ forces the next participant to full view.
In any video layout, pressing @ reverts to the conference layout.
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The following table summarizes the Video Layout options available
via Click& View.

Table 2-8 Video Layout Options

DTMF Code Layout Options
O
2 mm § g= O
s |m B [B
«+ m B O B
s O & O
o Bt
s L
o | B B m

Conference Control Using DTMF Codes

2-62

Participants and chairpersons can manage their connection to ongoing
conferences from their endpoints, using touch-tone signals (DTMF codes)
from their endpoints. Table 3-9 lists the DTMF Codes that can be used.

Chairpersons can also control an ongoing conference using DTMF codes.

Permissions for DTMF actions to be performed by all conference
participants or by chairperson only are configured in the Conference IVR
Service assigned to the conference.

For more information, see the RMX 2000 Administrator’s Guide, "Defining a
New Conference IVR Service” on page 13-9.

To use the DTMF codes to control the conference, the DTMF input must
be first enabled on the endpoint remote control (for example, entering #).



Table 2-9  Conference IVR Service Properties - DTMF Codes
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Operation DTMF String Permission
Mute My Line *6 All
Unmute My Line #6 All
Increase Broadcast Volume *9 All
Decrease Broadcast Volume #9 All
Mute All Except Me *5 Chairperson
Cancel Mute All Except Me #5 Chairperson
Change Password 77 Chairperson
Mute Incoming Participants *86 Chairperson
Unmute Incoming Participants #86 Chairperson
Play Help Menu *83 All
Enable Roll Call *32 Chairperson
Disable Roll Call #32 Chairperson
Roll Call Review Names *33 Chairperson
Roll Call Stop Review Names #33 Chairperson
Terminate Conference *87 Chairperson
Start Click&View ** All
Change To Chairperson *78 All
Increase Listening Volume *76 All
Decrease Listening Volume #76 All
Override Mute All Configurable All
Secure Conference *71 Chairperson
Unsecure Conference #71 Chairperson
Show Participants *88 All
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Installing RMX Manager
for Secure Communication
Mode

The RMX Manager cannot be downloaded from a site, operating in Secure
Communication Mode, without a valid TLS certificate.

The following procedure describes how to obtain a TLS certificate and
download the RMX Manager from a site operating in Secure
Communication Mode.

FIPS is always enabled in JITC Mode, and when ClickOnce is used to install
* RMX Manager, the workstation must have one of the following installed:

e _NET Framework 3.5 or a later version of the .NET Framework.
* _.NET Framework 2.0 plus Service Pack 1 or later.

1 Set the RMX to Non Secure Communication Mode
a Inthe RMX Management pane, click IP Network Services.

b Inthe IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

anagementNetwork Properties -

» IP

» Routers
» DHNS

» LAM Paorts

Network Service Name: I

1P Version: IIPV4&\PVB hd
1Pw6 Configuration Method: IManuaI -
~Contral Unit IP Address:

IPwd: 17222191222

1Pve! I2002:ac1 bi184: 0: 230: 64t fel4: 430064 all

~Shelf Management [P Address:

1Pwdy 17222191221

1PvE! |fedU:1 184:1:290: caff:fe00: 7cbd/64 all
Subnet Mask: 255.266.248.0

|r Secured Cornmunication |

¢ Clear the Secured RMX Communication check box.
d Click OK.
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2 Click the DNS tab.

> IP
> Routers Metwork Service Mame:
5 DNS
MCU Host
» LAM Ports
Name
MCU Host Narne: rmxida.israel. polycam.co |<—|
DHS: Specify -
[ Register Host Narnes Autornatically to DNS Servers
Lacal Domain Mame: hwido.israel. polycom. com |<—|
DNS Servers Addresses )
: Local Domain
Primary Server: 1722212827
Name
Secondary Server: 0.0.0.0
Tertiary Server: 0.0.0.0

3 Enter the Local Domain Name.

The Local Domain Name must be the same as the MCU Host Name. If the content
of these two fields are not identical an active alarm is created.
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4 Create a Certificate Request.

Create Certiticate Request

Country Mame (2 |letter code) I

State or Province {full name)

Locality {full name)

Organization {full narme)

Organizational Unit {section)

Carnmon Name {DHS)

Send details Copy request

For more information, see the RMX Administrator’s Guide, "Purchasing
a Certificate” on page F-1.

Certificates can also be created and issued using an Internal Certificate
Authority. For more information see "Using an Internal Certificate
Authority” on page 7.
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Install the certificate.

For more information, see the RMX Administrator’s Guide,
the Certificate” on page F-3.

End CErOTiCate

Polycom RMX 2000 DoD Deployment Guide

o

Certificate

----- BEGIN CERTIFICATE-----
MIICMDCCAQECECCol67baalenTagTiadh3MWDQTIKoZIhveNAQECEQAMD
YwxCzAIBgHYBAYTAIYTMRewFQYD Y QQKEwSW2RX1pUZInbiwgSWSILIEWMES
GALUECKMRRmIyIFRIC3QaUHYY cG92Z X MaT 255 S4qIES v IGFZc3V Yy TWS{ZH
MUMTIwMAYDYQQDEY W2 XIpU2InbiBUernlhbCBTZWN1embUgU2y ydmvy IFRI
c30gUmSvdCBDQTAFulwNTAyMDEwMDAWMDBaFWOYNTAYMDgyM2USNTI
aMIGMMQswCQYDUQQGEWIVUZEXMBLGATUEChMOYmiyaNpZ24sIEIUTy
4xMDAUBGNYBASTIZVEIRUZXNOIFBLCnBye2Y2IESUbHKUICB OBy Bhc3NL:
MFUY2VILEYMDAGALLEA MDY MYy a¥NpZ24avHIDYWwallzVidXIIFNIcnZle
iBUZRNOIF)vb3QoQIEwZ8wD Y IKoZIhvcHAQEBBQADQYDAMIGIA0GEAIS
haEU7klaZHSCENE CSEKMGWYBSTWHIaMAAYIGQCUN7QIC10sEQIHB2RyLY
£SDIMSEMInC/AAATKCASHYH2DAIU+LIRSiwHTF/2dvSoTT=P2GC ML Gad
i7+2DD00GEYF +NIFAG+CTeyd Fusd X a330/4 MO AP GLET aqFe T AgMBAAEW
DQTIKoZIhwchAQECEBQADIYEAD D44 FrPSEDOFEI3vhLhg ThnyaskN YwPuyxk+
0grnQyDAdSF/qgKBNFInyLrAOF3DmfugWe W Srdzq Ty zpmmIlsnd 80m/y Wirl
BEUWRAItZPOXTIHEBSY MR +PZx2kz4UgWUZy0]DGXIHA 3 CdaFgTitdNK42
9cWOCZrhd 7xe01=

"Installing

Set the RMX to Secure Communication Mode.
Set the RMX to Secure Communication Mode

a
b

In the RMX Management pane, click IP Network Services.

In the IP Network Services list pane, double click the Management

Network entry.
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The Management Network Properties dialog box is displayed.

> IP

> Routers Metworlk Service Name:

» DNS

» LAN Ports
IF Wersion: IP+v4 & IPvE hd
IPw6 Configuration Method: b anual -

Contral Unit IP Address:

IPwd: |17222191.222

IPwvE: |2002.ac1 b 154:0:230: 64F: fe04: d300/64 all

Shelf Management IP Address:

IPvd: 1722219121

IPv6: |fed0.1.184.1.ZSD.caff.leDD.?CSde4 all
Subnet Mask: 205.255.248.0

| ¥ secured Commun\cationl

¢ Select the Secured RMX Communication check box.
d Click OK.

Reset the RMX:
a Inthe RMX Management pane, click the Hardware Monitor
button.

The Hardware Monitor pane is displayed.
b Click the Reset () button.

Install the RMX Manager. For more information, see the RMX
Administrator’s Guide, "Installing RMX Manager” on page 16-1.
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Using an Internal Certificate Authority

If your TLS certificate was created and issued by an Internal Certificate
Authority, it may not be seen as having been issued by a trusted Certificate
Authority. The RMX Manager is not downloaded successfully and a
warning is received stating that the certificate was not issued by a trusted
Certificate Authority.

To add the Internal Certificate Authority as a trusted Certificate
Authority:

1 Navigate to the folder where the certificate (.cer) file is saved.

2 Open the certificate file.

Certificate

General Certification Path

Show: | 28ll= v
Ficld Yalue A
[Elversion V3
[Elserial number 217944 17 de ch 16 95 41 6.,
Eﬁignatura algorithm shalRSA
Elssuer WiCcert
[BEvalid fram "k D 0F R 2007 17:20:27
Elvalid to T O 08 e 2012 17120,
ESubject Wcerk |
[Frublic key RSA (2045 Bits) ]

[ Copy ko File...

3  Click the Detail tab.
4 Click the Copy to File button.
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The Certificate Export Wizard is displayed.

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate brust
lists and certificate revocation lists From a certificate
store to vour disk,

A certficate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections. & certificate store is the system area where
cettificates are kept.

Ta continue, click Mext,

5 Click the Next button.
The Export File Format dialog box is displayed.

Certificate Export Wizard

Export File Format

Certificates can be exparted in a wariety of file Farmats,

Select the Format you want to use:

(7) DER encoded binary ¥.509 {, CER)

|@ Base-64 encoded .509 (. CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7E)

[ < Back WI et I[ Cancel

6 Select Base-64 encoded X.509 (.CER).
7 Click the Next button.
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The File to Export dialog box is displayed.

Certificate Export Wizard

File to Export
Specify the name of the file you want to expaort

File name:

rertificate.cer | [ Browse. ..

[ < Back I et = I[ Cancel ]

8 In the File Name field, enter the file name for the exported certificate.
9 C(Click the Next button.

10 The final Certificate Export Wizard dialog box is displayed.

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘ou have successfully completed the Certificate Expart
wizard.

You have specified the Follawing settings:

File Mame CDac
Export Keys Mo
Include all certificates in the certification path Mo

File Format Basede
< ¥

[ < Back I Firish I[ Cancel

11 Click the Finish button.
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The successful export message is displayed.

Certificate Export Wizard

The export was successful,

12 Click the OK button.
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Restoring the RMX to
Factory Defaults

Never insert a USB device into the RMX’s USB port unless
’ it is your intention to perform a Comprehensive Restore
to Factory Defaults.

An RMX in JITC Mode can be restored to Factory Default settings by
inserting a USB device into the RMX’s USB port and restarting the system.

The USB device can be any device, for example, a keyboard, mouse, hard
drive etc., as no data whatsoever is read from the USB port when the RMX is in
JITC Mode.

Comprehensive Restore to Factory Defaults

The Comprehensive Restore to Factory Defaults deletes the following files:

e CDR

*  Address Book
* LogFiles

e Faults

*  Dump Files

* Notes

In addition all the conferencing entities are deleted:
*  Entry Queues

*  Profiles

*  Meeting Rooms

* IVRServices
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¢ Default Network IP Service
* LogFiles

e CFS license information

* Management Network Service

The RMX is restored to the settings it had when shipped from the factory.
The Product Activation Key is required to re-configure the Management
Network Service during the First Entry Configuration.

Restore to Factory Defaults Procedure

Restoring the RMX to Factory Defaults consists of the following
procedures:

A Backup Configuration Files

These files will be used to restore the system in step .

B Restore to Factory Defaults

Restart the system with a USB device plugged into the USB port.
Connect to the RMX using the Alternate Management Network.
Apply the Product Activation Key.

Unplug the USB device.

Restart the RMX.

C Restore the System Configuration From the Backup
— Use the backup file created in Step .

Restart the RMX.

(If the RMX is unresponsive after these procedures a further restart
may be necessary.)

Procedure A: Backup Configuration Files

4-2

The Software Management menu is used to backup and restore the RMX's
configuration files and to download MCU software.

To backup configuration files:
1 Onthe RMX menu, click Administration > Software Management >
Backup Configuration.
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The Backup Configuration dialog box opens.

POLYCOM | RMX 2000

Administration| Setup Help

Tools 3

H Software Managemernt b Backup Configuration I

Name r—— \ e lgtart Tim ‘ End Time
£ PO ~ 7 13:56 09:46
A I COR . Software download

Notes

License Information
Backup Directory Path:
Backup Configuration I
Dialog Box

2 Browse to the Backup Directory Path and then click Backup.

Procedure B: Restore to Factory Defaults

®

Restart the system with a USB device plugged into the
USB port

Restoring to factory defaults using a USB device always results in a
Comprehensive Restore to Factory Defaults.

To Restore Factory Default Settings using a USB device perform the
following steps:

Configure a workstation for direct connection
Connect the RMX to the workstation

Insert a USB device into the USB port of the RMX
Power the RMX Off and then On.

Connect to the Alternate Management Network
Apply the Product Activation Key

Unplug the USB device

NOoO O b~ ODN =
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8 Restart the RMX

Step 1: Configure a workstation for direct connection

The following procedures show how to modify the workstation’s
networking parameters using the Windows New Connection Wizard.

For non-Windows operating systems an equivalent procedure must be
performed by the system administrator.

Before connecting directly, you must modify the IP Address, Subnet Mask
and Default Gateway settings of the workstation to be compatible with the
RMX'’s Alternate Management Network.

1 On the Windows Start menu, select Settings > Network

Connections.

2 In the Network Connections window, double-click the Local Area
Connection that has Connected status.

& Network Connections

SEI]

address | & Network Connections

°

[&] Creste s new connection

@ Change windows Firewal
settings
See Also 3

4, metwork Troubleshootsr

Other Places %
@ Contrel Panel

&3 My Network Places

(23 My Documents

i My Computer

Details S

Network Connections
System Folder

File Edt ¥ew Favortes Tooks Advanced  Help

Q- O /"sEarch Folders | [TT1]~

Harme:
Dial-up
i

£ Any name
L. iPassConnect

LAN or High-Speed Internet

Loca] Are Connection &
“Pvrireless Network Connection
<LLocal Area Connection

Virtual Private Network
012
wizard

Ll Mew Cannection Wizard

Type

Diakup
Diakup
Dial-up

LAN or High-Speed Inter.

virtual Private Netrark

Wizard

Disconnected
Disconnected
Disconnected

:

LAN or High-Speed Inter...
LA or High-Speed Tniter...
LA or High-Speed Tnter...

Disabled
Mot connected
Network cable unplugged

Disconnected

Device Name

1BM Integrated 56k Modem
18M Integrated S&K Madem
1BM Integrated 52K Madem

Broadcom Nettreme Gig..
Cisco Systems VPN Adapter
Inkel(R) PROJWireless 22
Blustooth LAN Access 6.

WAN Miniport (PPTP)

ACE

Phone # or Host Addre|

253
251
9404 978 9711

212,199,26.28

2 cbiects

3 Inthe Local Area Connection Status dialog box, click the Properties

button.
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5

<% Local Area Connection Status
General | Suppart
Connection
Status: Connected
Duration: B days 18:14:32
Speed: 100.0 Mbps
Activity
Sent W | Received
» |
—
Packets: 783,742 849,433

G ) Do

Close

<k Local Area Connection Properties

General | Authentication

Connect using:

BB IntsllR) PRO/100VE Network Conne

This connection uses the following items

18] Client for Microsaft Networks
=) File and Printer Sharing for Microsoft Networks
¥ 5= Intemet Fratocal (TCP/AR]

Desciption
Transmission Control Protocol/Intermet Protacol. The default
wide area netwark pratocol thal provides communication
acioss diverse interconnected networks

[0 Show ican in natifieation area when connected
Natify me when this connection has limited or o connectivity

Polycom RMX 2000 DoD Deployment Guide

In the Local Area Connection Properties dialog box, select Internet
Protocol [TCP/IP] > Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, select Use the
following IP address.
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6  Enter the IP address, Subnet mask and Default gateway for the
workstation.

Internet Protocol (TCP/IP) Properties E]

General
You can get IP settings assigned autmaticaly if your network supports

this capability. Othenwise, you need to ask your network. administrator for
the appropriate IP settings

() Obtain an IF address automatically

G Use the following IP addres

IP address:

Subnet mask:

Default gateway:

(® Use the following DMS server addresses.
Freferred DNS server:

Altemate DNS server

The workstation’s IP address should be in the same network
neighborhood as the RMX'’s Control Unit IP address.

Example: IP address - near 169.254.192.nn

{ ;‘“‘1 None of the reserved IP addresses listed in Table 4-1 should be used for the IP

\J/ Address.

The addresses needed for connection to the RMX’s Alternate
Management Network are listed in Table 4-1.

Table 4-1 Reserved IP Addresses

Network Entity Alternate Network IP Address
Control Unit IP Address 169.254.192.10

Control Unit Subnet Mask 255.255.240.0

Default Router IP Address 169.254.192.1

Shelf Management IP Address 169.254.192.16

Shelf Management Subnet Mask 255.255.240.0

Shelf Management Default Gateway 169.254.192.1

7 Click the OK button.
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Step 2: Connect the RMX to the workstation

The Alternate Management Network enables direct access to the RMX for
support purposes. The Alternate Management Network cannot be
configured and operates according to factory defaults.

Access to the Alternate Management Network is via a cable connected to a
workstation. The Alternate Management Network is accessible only via the
dedicated LAN 3 port.

r LAN 3 Port

LNK = 100

LNKy LNK LNK LNK ERRACT @ """
1000 - ) 8 © © o6
ShMG.

1Gb RDY HS
4

» Connect the cable between the RMX’s LAN 3 port and the LAN port
configured on the workstation.

Step 3: Insert a USB device into the USB port of the
RMX

RTmp
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Step 4: Power the RMX Off and then On.

Step 5: Connect to the Alternate Management
Network

1

2

Start the RMX Web Client application on the workstation, by entering
http://169.254.192.10 (the Control Unit IP Address) in the
browser’s address line and pressing Enter.

The Login dialog box is displayed.

POLYCOM | RMX 2000

C l 0 y.mm RMX'2000

In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click Login.

Step 6: Apply the Product Activation Key

The RMX Web Client opens and the Product Activation dialog box appears
with the serial number filled in.
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Online Reqgistration

Click thePolycom Resource Center butten
o reqgister your product and retrieve the
ActivationKey.

Serial Humber: I

Activation Key: |

[
1 Inthe Activation Key field, enter or paste the Product Activation Key
obtained earlier.
2 Click OK.

If you do not have an Activation Key, click Polycom Resource Center
to access the Service & Support page of the Polycom website.

For more information, see "Obtaining the Activation Key” on page 1-9.

The system prompts with a restart dialog box:

RMX 2000 =

:—’/ Systemn must be reset, Do you want to reset now?
{Mote: Reset operation might take several minutes.)

Step 7: Unplug the USB device
» Remove the USB device from the USB port of the RMX.

Step 8: Restart the RMX
» In the dialog box, click Yes.

4-9



Chapter 4-Restoring the RMX to Factory Defaults

Procedure C: Restore the System Configuration From the

Backup

4-10

To restore configuration files:

1

2

On the RMX menu, click Administration > Software Management >
Restore Configuration.

Browse to the Restore Directory Path where the backed up
configuration files are stored.

Click the Restore button.
When the Restore is complete, restart the RMX.

RMX system settings, with the exception of User data, are restored.

Restore User data by repeating Step 1 to Step 4 of this procedure.



